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Introduction

This proposal creates a Ping request/response method that is used to help determine whether an incoming Association Request is from an already associated STA that has lost state, or is rather from an attacker hoping to tear down the SA.  The particular mechanism in question has no false positives, and can only show false negatives under deletion attacks or heavy frame loss.  Presentation 802.11-07/2441 describes this in more detail.
These changes are based off of 802.11w Draft 2.2 and its dependant documents.  Changes are shown in underlined green, unless they are pure additions or are otherwise mentioned.  Instructions to the TGw editor are highlighted in yellow.
Editor’s Instructions
TGw Editor: Add the following before 7.3.2, and replace x with an appropriate number
7.3.1.11 Action Field
Insert the following new row into table 24 and update the reserved value as shown:
Table 24 – Category values

	Code
	Meaning
	See subclause

	x
	Ping
	7.4.8

	x+1 – 126
	Reserved
	—


TGw Editor: Add the following before 7.3.2.46

7.3.2.27 Extended Capabilites information element 
Change the last paragraph of 7.3.2.27 as follows
The Capabilities field is a bit field indicating the capabilities being advertised by the STA transmitting the information element. There are no capabilities defined for this field in this revision of the standard. The Capabilities field is shown in Table 35a.
Insert the following table at the end of 7.3.2.27 as follows:
Table 35a – Capabilities Field
	Bit
	Information
	Notes

	0
	Reserved
	

	1
	Ping Capable
	A STA sets the Ping Capable bit in the Extended Capabilities Information field to 1 if it is capable of generating and responding to Ping Action frames, and 0 otherwise.

	2-n
	Reserved
	


TGw Editor: Add the following before 8, and assign a table number appropriately
Insert the following before 7.5  
7.4.8 Ping action details

Two Action frame formats are defined for the Ping action. An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values associated with each frame format are defined in Table 7-1w.
Table 7-1w – Ping action fields

	Action field value
	Description

	0
	Ping Request

	1
	Ping Response


7.4.8.1 Ping Request frame

The Ping Request frame is used to request a Ping Response from the receiving STA.  The format of the frame is shown in Figure 7-1w.

	
	Category
	Action
	Dialog Token
	Vendor Specific Elements

	Octets:
	1
	1
	1
	variable


Figure 7-1w—Ping Request frame details
The Category field is set to the value indicating the Ping category, as specified inTable 24 in 7.3.1.11.
The Action field is set to the value indicating Ping Request frame, as specified in Table 7-1w in 7.4.8.

The Dialog Token field is set to a value chosen by the STA sending the event request to identify the request/report transaction.
The Vendor Specific Elements field contains zero or more Vendor Specific elements, as defined in 7.3.2.26.
7.4.8.2 Ping Response frame

The Ping Response frame is used to answer a Ping request from another STA.  The format of the frame is shown in Figure 7-2w.

	
	Category
	Action
	Dialog Token
	Vendor Specific Elements

	Octets:
	1
	1
	1
	variable


Figure 7-2w—Ping Response frame details
The Category field is set to the value indicating the Ping category, as specified in Table 24 in 7.3.1.11.
The Action field is set to the value indicating Ping Response frame, as specified in Table 7-1w in 7.4.8.

The Dialog Token field is set to the value in any corresponding Ping Request frame.
The Vendor Specific Elements field contains zero or more Vendor Specific elements, as defined in 7.3.2.26.
TGw Editor: Replace the change information for 8.4.10 with the following, with changes to the draft shown in green
8.4.10 RSNA security association termination

Change the first paragraph as follows:

When a non-AP STA SME receives a successful MLME Association or Reassociation confirm primitive that is not part of a Fast BSS Transition or receives or invokes an MLME Disassociation or Deauthentication primitive, it will delete some security associations. Similarly, when an AP SME  receives an MLME Association or Reassociation indication primitive that is not part of a Fast BSS Transition and has not been terminated according to the procedures in 11.3.2.2 or 11.3.2.4, or receives or invokes an MLME Disassociation or Deauthentication primitive, it will delete some security associations. In the case of an ESS the non-AP STA’s SME shall delete the PTKSA, GTKSA, IGTKSA, SMKSA, and any STKSA, and the AP’s SME shall delete the PTKSA, and invoke an STSL application teardown procedure for any of its STKSAs. An example of an STSL application teardown procedure is described in 11.7.3. In the case of an IBSS, the STA’s SME shall delete the PTKSA and the receive GTKSA and IGTKSA. Once the security associations have been deleted, the SME then invokes MLME-DELETEKEYS.request primitive to delete all temporal keys associated with the deleted security associations.
TGw Editor: Add the following before Clause 11
Insert at the end of sub clause 10.3 a new sub clause as follows:
10.3.39 Ping support
10.3.39.1 MLME-PING.request
10.3.39.1.1 Function

This primitive requests that a Ping Request frame be sent to the peer STA to which the STA is associated. 
10.3.39.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-PING.request
(
PeerSTAAddress,

DialogToken,

VendorSpecific
)
	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity for the Ping .

	DialogToken
	Integer
	0-255
	The Dialog Token to identify the Ping Request and Response transaction.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the Ping Request frame. 


10.3.39.1.3 When Generated

This primitive is generated by the SME to request that a Ping Request frame be sent to the peer STA with which the STA is associated.

10.3.39.1.4 Effect of Receipt

On receipt of this primitive, the MLME constructs a Ping Request action management frame. The STA then attempts to transmit this to the peer STA with which it is associated.

10.3.39.2 MLME-TFS.confirm

10.3.39.2.1 Function

This primitive reports the result of a Ping procedure. 

10.3.39.2.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME- PING.confirm
(
PeerSTAAddress
DialogToken,
VendorSpecific
)
	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity that the Ping Reponse was received from.

	DialogToken
	Integer
	0-255
	The Dialog Token to identify the Ping Request and Response transaction.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters from the Ping Response frame. 


10.3.39.2.3 When Generated

This primitive is generated by the MLME as a result of the receipt of a Ping Response action management frame.  
10.3.39.2.4 Effect of Receipt

On receipt of this primitive, the SME may use the response as a sign of liveness of the peer STA.
10.3.39.3 MLME-PING.indication
10.3.39.3.1 Function

This primitive indicates that a Ping Request frame was received from a STA. 
10.3.39.3.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-PING.indication
(
PeerSTAAddress,
DialogToken,
VendorSpecific
)
	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity that the Ping Request was received from.

	DialogToken
	Integer
	0-255
	The Dialog Token to identify the Ping Request and Response transaction.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters from the Ping Request frame. 


10.3.39.3.3 When Generated

This primitive is generated by the MLME when a valid Ping Request action management frame is received.
10.3.39.3.4 Effect of Receipt

On receipt of this primitive the SME should operate according to the procedure in 11.20.
10.3.39.4 MLME-PING.response
10.3.39.4.1 Function

This primitive is generated in response to an MLME-PING.indication requesting a Ping Response frame be sent to a  STA. 

10.3.39.4.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-PING.response
(
PeerSTAAddress,
DialogToken,
VendorSpecific
)
	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity for the Ping .

	DialogToken
	Integer
	0-255
	The Dialog Token to identify the Ping Request and Response transaction.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the Ping Response frame. 


10.3.39.4.3 When Generated

This primitive is generated by the SME, in response to an MLME-PING.indication, requesting a Ping Response be sent to a STA. 
10.3.39.4.4 Effect of Receipt
On receipt of this primitive, the MLME constructs a Ping Response action management frame. The STA then attempts to transmit this to the STA indicated by the PeerSTAAddress parameter.

TGw Editor: Insert the following immediately after the title for Clause 11
11.3.1.1 Authentication—Originating STA

Delete the last paragraph.

11.3.1.2 Authentication—Destination STA

Delete the second to the last paragraph.
11.3.2.2 AP Association procedures

Insert the following after item b and reletter the remainder of the list.
c) If the STA is associated and has a valid SA, Robust Management Frame protection is enabled for the non-AP STA and the AP, and the association is not a part of a Fast BSS Transition, the AP shall issue one MLME-PING.requests to the STA, and wait for up to dot11PingResponseTimeOut for an MLME-PING.confirm.  If an MLME-PING.confirm does not come within the timeout, the process shall be repeated for up to dot11AssociationMaximumPingAttempts.  If an MLME-PING.confirm does come within its timeout and whose dialog token matches that of the request, the AP shall terminate the association procedure with tearing down neither the association nor the security associations and without sending an MLME-Reassociation.response.

Change the last paragraph to as follows:

Except when the association is part of a Fast BSS Transition, the STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-ASSOCIATE.indication primitive which is not terminated according to the above rules.
11.3.2.4 AP Reassociation procedures

Insert the following after item b and reletter the remainder of the list.

c) If the STA is associated and has a valid SA, Robust Management Frame protection is enabled for the non-AP STA and the AP, and the reassociation is not a part of a Fast BSS Transition, the AP shall issue one MLME-PING.requests to the STA, and wait for up to dot11PingResponseTimeOut for an MLME-PING.confirm.  If an MLME-PING.confirm does not come within the timeout, the process shall be repeated for up to dot11AssociationMaximumPingAttempts.  If an MLME-PING.confirm does come within its timeout and whose dialog token matches that of the request, the AP shall terminate the reassociation procedure with tearing down neither the association nor the security associations and without sending an MLME-Reassociation.response
Change the last paragraph to as follows:

Except when the association is part of a Fast BSS Transition, the STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-REASSOCIATE.indication primitive which is not terminated according to the above rules.
TGw Editor: Insert the following before 11A
Insert at the end of Clause 11 a new sub clause as follows:
11.20 Ping procedures

When the STA supports Ping services, the Ping Capable subfield is set in the Extended Capabilities field, the STA shall be set.  To send a Ping Request to a peer STA, the STA shall issue an MLME-PING.request.  A Ping Request shall not be sent to a peer STA unless the peer STA is associated to the sending STA and the peer STA advertises that it supports Ping services.  A STA that supports Ping services and receives an MLME-PING.indication shall respond with an MLME-PING.response when all of the following are true: the receiving STA is currently associated to the sending STA, and no pending MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitives are outstanding for the STA that receives the Ping indication.
If dot11RSNAProtectedManagementFramesEnabled is true, then the STA shall support Ping services.
Annex D

TGw Editor: Insert the following at Annex D, page 31, line 14, after adding a comma to the end of the proceeding line
dot11PingResponseTimeOut


Unsigned32,

dot11AssociationMaximumPingAttempts

INTEGER
TGw Editor: Insert the following at Annex D, page 31, line 55

dot11PingResponseTimeOut 



OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute shall specify the number of time units (TUs)

that a STA should wait for a Ping Response related to a Ping Request."

::= { dot11StationConfigEntry 66 }
dot11AssociationMaximumPingAttempts 

OBJECT-TYPE

SYNTAX INTEGER (1..255)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute shall specify the maximum number of unresponded-to Ping Requests that may be sent by an AP, for a given Association Request, before the association can proceed."

::= { dot11StationConfigEntry 67 }
TGw Editor: Thank you!




Abstract


This document contains the normative text for introducing additional SA teardown protection into the RSN framework, as mentioned in the presentation 802.11-07/2441
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