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	CID
	Comment
	Proposed Resolution
	Resolution

	644
	Masking out "order bit" may cause compatibility problem with non-HT STAs.


	Protect order bit.


	Counter:

Add clarifying text contained in 07/yyyyr0

	301
	This new addition to mask the Order bit to 0 will result in different cryptographic results and thus is not backward compatible.  This will break already deployed systems.  I believe the intent is to mute this bit only with TGn, so the change should reflect that and not break current shipping systems.


	Change to "When the QoS field (QC) is present, the Order bit (bit 15) is masked to 0".  This has been submitted as document 11-07-0301-00-000n-Order-Bit-updates.doc.


	Counter:

See resolution to CID 644

	886
	AAD construction was changed to mask Order bit for all data frames. This would mean that already deployed devices using current 802.11 base standard would not remain compliant with the modified standard since they follow the current rules that do not mask Order bit to zero. I do not think this is acceptable. At minimum, this change would need to be limited to frames that non-HT STAs cannot receive or transmit.


	Remove the change to mask Order bit to zero in AAD construction or make it clear this change does not apply to any frame that could be transmitted or received by a non-HT STA.


	Counter:
See resolution to CID 644



	1116
	this change breaks existing implementations, and destroys interoperability between TGn devices and pre-TGn devices


	Change item (6) to "For Management and Control frames, and for Data frames with QoS subfield (FC bit 7) set to 1, Order bit (bit 15) masked to 0"


	Counter:
See resolution to CID 644

	3005
	Masking out "order bit" can cause compatibility problem with non-HT STAs.


	Protect order bit.


	Counter:

See resolution to CID 644


Proposed Edits

TGn Editor: Modify section 8.3.3.3.2 in TGn draft D2.02 as follows:

a) FC . MPDU Frame Control field, with

1) Subtype bits (bits 4 5 6) masked to 0

2) Retry bit (bit 11) masked to 0

3) PwrMgt bit (bit 12) masked to 0

4) MoreData bit (bit 13) masked to 0

5) Protected Frame bit (bit 14) always set to 1

6) Order bit (bit 15):

i) masked to 0 in all HT frames

ii) unmasked otherwise.
Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.





Abstract


This document contains proposed resolutions for CIDs 644, 301, 886, 1116, and 3005 related to order bit masking in AAD construction.
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