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Monday, July 16, 2007, 4:00 PM to 6:00 PM
Chair: Jesse Walker
Acting recording secretary: Matthew Gast

Call to order and agenda

Meeting called to order on Monday, July 16, 2007 by Jesse Walker at 4:00 pm Pacific Daylight Time (PDT).  The chair then reviewed the following topics from the agenda:

· The chair disclosed his affiliation as Intel Corporation
· The TG Agenda is document number 11-07/2107
· The chair read the IEEE patent policy

· The chair called for questions from the membership, and none were forthcoming, indicating that the membership understood the policy

· The chair requested information on patent claims and called for letters of assurance, and none were forthcoming

· The chair called for adoption of the agenda by unanimous consent.  None recorded, and the agenda was adopted.
· Goals for July 2007 meeting

· Comment resolution for letter ballot 102

· Draft 2.1 is on the server

· Approval of the minutes of previous meetings

· Montréal, May 2007 (11-07/0693r3)
· The chair asked for corrections; none were required

· The chair moved for approval by unanimous consent

· There was no objection from the task group, so the minutes are approved
· Teleconference (11-07/2004r0)

· The chair asked for corrections; none were required

· The chair moved for approval by unanimous consent

· There was no objection from the task group, so the minutes are approved
· June 29-30 Ad hoc, Hillsboro, OR (11-07/2043r0)

· The chair asked for corrections; none were required

· The chair moved for approval by unanimous consent

· There was no objection from the task group, so the minutes are approved
For the next presentation, Jesse Walker relinquished the chairmanship of the meeting to the Kapil Sood, beginning at 4:18 pm PDT.

Presentation: 11-07/2051r0, LB 102 Clause 5 Comment Resolution, Dorothy Stanley (presented by Jesse Walker)
· Kapil Sood: In regard to the phrase "All management frames sent by a STA before keys are installed shall be unprotected."  Does this really apply to a receiver?
· Henry Ptasinski: Devices can receive 11w frames if they are BIP protected.

· Jesse Walker: Any broadcast frame that has BIP must be considered a forgery before a STA has receive keys installed.

· Henry Ptasinski: Maybe there should be a restriction on the management frames that can be sent without keys?

· Jouni Malinen: There should be two sentences: (1) what you may send without keys, and (2) what should be done when you receive a frame that is protected before you have keys
· Henry Ptasinski: A station needs to send and receive authentication, association, and unprotected deauthentication and disassociation (but the last two should be processed only before keys are installed)

· Jesse Walker: If we just accept the deletion in resolution to CID 256, is that OK?

· Jouni Malinen: No, because we still must have transmit and receive specifications.
· Henry Ptasinski: Our state machines generate the IGTK during association.  What if an AP needs to send a spectrum management action frame when nobody is associated?  Where is the IGTK?  Furthermore, if you are in the midst of a 4-Way Handshake and receive a Deauthentication frame, what should happen?

· Jesse Walker: For a non-AP STA, nothing can be protected before message 3.  So, protection should be required on the Deauthentiation frame if it is received after message 3 in the 4-Way Handshake.  As an AP, a Deauthentication may arrive any time before message 4 unprotected.

· Kapil Sood: In that case, there is a race condition for client at message 3, and an AP around message 4.  What if the AP has a bug and you want the STA to look elsewhere?

· Henry Ptasinski: The pseudocode is normative.  Why do we need text other than the pseudocode?

· Several minor edits were to the document as a result of the discussion, and the new version will be uploaded.
With the presentation complete, Kapil Sood handed the chairmanship of the meeting back to Jesse Walker at 5:22 pm PDT.

The meeting recessed at 5:26 pm, with no objection.
Tuesday, July 17, 2007, 8:00 AM to 10:00 AM
Chair: Jesse Walker
Acting recording secretary: Matthew Gast
Call to order and agenda

Meeting called to order on Monday, July 16, 2007 by Jesse Walker at 8:02 am PDT.  The chair reminded attendees to record attendance.
Presentation: 11-07/0243r4, Protected Management Frame Pseudo-code, Abhijit Choudhury

· Transmit MMPDU

· For the unicast case, there is no prohibition against fragmentation.  An 802.11k neighbor list may need to be fragmented because it might be long.

· Question: What does RSN IE refer to in the pseudocode?

· Answer: It refers to the RSN IE of the the transmitter.

· Jesse Walker: If the security association has state for whether protected management frames is enabled, use that state.  There are there are two SAs for management frames: one for unicast and one for broadcast/multicast.  Each of those SAs should have state for whether frames are sent protected.  The state should be set in the 4-way handshake.

· Jesse Walker: In 802.11i, we referred to events that occurred other places (such as probes and beacons) and the result was confusing.

· Jouni Malinen: Suggest moving unicast and multicast to the top level ifs, since that is the controlling state.
· Abhijit Chhoudury: What if we remove the second top level if RMF protection bit, etc…?

· Jouni Malinen: Why is there a case at the end with an unprotected frame?
· Answer: When the frame is unprotected, as in 11s.

· Per-MPDU Transmit for MMPDU

· Jouni Malinen: We can remove the dependence of "(Robust Management Frame Protection bit of RSN Capabilities Field in the RSN IE is set to 1 for Tx)"

· Kapil Sood: Add a reference in 8.7.2.1a into 8.7.2.2a to show the link between the two procedures.
· Kapil Sood: Do we still need the top-level RSNA check?

· Nancy Cam-Winget: It is important to ensure that security is enabled.

· MMPDU Receive
· There are lots of special cases possible if we try to handle things differently with regard to the 4-Way Handshake.
· Jesse Walker: The MIB variable increment should be guarded with an an "if" for the cipher suite to ensure that when vendors add cipher suites that the pseudocode still works.

· Jesse Walker: In the comment for unicast checks for other cipher suites, the comment should have pseudocode for checking other cipher suites, and then discarding.
· Abhijit Choudhury: The "if" statement says that a pairwise key exists, but it does not specify the type.

· Walker: Just remove the "pairwise key exists" statement.

· Jesse Walker: The individual RA branch should kill an unprotected packet, rather than fall through all the way to the bottom

· Abhijit Choudhury: Do we need to make the distinction between a SA existing and a key existing?

· Jesse Walker: Yes, that solves yesterday's race condition.

· Per-MPDU Receive for MMPDU
· Kapil Sood: A reference to this procedure should be added in the previous clause

· Jouni Malinen: I object to the "call" of the procedure, since the pseudocode is not run for MPDU.

· Kapil Sood: How about "Make MPDU available for further processing", since that doesn't imply that the processing ends?

· Jouni Malinen: CCMP needs to check fragment numbers in the else have a protected MMPDU.  This branch needs cipher specific keys.

· Kapil Sood: Should this be split into two Rx procedures, one for unicast and one for broadcast/multicast?

· Abhijit Choudhury: The base standard doesn't do it, and the code will fall through to the right place here.

· Jouni Malinen: Remove the word "unprotected" for the CCMP receive code, since that follows the base standard
· Abhijit Choudhury: The revisisions discussed will be incorporated into r5 of the document so that it can be re-presented.
LB 102 comments, 11-07/0714r7, Nancy Cam-Winget
· CIDs needing submissions: 365, 152, 42, 312, 59, 43, 444, 247, 238, group of (245, 660, 452, 736), 632 (test vectors)

· Call for volunteers
· 632: Jouni Malinen

· 245, 660, 452, 736: Matthew Gast

· 238: Jesse Walker.  It also necessary to make the change to message 3 in the four-way handshake.

· 247: This comment can be rejected based on figure 158.

· 444

· This is based on peer messages, not peer state.

· Jouni Malinen: Is the first row of the table ("abort the 4-Way Handshakes") in conflict with the paragraph above that says to run with the STA with the larger MAC address?
· Jesse Walker: Larger MAC address is not used in the table.

· Jesse Walker volunteered to develop a submission

· 43
· The MIB variable was defined from an AP perspective, so this MIB variable can be made more generic.
· Resolution: Add a new sentence: "A non-AP STA may use the dot11RSNALegacyManagementFrames variable to decide whether with an access point that does not advertise Robust Management Frame protection."

· 59

· Rejected: This is in line with any capability that a prior client does not understand.  A WEP-only client will have the same problem with an 11i-only (TKIP/CCMP-only) AP.   Allowing legacy devices to connect must be done by enabling legacy support.

Seeing no objection, the meeting recessed at 10:00 am.


Wednesday, July 18, 2007, 4:00 PM to 6:00 PM
Chair: Jesse Walker
Acting recording secretary: Matthew Gast

Call to order and agenda

Meeting called to order on Wednesday, July 18, 2007 by Jesse Walker at 4:01 pm Pacific Daylight Time (PDT).  The chair then reviewed the following topics from the agenda:

· As per the 802.11 policies & procedures, the chair called for patents and letters of assurance.  No response was made by the attendees.

Document: 11-07/2051r2, Clause 5 comment resolutions, Dorothy Stanley
· This is equivalent to the changes developed on Monday.

Motion (4:07 pm): Moved to resolve comments 666, 667, 127, 13, 24, 256, and 199 by incorporating the changes specified in 11-07-2051-02 into the TGw draft

· Moved by Kapil Sood, seconded by Jouni Malinen

· No debate on the motion

· Vote: 8 in favor, 0 against, 1 abstention

· Motion passes.

Comment Resolution Solicitation

Resolved comments

· 656 – Resolved with wordsmithing to table; recorded in comment spreadsheet.
· 152, discussion

· Unicast case has variable length due to QoS

· There is no need to pad the frame, since CMAC requires padding
· Comment was rejected and no submission required

· 42

· The baseline describes GTKSA as unidirectional; this copies baseline for IGTK

· Jouni Malinen: GTKSA has a direction vector, and it must be added to the IGTKSA in 8.4.1.1.3A

· 127: Resolved by 11-07/2051r2

· 13: Resolved by resolution to CID 666
· 312, 50, 314
· The pseudocode shows how to handle this comment.
· Rewrite last sentence of "All management frames sent by a STA before keys are installed shall be unprotected.  If Robust Management frame protection is negotiated, all Action frames received before keys are installed shall be discarded."

· Matthew Gast volunteered to produce text.

Volunteers to produce submissions
· 365: Kapil Sood
· 217: Assigned to editor
· 221: Abhijit Choudhury
· 444, 18: Jesse Walker
· 238: Jesse Walker
· 245, 660, 452, 736: Matthew Gast
Comments with no resolution:

· 35
· Submission guidelines: The MMIE needs to be explicitly added to protected frames (Deauthentication, Disassociation, and Action frames).  The MMIE must come last, and there should be a note in the text that discusses the security implications of putting anything after it.

· Matthew Gast volunteered to produce submission

· 645: Comment accepted without objection

· 211

· Nancy Cam-Winget: RSN support requires CCMP support, so it is already required by the baseline.
· Comment resolution: Reject because the base standard already requires CCMP compliance.
· 177: Accept and remove the editorial note

· 75: Nancy Cam-Winget to produce text

· 79: Resolved by prior comment resolution

· 427

· The addition to bullet e) should be deleted.  It does not need to be moved to the BIP clause because 8.3.4.4 addresses replay protection
· The bullet e1) needs to stay to address CCMP unicast management frame protection, and should add a "for each PTKSA" after the "TRUE,"
· 76: Nancy Cam-Winget to produce text

The meeting recessed at 6:01 pm.

Thursday, July 19, 2007, 10:30 AM to 12:30 PM
Chair: Jesse Walker
Acting recording secretary: Matthew Gast

Call to order and agenda

Meeting called to order on Thursday, July 19, 2007 by Jesse Walker at 10:30 am Pacific Daylight Time (PDT).  The chair then reviewed the following topics from the agenda:

· The chair disclosed his affiliation as Intel Corporation
· As per the 802.11 policies & procedures, the chair called for patents and letters of assurance.  No response was made by the attendees.

Document: 11-07/243r7, Management frame pseudo-code, Abjit Choudhury

· No questions on the document.

Document: 11-07/2240r0, IBSS Comment Resolution, Jesse Walker
· A mislabeled document header was corrected; will be saved as 11-07/2240r1
· Several draft numbers (D1.01) were changed to (D2.1)
There was no objection to a brief recess, beginning at 10:49 am, to allow the presenter to post the new revision to the document server at 10:49 am.  The meeting returned to order at 10:54 am.

Document: 11-07/2244r2, TGr updates, Kapil Sood
· Nancy Cam-Winget: Why does the fast BSS transition refer to IGTK?
· Jouni Malinen: Te language in the base standard refers to the group key handshake, which carries both the GTK and IGTK.
· Revisions posted as r3 at 11:07.
Document: 11-07/2239r0, MMIE Frame formats, Matthew Gast

· No discussions or revisions
Document: 11-07/2238r0, IGTK Sequence Number/PN fixes, Matthew Gast

· Jouni: Is clause 4 modified to include IPN?

· No.

· The presenter uploaded 11-07/2238r1 with the IPN acronym defined at 11:15 am PDT.
Document: 11-07/2241r0, MIC Calculation for  BIP, Abjit Choudhury
· Nancy Cam-Winget: One of the changes here is to note the the counter is incremented.  It should be incremented by 1.  Is the editor empowered to make this change?

· Chair ruling: "Incremented by 1" is the meaning of "incremented" used in TGw, so the editor is so empowered.
· The chair called for objections to this empowerment from the task group.

· No objection was received.

· The editor is empowered to make the change, and no new document is required.

Comment by Donald Eastlake: Some documents use the old templates.
· The chair requests that documents use new templates.
Comment Resolutions
· Discussion of CID 287

· Nancy Cam-Winget: Many vendors use key id zero for unicast, so this has interoperability concerns.
· Jesse Walker: This can cause a "lawyer" discussion, when the document says X in one place and is more restrictive in another location, there is confusion.

· Kapil Sood: Why do we need to say the key is 12 bits?  We could just say "plus an IGTK identifier."
· Discussion of CID 222

· Nancy Cam-Winget: The baseline standard (802.11i) says monotonically increasing, but not 1.
· Jesse Walker: That is because TGi wanted to give vendors the option to increase by a larger increment than 1.
· Nancy Cam-Winget: This asks for more guidance than the base standard, which has no normative language on what to do at maximum sequence counters
· Jouni Malinen: There should be a statement about what an implementation should do
· Jesse Walker: There are two reasons not to add a statement: (1) normative statements require additions to test plans, but it is very hard to get to the case where the frame counter is the maximum minus 1, and (2) this is a broadcast function, so all stations have the key.  A malicious insider can start sending broadcasts at a high rate to exhaust the key space, or send something with the maximum number to cause the key to expire.
· Henry Ptaskinski: CMAC says that you can't reuse a PN, but you could "wrap" when you hit the maximum.  There is no definition of what happens when you hit the maximum PN

· Nancy Cam-Winget: In the base standard, the only mention of rekeying is for TKIP, related to TSC space exhaustion choices.  The choice is to (a) replace the key, or (b) stop sending traffic.
· Proposed resolution, by Nancy Cam-Winget: Add a new note section to 8.3.4.4 to read "Note: When the IGTK PN space is exhausted, the choices available to an implementation are to replace the IGTK or to end communications."

· Henry Ptasinski: This resolution says that all choices are correct.

· Jesse Walker: We are following the lead of 802.11i and not making this normative so that there is no test requirement for test plans.

· CID 43 & CID 654: Accept
Motion (12:08 pm): "Move instruct the editor to include page 2 from 11-07-2241-00 into the draft."
· Moved by Abhijit Choudhury, seconded by Kapil Sood
· No debate on the question.

· Vote: 8-0-0.

· Motion passes.

No objection to recessing at 12:11 pm.
Thursday, July 19, 2007, 1:30 PM to 3:30 PM
Chair: Jesse Walker
Acting recording secretary: Matthew Gast

Call to order and agenda

Meeting called to order on Monday, July 16, 2007 by Jesse Walker at 1:39 pm Pacific Daylight Time (PDT).  The chair then reviewed the following topics from the agenda:

· The chair disclosed his affiliation as Intel Corporation
· As per the 802.11 policies & procedures, the chair called for patents and letters of assurance.  No response was made by the attendees.

Straw poll (1:41 pm): TGw will go to Sponsor Ballot in?

· Vote:



November 2007

1


December 2007

1



January 2008

4


March 2008

2


Other


0
Straw poll (1:49 pm): Does TGw need a teleconference between the San Francisco and Waikoloa meetings to resolve conflicts between or gaps in ballot resolutions?

· Vote: 4 yes, 0 no

Straw poll (1:50 pm): Does TGw need an ad hoc meeting between the San Francisco and Waikoloa?

· Vote: 0 yes, 8 no
Straw poll (1:52 pm): When do we need teleconferences?

· Vote:

August 15 (Tuesday) 12:30 PM EDT

August 28 (Wednesday) 12:30 PM EDT

September 10 (Monday) 13:30 PM EDT

Motion (2:00 pm): Move to instruct the editor to incorporate 11-07-0243-07 into the TGw draft
· Moved by Abhijit Choudhury, seconded by Nancy Cam-Winget

· No discussion on the motion

· Vote: 9 for – 0 against – 1 abstention

· Motion passes

Motion (2:01 pm): Move to instruct the editor to incorporate 11-07-2239-00 into the TGw draft

· Moved by Matthew Gast, seconded by Kapil Sood

· No discussion on the motion

· Vote: 9 for – 0 against – 1 abstention

· Motion passes

For the next motion, the chair wished to display the latest version of the comment spreadsheet.  There was no objection to a brief recess, beginning at 2:04 pm PDT, to enable the chair to retrieve the spreadsheet from the server.  The meeting came back to order at 2:06 pm PDT.
Motion (2:08 pm): Move to instruct the editor to incoporate the resolutions for Comment Group 2 from 11-07-0714-09 into the TGw draft, with the resolution for CID 146 to "Accept" and CID 46 removed from Comment Group 2
· Moved by Nancy Cam-Winget, seconded by Jouni Malinen
· No discussion on the motion.
· Vote: 7 for – 0 against – 1 abstention
· Motion passes

Motion (2:12 pm): Move to instruct the editor to incoporate the resolutions for Comment Group 3 from 11-07-0714-09 into the TGw draft, with the resolution for CID 62 changed to Accept, and CIDs 59, 632 and CID 363 removed from Comment Group 3

· Moved by Nancy Cam-Winget, seconded by Jouni Malinen

· No discussion on the motion.

· Vote: 9 for – 0 against – 2 abstention
Motion (2:21 pm): Move to instruct the editor to incorporate 11-07-2244-03 into the TGw draft
· Moved by Kapil Sood, seconded by Nancy Cam-Winget

· Discussion on the motion

· Jouni Malinen: This has not been on the server for four hours.

· Motion (2:22 pm) by Jouni Malinen: Postpone voting on this motion until 3:15
· No objection to postponing the motion on the table

Discussion on CID 59
· Joe Epstein: If there is a mode where the network can lock out non-11w devices, deploying that feature will cause client "churn."  There might be an SSID that has some APs that are 11w-capable and will lock out non-11w stations, causing non-11w clients to try to associate to that AP, fail, and try again.
· Kevin Hayes: The only reasonable deployment is to have two SSIDs operating in parallel.  This is just like some clients that can support TKIP and CCMP.  Some networks accept both, some do not.

· Jesse Walker: In the case where the "11w mandatory" bit is set, the administrator is saying that it is OK for those clients to take a long time because they are not clients for his network.

· Joe Epstein: This puts a limit on the admininistrator that we do not have to.

· Jouni Malinen: How does incrementing RSN IE version make this better?

· Joe Epstein: If there is a network where robust management frame protection is mandatory, 11w-capable client devices should be pushed to a network that supports the feature.  Devices that do not support 11w still get service at a different level.  If that is true, clients that support the lesser level (non-11w) of security will still be attracted to the better level (11w-capable).  This can be supported with two SSIDs.  If the RSN version is incremented, the lesser level clients will stay away because they do not stay away.
· Henry Ptasinski: What does the baseline say about a lower version RSN IE?  They probably accept a higher version but ignore the parts they don't understand.  If you put a new cipher suite in the existing RSN, clients will stay away.

· Joe Epstein: The suggestion in Montreal was to define a new AKM that incorporates 11w that help clients to stay away.
· Kevin Hayes: Would the new AKM add to or replace existing AKMs?  We already support a hybrid mode.

· Joe Epstein: The hybrid mode has weaker security.  In practice, most people will support hybrid mode.

· Joe Epstein: Can we agree that this topic needs more research, and if no solution is forthcoming at the next meeting, drop thee comment?
· Kapil Sood: How bad is the intensity of the problem?  What is the impact of creating version 2 of the RSN IE?

· Jouni Malinen: The standard may say that higher versions are not accepted, but implementations probably will accept it.

· Jouni Malinen: As a problem statement, the commenter wishes for one SSID, with a mix of w-only and mixed-11w/legacy, but the legacy RSN stations will not try to associate with w-only.

· Kapil Sood: Should we talk to IT departments about deployment plans for 11w?

· Jesse Walker: Half a billion legacy devices mean that the enforcement of w-only mode will probably never be used.

· Guy Duree, Washington Mutual: As a user, when we deploy new software features (like 11i), we do it by SSID deployment rather than trying to turn on features within a single SSID.

· Joe Epstein: Creating SSIDs may also confuse users.  Different crypto capabilities might be different networks because they have different security and you may wish to segregate data based on security level.
· Jouni Malinen: I believe this will proposal will be rejected next meeting unless there is a big presentation.  I am not aware of a mechanism that I can support.

The membership suggested recessing until 3:15.  No objection was received, and the meeting recessed.  The meeting came back to order at 3:15.

Return to Motion of 2:21 pm (3:15 pm): Move to instruct the editor to incorporate 11-07-2244-03 into the TGw draft

· Moved by Kapil Sood, seconded by Nancy Cam-Winget

· No further discussion on the motion

· Vote (3:16 pm): 8 for – 0 against – 1 abstention

· Motion passes

Motion (3:18 pm): Move to instruct the editor to incorporate 11-07-2240-01 into the TGw draft

· Moved by Nancy Cam-Winget, seconded by Matthew Gast

· No discussion on the motion

· Vote: 8 for – 0 against – 1 abstention

· Motion passes

Motion (3:19 pm): Move to instruct the editor to incorporate 11-07-2238-01 into the TGw draft

· Moved by Matthew Gast, seconded by Nancy Cam-Winget

· No discussion on the motion

· Vote: 9 for – 0 against – 2 abstention

· Motion passes

Motion (3:22 pm): Move to resolve CIDs 365 as "Accept in principle" as per submission 11-07-2244-03

· Moved by Kapil Sood, seconded by Jouni Malinen

· No discussion on the motion

· Vote: 9 for – 0 against – 1 abstention
· Motion passes

Motion (3:26 pm): Move to request that the 802.11 Working Group to authorize TGw teleconferences as follows:


August 28 (Tuesday): 12:30 EDT



August 15 (Wednesday): 12:30 EDT



September 10 (Monday): 13:30 EDT



for the duration of 1 hour each

· Moved by Jouni Malinen, seconded by Kapil Sood

· No discussion on the motion

· Vote: Adopted by unanimous consent

Motion (3:28 pm): Move to instruct the editor to create P802.11w D2.2 

· Moved by Jouni Malinen, seconded by Matthew Gast

· No discussion on the motion

· Vote: adopted by unanimous consent

Meeting adjourned at 3:33 pm.
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