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Wednesday, April 24, 2007, 12:00 PM to 5:00 PM
Chair: Stephen McCann
Recording secretary: Matthew Gast

Call to order and agenda

Meeting called to order on Wednesday, April 24, 2007 by Stephen McCann at 12:00 pm.  The chair then reviewed the following topics from the agenda:

· Intellectual property policy review

· Inappropriate topics for meetings

· The ad hoc agenda is document number 11-07/0530r1.
· Changes made, approved as 11-07/0530r2.
IEEE 802 Ad hoc, Stephen McCann

· Approached by Stuart Kerry, Harry Worstell, and Paul Nicolich (802 chair) to run an 802 ad hoc meeting in July about emergency services.  A new 802 working group may be created as a result of this ad hoc.
Draft Discussion
· The normative text from 11-06/1926 has not been added to the draft.

· This was voted in on Wednesday, January 17 at the London meeting by a vote of 10-0-1, based on a motion from Dave Stephenson.

· One problem with letter ballots is that the intent of a draft may not be obvious to readers.  TGr includes a short introduction to make the specification intelligible to readers, with an editorial note that it will not be published in the final amendment.  Stephen McCann to write a similar introduction for the TGu draft.

· The NENA framework document for emergency calls needs to be listed as a reference

· ESSID is used in the baseline document, though it is not defined.  It is also not defined as an "Extended SSID."  This question should be sent to TGmb.  It is not defined as "Extended SSID" either.

· The draft needs to check to ensure that terms are spelled in the U.S. way ("advertisement" and "authorization"). Stephen McCann to go through the document and ensure there is only one spelling.
· Does the Interworking Capability IE need to be in both Re/Association Request and Re/Association Response?  The mSSID proposal assumes AP knows a STA is Interworking-capable, and AP needs to know that a STA can support asynchronous QoS maps.  Therefore, the IE needs to be in requests only.
· Table 23, status codes: In the February ad hoc, the delivery method for GAS was decided to be controlled by the MIB.

· Figure u9: The Advertisment Protocol IE can be replaced with the Advertising Protocol ID.
· Every instance of Advertisment Protocol IE should be reviewed for use with Advertising Protocol ID.  Dave Stephenson and Necati Canpolat to review offline.

· Indexing in multi-BSSID case of SSID Container needs clean-up.  Text appearing after Figure u20 may be redundant with text that appears in the description of the TIM IE.  Dave Stephenson and Amy Zhang to provide submission.

· Emergency networks management: since this is the interface to higher layers, should this stay as is, or should it allow the higher protocol layers to exercise more control over obtaining information.  The consensus is to leave it as-is unless handset manufacturers object.
· Effect of this decision: Remove DefaultESRealm from the MLME-SCAN.request, since it is provided through protocol operations defined elsewhere.  GASTIM was also deleted from the MLME-SCAN.request.
· Need to enumerate the valid range of ResultCodes for all MLME-confirm primitives in clause 10.  Necati Canpolat to use MLME-ADDTS.confirm or MLME-ASSOCIATE.confirm as a guideline to propose text.

The meeting recessed at 6:02 pm.

Thursday, April 25, 2007, 9:00 AM to 6:00 PM
Chair: Stephen McCann
Recording secretary: Matthew Gast

Call to order and agenda

Meeting called to order on Thursday, April 25, 2007 by Stephen McCann at 9:30 am.
Draft discussion: MIH
Question: Does the MLME need to define an API, or should it be in the MAC?  This also seems to be a different interface for the AP and the non-AP STA because the AP MLME needs to pass MIH notifications to an MIH function residing somewhere in the network, but the non-AP STA does not.

· In 802.21 draft 5, there is an MIH_LINK_SAP, which would connect to the 802.11 SME.  However, it appears to connect to the link layer and receive data frames from everything.
· The MIH model in figure 4 of 802.21 draft 5 shows the MIH_NET_SAP that can send events to remote MIH elements.  That allows the MIH function in an AP to be a proxy.
· Should there be a registration model, where the upper layers need to subscribe to MIH indications?  There may be many STAs which do not support MIH.  The MLME SAP should send a subscribe.request to register for messages, and then it will receive subscribe.indicate messages with asynchronous events.

· In figure 5 of 802.21 draft 5, if there is a registration that occurs between MIH functions, it happens between the MIH functions and is transparent to lower layers.  However, 802.11 must provide a hook to pass the right events up to the MIH function.  802.11 must assign some sort of identifier (like the TID in TSPEC) to distinguish between multiple sessions.  802.21 has primitives named Link_Event_Subscribe and Link_Event_Unsubcribe.
· The primitives in figure 5 support 802.21 CS and ES transactions, but do not support CS and ES discovery.

· There should be no 802.21 link indications for intra-SSID transition events (an "AP transition"), but there should be events for a transition between two different SSIDs (a "network transition").  802.21 treats a link as a single AP, but in the network case, there may be lots of APs that provide homogenous service.  In networks where APs are far apart, non-AP STAs may send LinkGoingDown events, but that is an implementation perspective.  TGu should support sending LinkGoingDown events as often as the implementation wishes.

· There needs to be a term that reflects a link to a WLAN, like a "WLAN Link" or a "Global Link".  As a working title, the group used "Mobility Domain Link"

· Question: Does MIH function specify parameters for events ("send a LinkGoingDown event when signal strength drops below X dBm")?
· Straw-man subscription model: MLME_MobilityDomainSubscribe.request (ListOfEvents, MACAddress, ResultCode, HESSID)

· ListOfEvents it’s a bitmap, as shown in table 31 of 802.21 draft 5.

· There is no indication of how to provide parameters; link parameters are programmed in section 

· MLME-LinkDown.indication

· What does "no resources" mean?  If the battery is drained, then power resources are not available, and this makes sense.  If it refers to QoS resources (a non-AP STA tried to move between APs and could not obtain TSPEC admission to a new AP), then they are only temporarily unavailable.  Sending a LinkDown triggers a handover, so sending this event will cause a handover, even though they may become available in short order.  This item was removed from the list until its presence can be adequately explained.

· Potential Action: If a message indicating the lack of QoS resources is valuable and added to the 802.21 draft, then TGu will add it to 802.11.

· What does "no broadcast reception" mean?  As a working assumption, it is that no Beacon frames are received.  In that case, the network is gone and handover should be triggered.

· Figure 8 of 802.21 draft 5 is the 802.16 MIH reference model.  802.16 has made everything implementation specific, and only defines a way of passing messages between elements.  All responses are implementation specific.
Summary of MIH issues

· Need a subscription model.  This consists of both primitives used to subscribe to messages (subscribe.request and subscribe.confirm) and unsubscribe from messages (unsubscribe.request and unsubscribe.confirm).  It also includes text for clause 11.10.2 to describe the operations of the subscription system.  This model must be aligned with the 802.21 model for subscription.  Necati Canpolat, Ele Hepworth, Hong Cheng, and Dave Stephenson will be involved.
· Note: the subscription model supports both APs and non-AP STAs.

· Need to be able to configure link parameters (thresholds for link indications), also aligned with the 802.21 model.  However, the current 802.21 draft does not include RSSI for link indications.  Ele Hepworth, Necati Canpolat, Hong Cheng, and Dave Stephenson will be involved.
· Need to distinguish between network versus link indication.  Necati Canpolat and Dave Stephenson to review MIH primitives in clause 10 and operation in 11.10.2.
Draft discussion: QoS Mapping
· 11.4.1: Throughput is not necessary, since it is coupled with the data rate in TSPEC.  However, there is no delay setting in the IMT MIB, and this is an oversight.  Matthew Gast to add delay limitations to the IMT MIB.
· 11.10.3: Hong Cheng and Dave Stephenson need to rewrite this section.
Draft discussion: MIB
· dot11InterworkingServiceImplemented: The default value should be set with "DEFVAL (FALSE)" and not in the description, and the description should not name particular services.  Service requirements should be noted in the PICS.
· The dot11gas table does not need to be a separate branch of the MIB.  The dot11GassCountersTable and dot11GasAdvertisementTable need to branch off from dot11smt.
Draft discussion: Emergency Calls
· Remove "direct exchange of a PMK in EAP messages" because that is asking for no votes in letter ballot.

· The NENA framework document says that all emergency calls should be secured with EAP-TLS. 

· DESN needs to be defined or Figure u23 needs to be updated.  Matthew Gast to submit.

Draft discussion: Status
· Necati Canpolat to produce D0.04 at May meeting Montreal.  Get it to Harry to get it posted.

Presentation: 11-07/0446, Hot Spot Selection, Necati Canpolat
· Hong Cheng: This problem was forwarded to 802.21, but they didn't do anything.
· Types of network classifications
· Private (account required) or public (no account required)
· Free or charged
· Internet access or not

· This bit may or may not be combined with the previous (free/charge) bit

· Online enrolment (can user account be created?)

· Matthew Gast: This bit is not necessary.  If a network requires an account for access, you will need to do a GAS query to see if your account is good.  If it isn't, you may need to do a further query to see if an account can be created.
· UAM (Web authentication)

· Authenticated access or not

· Matthew Gast: This bit may be combined with the previous bit, so that different authentication methods may be distinguished by a GAS query.  The bit would only indicate that the SSID is blocked until some user action is taken.
· Dave Stephenson: What about a bit for networks that are free and do not require accounts, but do require accepting terms and conditions?
· Matthew Gast: You could do a GAS query to find out that the network is free but requires accepting terms.

· Other possible names for this bit: Next Step Required (NSR) or Blocked Until Next Step (BUNS), Next Authentication Step Required (NASR)
· Once you want to know about a level of service, then you should go to GAS (possibly to 802.21) but maybe not.  These bits are a "front-end" to GAS to cut down on the number of queries to make.

· Dave Stephenson: Guest access to a corporate network is not really public or private.
· Matthew Gast: Corporate guest networks are private networks, but do not charge or offer enrolment.

· Dave Stephenson: How do these bits go in the Beacon?  If they attach to the HESSID IE, then all the multiple SSIDs share the same advertisement bits.  They can go in the HESSID IE for the default SSID, but would also need to attach to the SSIDC IE.  A new octet needs to be added to the SSIDC IE.
· Amy Zhang: If the HESSID IE only applies to the default SSID, how can we do a default sort?

· Matthew Gast volunteered to write the normative text proposal.

The meeting recessed at 6:12 pm.

Friday, April 26, 2007, 9:00 AM to 4:00 PM
Chair: Stephen McCann
Recording secretary: Matthew Gast

Call to order and agenda

Meeting called to order on Thursday, April 25, 2007 by Stephen McCann at 9:31 am.
Continued discussion: 11-07/0446, Hot Spot Selection

· Bits also need to be added to MLME-Scan primitives so there is an interface

· List of types of next steps

· Universal Access Method (plus version number?).  Is it desirable to differentiate between sites that require browser launch and those that allow the use of a lightweight HTTP client that can submit the user credentials?
· Stephen McCann: Is there a concern with having such detailed signalling in 802.11 and it being out of scope?
· EAP type

· Terms & conditions but no account required

· Unlicensed Mobile Access (GSM signalling over IP)

· IP Multimedia Services

· Necati Canpolat: If the terminal identifies a particular authentication type, how can the signalling be passed through?  Do we need to define a transport for UMA signalling?

· Stephen McCann: There were a number of presentations on this matter when the group was a study group.

· Stephen McCann and Hong Cheng will look through TGu history to find other proposals.
· MIB requirements

· Set the private/public bit to private by default

· The free/charged bit is set to indicate that free internet access is available, and is otherwise not set.

· How does the authentication bit get set with 802.1X?  When the bit is set, it means you need to do a GAS query to find out what you need to do, and when clear, there is enough information in the Beacon to gain access to the network.
· Stephen McCann: The proposal should include a flowchart that details error conditions.
· Multi-SSID case

· Dave Stephenson: The three bits in the HESSID must be the same for all SSIDs.  Does the next step need to be the same for each SSID?

· Consensus answer: No, the NSR must be the same.

· Dave Stephenson: There are only 3 GAS queries: SSID list, emergency networks list, and native query capabilities.

· New query type: a new native GAS query type must return SSIDs that support a particular authentication method.

Deferred Comment Resolution
The following comments were discussed in document 11-06/1857r9:
· Line 91: comment resolution discussed, and the ad hoc recommends accepting it.
· Line 114: The group concurred with the previous February ad hoc recommendation to accept the proposed resolution.

· Line 128: D0.04 deleted the lines, so the proposed resolution has already been applied.

· Line 179: The update of this primitive depends on the work that will be done to update the MIH primitives in a way that is consistent with the 802.21 model.

· Line 251: Client must not be allowed to misbehave and send frames at higher priority; the infrastructure must remediate any ill-behaved clients.  A submission is required.
· Line 256: This comment is valid, but must be resolved in conjunction with other discussions at the upcoming Montreal meeting.
· Line 258: This comment was withdrawn.

· Line 238: The answer to the question is yes, so the comment is accepted.

· Lines 204, 205, and 206: These were resolved by 11-07/0411r0 in Orlando.
Liason Discussions
· 3GPP: wants 5/23 10 am ET telecom
· NENA Liason
· NENA assumes that operators will provide emergency services, but that calls will also be made from other areas (hot spots, etc)

· Location

· The document assumes that location comes from DHCP.  This information is not available in state 1, and may be of low resolution.  Tunneling of network traffic may also cause this information to be completely inaccurate.
· The document assumes that location by reference must be provided by 802.11; this should be confirmed
· LLDP-MED does not have good enough spatial resolution, especially as compared to the TGv location methods.  LLDP-MED can only get the closest AP, but that is very low resolution in 802.16/802.22 with cells that might be as large as 60 km.

· There is value in getting trusted location from infrastructure as opposed to client

· Position of AP is not suitable for 802 technologies

· Security

· No mention of unauthenticated network access (also public user credentials)

· Section 7 requires use of TLS to secure packet exchange.  Based on our analysis, we believe that the TLS requirement only applies to backbone traffic, and not to telephones.  This should be confirmed.
· Application access

· Document states that handset must map URN into local emergency services.  Does the 802.11 AN need to provide this mapping?
· The document envisions a standardized URN.  However, that is not for TGu, since that would require that all TGu devices are SIP devices
· IETF liason 

· Generating a response was not put on the IETF ECRIT agenda

· Stephen McCann will send a note to the IETF about the Internet draft "A Uniform Resource Name (URN) for Services" (http://www.ietf.org/internet-drafts/draft-ietf-ecrit-service-urn-06.txt)

Discussion of Steps to Letter Ballot in Montreal
· Monday (19:30 – 21:30)

· Approve D0.04 

· Approve D0.05 with ad-hoc recommendations
· Tuesday (13:30 – 18:00)

· MIH primitives (Necati Canpolat, Ele Hepworth, Hong Cheng, and Dave Stephenson)
· Network type (Matthew Gast)

· QoS Map Additions (Amy Zhang)

· Clean-up text (Stephen McCann, Dave Stephenson, Necati Canpolat, Amy Zhang, Matthew Gast)
· Presentation: Secure Mobile Architecture (Richard Paine)

· Wednesday (8:00 – 10:00) - joint meeting with 802.21

· MLME primitives for MIH

· State 1/state 3 bit

· Status of information model

· Thursday

· D0.06 must be on the server by 10:30

· External review discussion

· 10:30 – 12:00 for liasons

· Cellular operators (George Bumiller)

· NENA (Stephen McCann)

· IETF EAP for Emergency Calls (Matthew Gast)

· 3GPP SA2 teleconference on May 25

· 16:00 – 18:00: motion to approve D0.06, motion to go to letter ballot

With thanks to Hong Cheng for organizing an excellent meeting, there was no objection to adjourning the ad hoc meeting 4:17 pm.
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Abstract


Minutes from the Task Group U ad hoc meeting held from April 25-27, 2007 in Singapore.
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