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7.3 Management frame body components
7.3.1 Fields that are not information elements

7.3.2 Information elements
7.3.2.47 SSPN Interface elements

The information elements defined in this section are used by the Interworking Service Management function in SME specifically for interworking purpose. Therefore, information elements that exist for other general operations are not included, e.g. keying information from SSPN that is managed by the RSNA Key Management function. The information elements are derived based on scenarios and requirements from other standardization groups. 

Some of the information elements may not map directly to the elements defined on the AAA Interface. Instead, they may be derived from one or more relevant elements. 

Table u1—SSPN Interface Information Elements

	Information element Name
	From IEEE802.11 AN to SSPN
	From SSPN to IEEE802.11 AN
	Per STA Entry

	Non-AP STA MAC
	Y
	N.A.
	Y

	User Identity
	N.A.
	Y
	Y

	Authorized priority
	N.A.
	Y
	Y

	Authorized Max. Bandwidth 
	N.A.
	Y
	Y

	Non-AP STA Interworking Capability
	Y
	N.A.
	Y

	AP Interworking Capability
	Y
	N.A.
	N

	Authorized Service Access Type

(This is per user authorized service level)
	N.A.
	Y
	Y

	Supported Service Type (WAPN?)
	N.A.
	Y
	N

	Interworking Reason Code
	Y
	Y
	Y

	Result Code (ADDTS.confirm/response)
	N.A.
	Admission control
	Y

	STA Location Information
	Y
	N.A.
	Y

	STA state Information 
	Y
	N.A.
	Y

	Link Layer Encryption Method
	Y
	N.A.
	Y

	Successfully transmitted data Count
	Y
	N.A.
	Y


[Editorial Note: Information elements below need to be further clarified. The non-bold italic notes were carried from the original proposal which indicates some issues that need to be addressed]

-Non-AP STA MAC:

This is the MAC address of the STA accessing the interworking service through the AP. It is requested by the 3GPP operation for certain fraud prevention. The non-AP STA MAC address is normally available through MLME-SAP, e.g. MLME-ASSOCIATE.indication, and should be forwarded by the AS to the AAA Entity in the SSPN through the AAA Interface. 

[Note: However, when MAC address anonymity is provided, the PeerSTAAddress obtained from the MLME-SAP may not be the real MAC address of the non-AP STA. In this case, how this is provided may depend on the Protection Cluster MAC address anonymity solution.]

- User Identity

This is the user identity used over the AAA Interface. The intention here is to create a mapping between this identity and the non-AP STA MAC address (which is used with all the MLME-SAP), so that consequent operation requests from the SSPN, e.g. user removing, authorization information update, etc, could be properly carried out by the Interworking Service Management function at the AP. This may also be used by the RSNA Key Management function when the MAC address anonymity is provided. 

- Authorized priority

This is for the admission control purpose, and depends on the subscription service plan; certain users may not be allowed to claim certain priority using the QoS schemes of WLAN. This needs to be associated with the specific STA. This could be part of the PMKSA as identified in 8.4.1.1.1.

- Authorized Max. Bandwidth

This is also to support the admission control at the AP. User will be allocated a maximum resource limit based on his/her subscription. Similar to above, this also needs to be associated with the specific STA. 

[Editorial Note: The note below is from original proposal that highlights the need for further clarification.]

[Note: It is up to discussion if this is enough for the QoS requirements from the SSPN. It depends whether the SSPN wants the WLAN AN to allocate resource statically or dynamically. For example, other than the static limit indicated by user subscription, there may be different QoS limit set by the SSPN based on the service the STA requested. Do we want/need to support this?]

Non-AP STA Interworking Capability

This information is to be obtained from the MLME-SAP, e.g. MLME-ASSOCIATE.indication. For this purpose, a new Information Element needs to be included/ defined in Clause 7. It could be the level of interworking that could be supported by the STA, e.g. if it supports full TGu capability (all the clusters), or a subset. 

This information needs to be passed over the SSPN interface since the service authorization decisions may depends on the STA capabilities. Therefore, this information should be bound to the STA. 

AP Interworking Capability

This information would be part of the MAC MIB. A new Information Element and corresponding MIB entry needs to be defined in the specification, e.g. in Clause 7 and Annex D.

Similar to the above information, this one will also impact the decision on interworking service authorization at SSPN. Therefore, it would go across the SSPN interface.

Also, this information element needs to be present in different management frames, e.g. Beacon, Probe Response depending on deployment and the Network Selection Cluster solutions. 

- Authorized Service Access Type
This is the per-user authorized service level provided by the SSPN based on the user subscription information and the interworking arrangement between ESS and the SSPN. This indicates how the data unit from the non-AP STA of concern should be treated. Different Service Access Type would require the AP or the ESS to apply different enforcement rules at the portal function. 

E.g. In 3GPP [TS23.008 v6.6.0 sect 3B.5.6], there are two types: WLAN 3GPP Direct Access, and WLAN 3GPP IP access. This may affect how the AP enforces the Integration service, e.g. VLAN tagging, tunneling. Since TGu is regarding Interworking to different external networks, this element is defined with a general name. At the ESS (or the AP), there should be a set of rules on how such Service Access Type be mapped to specific enforcement operations. 

-Supported Service Type

This indicates what type of service is supported by the ESS (or AP). It may be included in the response to a network selection feedback to the STA or an association result. Using this information, the STA would be able to decide on whether to associate with the ESS and what type of service it can use. This depends on the ESS (or AP) capability and the static arrangement with the external network.

[Editorial Note: The note below is from original proposal that highlights the need for further clarification.]

 [Note: Different from the above element, this is not the user authorization info. Instead it is the ESS capability info, e.g. if the VoIP is supported by the ESS. It is useful for the network selection, and should be a MAC MIB element at the STA resides in the AP.]
- Interworking Reason Code

This element is actually a group of reason codes relevant to interworking service.

In the current Information Element definition, there is no reason code that indicates success or failures related to Interworking. For this purpose, new types of Reason Codes need to be defined to indicate, for example, the session is terminated by the SSPN and relevant reason. This information may come from the SSPN through the AAA Interface (in a slightly different format), and in turn may be sent to the STA as the Reason Code.

[Editorial Note: The note below is from original proposal that highlights the need for further clarification.]

[Note: The new possible Reason Codes are:

· Session Terminated by SSPN

· Authentication Rejected by SSPN

· Service not supported by Interworking Service

This is for better control of the STA behavior and easier maintenance and development/debugging.]

[Note: There might be other type of information to be transferred to the STA, e.g. ESS indicates that a neighboring AP can accept the STA. Such information element could be optional item to be included when necessary. Another choice is to transport the information element using IEEE802.21 type of mechanism.]
- ResultCode

This is an addition to the element used in the ADDTS procedures to indicate the reason for a failed request. It differentiates the local AP decision from the admission control decision so that SME at non-AP STA is capable of planning follow up procedures.


Possible new ResultCode:



- SUCCESS,



- INVALID_PARAMETERS,



- REJECTED_LOCAL_WITH_SUGGESTED_CHANGES,



- REJECTED_HOME_WITH_SUGGESTED_CHANGES,



- REJECTED_FOR_DELAY_PERIOD

- STA Location Information

This is the location information of the STA that can be gathered from the MAC of the AP, e.g. using TGk type of mechanism (Location Configuration Information report). The information would be required by certain type of service of Interworking (e.g. E911 service). Therefore, corresponding information needs to be transported through the SSPN Interface and AAA Interface.

[Editorial Note: The note below is from original proposal that highlights the need for further clarification.]

 [Note: Does format of such information needs to be defined? Or, kept it the same as LCI defined in 7.3.2.22.9? What is the requirement of E911 services?]

-  STA state information

This indicates whether STA is Active or PS Mode. This is necessary because when a STA is in the PS mode it may go to Doze state, and the AP needs to buffer the MSDU, and thus may not meet certain Interworking Service requirements. 

-Link Layer Encryption Method

TS33.234 used to have a section on visibility and configurability (section 5.4). If this information is available to the SSPN, the operator would be able to have better control of the STA access, e.g. barring access to 802.11 networks if NULL encryption is used.


Possible values are (e.g.):


NULL; WEP; WPA; WPA2, etc 

[Editorial Note: The note below is from original proposal that highlights the need for further clarification.]

 [Note: This is already provided by the current MAC: e.g. as part of the Cipher Suit information from MLME-SETKEY, and the RSN element in the ASSOCIATE. Therefore, the requirement is rather on the AAA Interface for transferring the info element to SSPN.

The impact of this operator requirement on 802.11 MAC is the Reason Code, i.e. to indicate that the cipher suite is not acceptable by roaming agreement with specific SSPN.] 

-Successfully Transmitted Data Count

Such information could be used by the on-line charging and accounting function. Especially for the WLAN local service, where the data traffic does not necessary goes through the SSPN network. In such cases, Layer 3 accounting/charging information may not be reliable since addresses could be spoofed. Layer 2 would be a better place to collect such information since due to the cryptographic security association that exists between the STA and AP. 

[Editorial Note: The note below is from original proposal that highlights the need for further clarification.]

There are two aspects in this element, from DS to STA and from STA to DS. In the current IEEE802.11, such information is only available at the MAC_SAP: e.g. MA-UNITDATA.request, MA-UNITDATA.indication, MA-UNITDATA-STATUS.indication. This means that such information from the MAC_SAP should also be used by the Interworking Service Management function at SME to update the record associated with the association, e.g. corresponding PMKSA. 

[Note: Does this information require QoS level associated? TGk provides a mechanism to obtain the QoS Metrics Report from the STA. However, does the ESS trust the report from the STA?]

9 MAC sublayer functional description

9.9 HCF
9.9.3 Admission Control at the HC

9.9.3.1 Contention-based admission control procedures
Change the second paragraph with the underlined text below.
A non-AP QoS STA may support admission control procedures in 9.9.3.1.2 to send frames in the AC where admission control is mandated; but, if it does not support that procedure, it shall use EDCA parameters of a lower priority AC, as indicated in Table 65, that does not require admission control. QoS APs shall support admission control procedures, at least to the minimal extent of advertising that admission is not mandatory on its ACs. 

The QoS AP uses the ACM (admission control mandatory) subfields advertised in the EDCA Parameter Set element to indicate whether admission control is required for each of the ACs. While the CWmin, CWmax, AIFS, TXOP limit parameters may be adjusted over time by the QoS AP, the ACM bit shall be static for the duration of the lifetime of the BSS. An ADDTS Request frame shall be transmitted by a non-AP QoS STA to the HC in order to request admission of traffic in any direction (i.e., uplink, downlink, direct, or bidirectional) employing an AC that requires admission control. The ADDTS Request frame shall contain the UP associated with the traffic and shall indicate EDCA as the access policy. The QoS AP shall associate the received UP of the ADDTS Request frame with the appropriate AC as per the UP-to-AC mappings described in 9.1.3.1. The non-AP QoS STA may transmit unadmitted traffic for the ACs for which the QoS AP does not require admission control. If a QoS STA desires to send data without admission control using an AC that mandates admission control, the QoS STA shall use EDCA parameters that correspond to a lower priority and do not require admission control. All ACs with priority higher than that of an AC with an ACM flag equal to 1 should have the ACM flag set to 1.  For a QoS STA accessing interworking service, the QoS AP shall use the permissions in dot11InterworkingTableEntry which is part of the dot11InterworkingTable.
9.9.3.2 Procedures at the QoS AP

Change the following paragraph by inserting the underlined text below. 
The algorithm used by the QoS AP to make this determination is a QoS AP local matter. For QoS AP supports interworking service, the determination shall be based on the permissions in dot11InterworkingTableEntry which is part of the dot11InterworkingTable..  If the QoS AP decides to accept the request, the QoS AP shall also derive the medium time from the information conveyed in the TSPEC element in the ADDTS Request frame. The QoS AP may use any algorithm in deriving the medium time, but K.2.2 provides a procedure that may be used. Having made such a determination, the QoS AP shall transmit a TSPEC element to the requesting non-AP QoS STA contained in an ADDTS Response frame. If the QoS AP is accepting the request, the Medium Time field shall be specified.

9.9.3.3 Controlled-access admission control

Insert following normative behavior of the scheduler:

The normative behavior of the scheduler is as follows:

· For a non-AP QoS STA accessing the interworking service, the HC shall admit its request based on authorization information in dot11NonApStaEntry which is part of the dot11InterworkingTable. 
Annex D

Insert the following elements just before PHY attributes on 802.11ma-d9, page 986 line 51:
-- Interworking Management (IMT) Attributes

-- DEFINED AS "The Interworking management object class provides 

-- the necessary support for an SSPN Interface function to manage

-- interworking with external systems."


dot11imt OBJECT IDENTIFIER ::= { ieee802dot11 4 }


-- IMT GROUPS


   -- dot11ApRadioTable


::= { dot11imt 1 }

   -- dot11InterworkingTable

::= { dot11imt 2 }


   -- dot11ApGeospatialLocation

::= { dot11imt 3 }


   -- dot11ApCivicLocation

::= { dot11imt 4 }

Insert the following elements just before end of the 802.11 MiB in 802.11ma-d9, page 1073 line 31:
-- **********************************************************************
-- * dot11ApRadio TABLE

-- **********************************************************************

dot11ApRadioTable OBJECT-TYPE

        SYNTAX         SEQUENCE OF Dot11ApRadioEntry

        MAX-ACCESS     not-accessible

        STATUS         current

        DESCRIPTION

                "This object is a table of Radios contained within an



      Access Point (AP)."

    ::= { dot11imt 1 }

dot11ApRadioEntry OBJECT-TYPE

        SYNTAX     Dot11ApRadioEntry

        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION

                "This object provides the attributes identifying



      a particular radio within an AP.”
        INDEX { dot11ApMacAddress }

        ::= { dot11NonApStaTable 1 }

Dot11ApRadioEntry ::=

        SEQUENCE 
{

             
dot11ApMacAddress
MacAddress,

             
dot11ApRfBand

INTEGER

             
}

dot11ApMacAddress OBJECT-TYPE

        SYNTAX     MacAddress

        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION

                "This object specifies the MAC address of the

                BSSID represented on a particular radio interface
                and uniquely identifies this entry. "

        ::= { dot11ApRadioEntry 1 }

dot11ApRfBand OBJECT-TYPE


SYNTAX INTEGER {




band1(1),




band2(2)

       

}


MAX-ACCESS read-only

STATUS current


DESCRIPTION



"This object identifies the RF band in which the radio



Is operating"


::= { dot11ApRadioEntry 2 }
-- **********************************************************************
-- * End of dot11ApRadio TABLE

-- **********************************************************************

-- **********************************************************************
-- * dot11Interworking TABLE

-- **********************************************************************

dot11InterworkingTable OBJECT-TYPE

        SYNTAX         SEQUENCE OF Dot11InterworkingEntry

        MAX-ACCESS     not-accessible

        STATUS         current

        DESCRIPTION

                "This table represents the non-AP STAs associated to


the AP.  An entry is created automatically by the AP



when the STA becomes associated to the AP. An existing



entry is deleted when the STA disassociates.  Each STA



added to this table is uniquely identified by its MAC



address."

    ::= { dot11imt 2 }

dot11InterworkingEntry OBJECT-TYPE

        SYNTAX     Dot11InterworkingEntry
        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION



"Each entry represents a conceptual row in the



dot11InterworkingTable and provides information about 


permissions received from an SSPN Interface.  An entry 



is identified by the AP’s MAC address to which the STA



is associated and the STA's MAC address."

        INDEX { dot11ApMacAddress, dot11NonApStaMacAddress }

        ::= { dot11InterworkingTable 1 }

Dot11InterworkingEntry ::=

        SEQUENCE {

             dot11NonApStaMacAddress                    MacAddress,

             dot11NonApStaUserIdentity                  SnmpAdminString
             dot11NonApStaInterworkingCapability        BITS

             dot11NonApStaAssociatedSSID
        OCTET STRING

             dot11NonApStaCipherSuite                   OCTET STRING

             dot11NonApStaAuthAccessCategories          BITS

             dot11NonApStaAuthMaxVoiceRate
        Unsigned32

             dot11NonApStaAuthMaxVideoRate              Unsigned32

             dot11NonApStaAuthMaxBestEffortRate         Unsigned32

             dot11NonApStaAuthMaxBackgroundRate         Unsigned32

             dot11NonApStaAuthHCCA                      TruthValue
             dot11NonApStaAuthMaxHCCARate               Unsigned32

             dot11NonApStaAuthSinkMulticast             TruthValue

             dot11NonApStaMaxAuthSourceMulticast        TruthValue

             dot11NonApStaMaxAuthSourceMulticastRate    Unsigned32

             dot11NonApStaVoiceFrameCount               Counter32

             dot11NonApStaVideoFrameCount               Counter32

             dot11NonApStaBestEffortFrameCount          Counter32

             dot11NonApStaBackgroundFrameCount          Counter32

             dot11NonApStaHCCAFrameCount                Counter32

             dot11NonApStaVoiceOctetCount               Counter32

             dot11NonApStaVideoOctetCount               Counter32

             dot11NonApStaBestEffortOctetCount          Counter32

             dot11NonApStaBackgroundOctetCount          Counter32

             dot11NonApStaHCCAOctetCount                Counter32

             dot11NonApStaPowerManagementMode           INTEGER
             dot11nonApStaAuthDls                       TruthValue
             dot11nonApStaVlanId                        Unsigned32
             dot11nonApStaVlanName                      OCTET STRING
             dot11nonApStaAddtsResultCode               INTEGER
           }

dot11NonApStaMacAddress OBJECT-TYPE

        SYNTAX     MacAddress

        MAX-ACCESS not-accessible
        STATUS     current

        DESCRIPTION

                "This object specifies the MAC address of the

                client for this entry and uniquely identifies

                this entry. "

        ::= { dot11NonApStaEntry 1 }

dot11NonApStaUserIdentity OBJECT-TYPE


SYNTAX SnmpAdminString (SIZE(0..256))


MAX-ACCESS read-only

STATUS current


DESCRIPTION



"This attribute reflects the user identity for the



subscriber operating this non-AP STA"


::= { dot11NonApStaEntry 2 }

dot11NonApStaInterworkingCapability OBJECT-TYPE


SYNTAX BITS {


    InterworkingCapability(0)



    QosMapCapability(1)



    ExpeditedBwReqCapability(2)

MAX-ACCESS read-only


STATUS current


DESCRIPTION



"This attribute defines the Interworking capabilities



Possessed by a non-AP STA.  InterworkingCapability is set



to 1 when the STA includes the Interworking Capability IE in



its (re)-association request.  The QoQosMapCapability and


ExpeditedBwReqCapability bits reflect the same values and



Meanings as those defined in clause 7.3.2.36.
"


::= { dot11NonApStaEntry 3 }

dot11NonApStaAssociatedSSID OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(0..32))


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"This attribute reflects the SSID to which the 



non-AP STA is associated"


::= { dot11NonApStaEntry 4 }

dot11NonApStaCipherSuite OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(4))


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"The selector of an AKM suite. It consists of an OUI (the


first 3 octets) and a cipher suite identifier (the last 


octet)."


::= { dot11NonApStaEntry 5 }

dot11NonApStaAuthAccessCategories OBJECT-TYPE

        SYNTAX     BITS {




bestEffort(0)




background(1)




video(2),




voice(3),




}

        MAX-ACCESS read-only
        STATUS     current

        DESCRIPTION

                "The object that represents the access categories which



the non-AP STA is permitted to use regardless of whether



admission control is configured on that AC.  Frames received



on an AC which the non-AP STA is not permitted to use should



be downgraded to best effort."


DEFVAL ( 3 )

        ::= { dot11NonApStaEntry 6 }

dot11NonApStaAuthMaxVoiceRate OBJECT-TYPE


SYNTAX 

Unsigned32 (1..4294967295)


UNITS      
"kbps"


MAX-ACCESS 
read-only

STATUS 

current


DESCRIPTION



"This attribute indicates the maximum authorized



datarate in kbps the non-AP STA may use, either transmitting



to an AP or receiving from an AP on the voice access



category.  If this rate is exceeded, the AP should 



police the flows traversing this AC.  The value '4294967295', 



which is the default value, means that the SSP is not



requesting the AP to limit the datarate used by the 



non-AP STA.  Local configuration of the AP, however,



may cause the rate to be limited, especially when the



AC is configured for mandatory admission control."


DEFVAL ( 4294967295 )


::= { dot11NonApStaEntry 7 }

dot11NonApStaAuthMaxVideoRate OBJECT-TYPE


SYNTAX 

Unsigned32 (1..4294967295)

        UNITS      
"kbps"


MAX-ACCESS 
read-only

STATUS 

current


DESCRIPTION



"This attribute indicates the maximum authorized



datarate in kbps the non-AP STA may use, either transmitting



to an AP or receiving from an AP on the video access



category.  If this rate is exceeded, the AP should 



police the flows traversing this AC.  The value '4294967295', 



which is the default value, means that the SSP is not



requesting the AP to limit the datarate used by the 



non-AP STA.  Local configuration of the AP, however,



may cause the rate to be limited, especially when the



AC is configured for mandatory admission control."


DEFVAL ( 4294967295 )


::= { dot11NonApStaEntry 8 }

dot11NonApStaAuthMaxBestEffortRate OBJECT-TYPE


SYNTAX 

Unsigned32 (1..4294967295)

        UNITS      
"kbps"


MAX-ACCESS 
read-only

STATUS 

current


DESCRIPTION



"This attribute indicates the maximum authorized



datarate in kbps the non-AP STA may use, either transmitting



to an AP or receiving from an AP on the best effort access



category.  If this rate is exceeded, the AP should 



police the flows traversing this AC.  The value '4294967295', 



which is the default value, means that the SSP is not



requesting the AP to limit the datarate used by the 



non-AP STA.  Local configuration of the AP, however,



may cause the rate to be limited, especially when the



AC is configured for mandatory admission control."


DEFVAL ( 4294967295 )


::= { dot11NonApStaEntry 9 }

dot11NonApStaAuthMaxBackgroundRate OBJECT-TYPE


SYNTAX 

Unsigned32 (1..4294967295)

        UNITS      
"kbps"


MAX-ACCESS 
read-only

STATUS 

current


DESCRIPTION



"This attribute indicates the maximum authorized



datarate in kbps the non-AP STA may use, either transmitting



to an AP or receiving from an AP on the background access



category.  If this rate is exceeded, the AP should 



police the flows traversing this AC.  The value '4294967295', 



which is the default value, means that the SSP is not



requesting the AP to limit the datarate used by the 



non-AP STA.  Local configuration of the AP, however,



may cause the rate to be limited, especially when the



AC is configured for mandatory admission control."


DEFVAL ( 4294967295 )


::= { dot11NonApStaEntry 10 }

dot11NonApStaAuthHCCA OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-only

STATUS current


DESCRIPTION



"This attribute, when TRUE, indicates that the



non-AP STA is permitted by the SSP to request HCCA service


via ADDTS management frames. If this attribute is FALSE,



then HCCA service is not permitted by the SSP."


DEFVAL ( true )


::= { dot11NonApStaEntry 11 }

dot11NonApStaAuthMaxHCCARate OBJECT-TYPE


SYNTAX 

Unsigned32 (1..4294967295)


UNITS      
"kbps"


MAX-ACCESS 
read-only

STATUS 

current


DESCRIPTION



"This attribute indicates the maximum authorized



datarate in kbps the non-AP STA may use, either transmitting



to an AP or receiving from an AP via HCCA.  The value


'4294967295', which is the default value, means that the 


SSP is not requesting the AP to limit the datarate used by the 



non-AP STA.  Local configuration of the AP, however,



may cause the rate to be otherwise limited."


DEFVAL ( 4294967295 )


::= { dot11NonApStaEntry 12 }

dot11NonApStaAuthSinkMulticast OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-only

STATUS current


DESCRIPTION



"This attribute, when TRUE, indicates that the



non-AP STA is permitted by the SSP to request



multicast services from the AP. The capability 



is disabled otherwise."


DEFVAL ( true )


::= { dot11NonApStaEntry 13 }

dot11NonApStaAuthSourceMulticast OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-only

STATUS current


DESCRIPTION



"This attribute, when TRUE, indicates that the



non-AP STA is permitted by the SSP to source (transmit)



multicast frames to the AP. If this attribute is FALSE,



then the AP should drop any multicast frames received from



this non-AP STA."


DEFVAL ( true )


::= { dot11NonApStaEntry 14 }

dot11NonApStaMaxAuthSourceMulticastRate OBJECT-TYPE


SYNTAX 

Unsigned32 (1..4294967295)


UNITS      
"kbps"


MAX-ACCESS 
read-only

STATUS 

current


DESCRIPTION



"This attribute indicates the maximum authorized



datarate in kbps the non-AP STA at which the STA may



transmit multicast frames to an AP.  If this rate is 



exceeded, the AP should police the flows.  The value 



'4294967295', which is the default value, means that 



the SSP is not requesting the AP to limit the multicast



datarate used by the non-AP STA."


DEFVAL ( 4294967295 )


::= { dot11NonApStaEntry 15 }

dot11NonApStaVoiceFrameCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For EDCA operation, this counter shall be incremented for



each MSDU successfully transmitted by the AP on the voice


access category and for each MSDU successfully received 


on either user priority 6 or 7."


::= { dot11NonApStaEntry 16 }

dot11NonApStaVideoFrameCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For EDCA operation, this counter shall be incremented for



each MSDU successfully transmitted by the AP on the video


access category and for each MSDU successfully received 


on either user priority 4 or 5."


::= { dot11NonApStaEntry 17 }

dot11NonApStaBestEffortFrameCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For EDCA operation, this counter shall be incremented for



each MSDU successfully transmitted by the AP on the best


effort access category and for each MSDU successfully 


received on either user priority 0 or 3."


::= { dot11NonApStaEntry 18 }

dot11NonApStaHCCAFrameCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For HCCA operation, this counter shall be incremented for



each MSDU successfully transmitted by the AP and for each 



MSDU successfully received on either."


::= { dot11NonApStaEntry 19 }

dot11NonApStaVoiceOctetCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For EDCA operation, this counter shall be incremented


by the length in octets in each MSDU successfully


transmitted by the AP on the 



voice access category and by the length in octets in each MSDU 



successfully received on either user priority 6 or 7."


::= { dot11NonApStaEntry 20 }

dot11NonApStaVideoOctetCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For EDCA operation, this counter shall be incremented by


the length in octets in each MSDU successfully transmitted


by the AP on the video access category and by the length 


in octets in each MSDU successfully received on either 


user priority 4 or 5."


::= { dot11NonApStaEntry 21 }

dot11NonApStaBestEffortOctetCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For EDCA operation, this counter shall be incremented by


the length in octets in each MSDU successfully transmitted 


by the AP on the best effort access category and by the 


length in octets in each MSDU successfully received on 


either user priority 0 or 3."


::= { dot11NonApStaEntry 22 }

dot11NonApStaBackgroundOctetCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For EDCA operation, this counter shall be incremented by


the length in octets in each MSDU successfully transmitted 


by the AP on the background access category and by the length


in octets in each MSDU successfully received on either user 


priority 1 or 2."


::= { dot11NonApStaEntry 23 }

dot11NonApStaHCCAOctetCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"For HCCA operation, this counter shall be incremented by


the length in octets in each MSDU successfully transmitted


by the AP and by the length in octets in each MSDU 


successfully received."


::= { dot11NonApStaEntry 24 }

dot11NonApStaPowerManagementMode OBJECT-TYPE


SYNTAX INTEGER { active(1), powersave(2) }


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"This attribute indicates the power management



mode of the non-AP STA."


::= { dot11NonApStaEntry 25 }

dot11nonApStaAuthDls OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-only

STATUS current


DESCRIPTION



"This attribute, when TRUE, indicates that the



non-AP STA is permitted by the SSPN Interface to use


direct link service (DLS).  This object does not mean



the AP is capable of providing DLS service.  This service


is disabled otherwise."


DEFVAL ( true )


::= { dot11NonApStaEntry 26 }

dot11nonApStaVlanId OBJECT-TYPE


SYNTAX 

Unsigned32 (0..4095)


MAX-ACCESS 
read-only

STATUS 

current


DESCRIPTION



"This attribute indicates the VLAN ID on the DS to which



frames from the non-AP STA are bridged."


::= { dot11NonApStaEntry 27 }

dot11nonApStaVlanName OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(0..64))


MAX-ACCESS read-only

STATUS current


DESCRIPTION



"This attribute indicates the VLAN name corresponding to



The VLAN ID on the DS to which frames from the non-AP STA



are bridged."

::= { dot11NonApStaEntry 28 }

dot11nonApStaAddtsResultCode OBJECT-TYPE


SYNTAX INTEGER {



SUCCESS(1),



INVALID_PARAMETERS(2),



REJECTED_WITH_SUGGESTED_CHANGES(3),



REJECTED_FOR_DELAY_PERIOD(4)



}

MAX-ACCESS read-only

STATUS current


DESCRIPTION



"This attribute indicates the most recent result code


returned by the AP in an ADDTS Response."


::= { dot11NonApStaEntry 29 }

-- **********************************************************************

-- * End of dot11Interworking TABLE

-- **********************************************************************

-- **********************************************************************

-- * dot11ApLocation

-- **********************************************************************

dot11ApGeospatialLocation       OBJECT-TYPE

        SYNTAX         

        MAX-ACCESS     not-accessible

        STATUS         current

        DESCRIPTION

                "This table represents location of the AP in geospatial



format."

    ::= { dot11imt 3 }

dot11ApCivicLocation       OBJECT-TYPE

        SYNTAX         

        MAX-ACCESS     not-accessible

        STATUS         current

        DESCRIPTION

                "This table represents location of the AP in civic format"

    ::= { dot11imt 4 }

dot11ApGeospatialLocation OBJECT-TYPE


SYNTAX dot11ApGeospatialLocation

MAX-ACCESS read-only


STATUS current


DESCRIPTION



"AP location in geospatial coordinates"


dot11ApGeospatialLocation ::=



SEQUENCE {



dot11ApGeospatialLocationLatitudeResolution 
INTEGER,



dot11ApGeospatialLocationLatitudeInteger 
INTEGER,



dot11ApGeospatialLocationLatitudeFraction 
Unsigned32,



dot11ApGeospatialLocationLongitudeResolution 
INTEGER,



dot11ApGeospatialLocationLongitudeInteger 
INTEGER,



dot11ApGeospatialLocationLongitudeFraction 
Unsigned32,



dot11ApGeospatialLocationAltitudeType 

INTEGER,



dot11ApGeospatialLocationAltitudeResolution 
INTEGER,



dot11ApGeospatialLocationAltitudeInteger 
Integer32,



dot11ApGeospatialLocationAltitudeFraction 
Unsigned32,



dot11ApGeospatialLocationDatum 


INTEGER,



dot11ApGeospatialLocationAzimuthType 

INTEGER,



dot11ApGeospatialLocationAzimuthResolution 
INTEGER,



dot11ApGeospatialLocationAzimuth 

Integer32



}



dot11ApGeospatialLocationLatitudeResolution OBJECT-TYPE


SYNTAX Unsigned32 (0..63)


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Latitude resolution is 6 bits indicating the number of valid


bits in the fixed-point value of Latitude."


::= { dot11ApGeospatialLocation 1 }

dot11ApGeospatialLocationLatitudeInteger OBJECT-TYPE


SYNTAX Unsigned32 (0..511)


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Latitude is a 34 bit fixed point value consisting of 9 bits


of integer and 25 bits of fraction. This field contains the 9


bits of integer portion of Latitude."


::= { dot11ApGeospatialLocation 2 }

dot11ApGeospatialLocationLatitudeFraction OBJECT-TYPE


SYNTAX Unsigned32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Latitude is a 34 bit fixed point value consisting of 9 bits


of integer and 25 bits of fraction. This field contains the 


25 bits of fraction portion of Latitude."


::= { dot11ApGeospatialLocation 3 }

dot11ApGeospatialLocationLongitudeResolution OBJECT-TYPE


SYNTAX Unsigned32 (0..63)


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Longitude resolution is 6 bits indicating the number of


valid bits in the fixed-point value of Longitude."


::= { dot11ApGeospatialLocation 4 }

dot11ApGeospatialLocationLongitudeInteger OBJECT-TYPE


SYNTAX Unsigned32 (0..511)


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Longitude is a 34 bit fixed point value consisting of 9 bits


of integer and 25 bits of fraction. This field contains the 9


bits of integer portion of Longitude."


::= { dot11ApGeospatialLocation 5 }

dot11ApGeospatialLocationLongitudeFraction OBJECT-TYPE


SYNTAX Unsigned32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Longitude is a 34 bit fixed point value consisting of 9 bits


of integer and 25 bits of fraction. This field contains the 25


bits of fraction portion of Longitude."


::= { dot11ApGeospatialLocation 6 }

dot11ApGeospatialType OBJECT-TYPE


SYNTAX INTEGER {



meters(1),



floors(2)


        }


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Altitude Type is four bits encoding the type of altitude.


Codes defined are:meters : in 2s-complement fixed-point 


22-bit integer part with 8-bit fraction floors: in 2s-


complement fixed-point 22-bit integer part with 8-bit 


fraction"


::= { dot11ApGeospatialLocation 7 }

dot11ApGeospatialLocationAltitudeResolution OBJECT-TYPE


SYNTAX Unsigned32 (0..63)


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Altitude resolution is 6 bits indicating the number of 


valid bits in the altitude."


::= { dot11ApGeospatialLocation 8 }

dot11ApGeospatialLocationAltitudeInteger OBJECT-TYPE


SYNTAX Integer32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Altitude is a 30 bit value defined by the Altitude type 


field. The field is encoded as a 2s-complement fixed-point 


22-bit integer Part with 8-bit fraction. This field contains


the fixed-point Part of Altitude."


::= { dot11ApGeospatialLocation 9 }

dot11ApGeospatialLocationAltitudeFraction OBJECT-TYPE


SYNTAX Unsigned32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



" Altitude is a 30 bit value defined by the Altitude type 


field. The field is encoded as a 2s-complement fixed-point 


22-bit integer Part with 8-bit fraction. This field contains


the fraction part of Altitude."


::= { dot11ApGeospatialLocation 10 }

dot11ApGeospatialLocationDatum OBJECT-TYPE


SYNTAX Unsigned32 (0..255)


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Datum is an eight-bit value encoding the horizontal and 


vertical references used for the coordinates given in this 


BSSGeoLocation."


::= { dot11ApGeospatialLocation 11 }

dot11ApGeospatialLocationAzimuthType OBJECT-TYPE


SYNTAX INTEGER {



frontSurfaceOfSTA(0),



radioBeam(1) }


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Azimuth Type is a one bit attribute encoding the type of 


Azimuth. Codes defined are: front surface of STA: in 


2s-complement fixed-point 9-bit integer radio beam: in 


2s-complement fixed-point 9-bit integer."


::= { dot11ApGeospatialLocation 12 }

dot11ApGeospatialLocationAzimuthResolution OBJECT-TYPE


SYNTAX Unsigned32 (0..15)


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Azimuth Resolution is 4 bits indicating the number of valid bits in the



azimuth."


::= { dot11ApGeospatialLocation 13 }

dot11ApGeospatialLocationAzimuth OBJECT-TYPE


SYNTAX Integer32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"Azimuth is a 9 bit value defined by the Azimuth Type 


field.The field is encoded as a 2s-complement fixed-point


9-bit integer horizontal angle in degrees from True North."


::= { dot11ApGeospatialLocation 14 }
Annex P (Informative)
P.3 Interworking and SSPN Interface Support
The Interworking Service architecture defines the scope of the SSPN interface. This interface is provided by IEEE802.11 MAC to support the interworking services. 
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Figure u25 Basic Architecture of Interworking Services
In an interworking scenario, the IEEE802.11 Access Network (AN) is operating in infrastructure mode. Therefore, IBSS cases are not considered in this Annex. This means that the capability information element would always have the ESS subfield set to 1 and IBSS subfield to 0 in a Beacon or Probe Response management frame.
As shown in Figure u25, between the IEEE802.11 AN (the ESS) and SSPN, there must be at least one connection to support Authentication, Authorisation, and Accounting (directly or indirectly). Optionally, there could be one or more data plane connections between the ESS and SSPN, or other networks. The data plane connections are not shown in the figure since this clause addresses only the control plane.

To support the AAA connection, there is an AAA Agent in the ESS, and another AAA Entity in the SSPN. As shown in the basic architecture, the AAA Agent in the ESS exchanges information with the AAA Entity in the SSPN through the AAA Interface. The AAA Interface and corresponding Information Elements are as defined by the external network standards, e.g. 3GPP/2. However, these information elements are outside the scope of IEEE802.11. The AAA Agent then configures the AP (and the corresponding STA, e.g. the STA2) through the SSPN interface.
The protol use over the SSPN interface is outside the scope of 802.11.  However, this interface results in parameters being set in the Interworking Management MIB (dot11imt).  The AP’s SME thereafter uses these parameters to permit or deny, as appropriate, services to non-AP STAs.  

Note that extension of AAA Interface protocols, e.g. Diameter/RADIUS, might be necessary within the IETF to support setting the different MIB variables defined for Interworking Service Management in Annex D. . RFC-3580 provides an example of such efforts.]

P.3.1 SSPN Interface Parameters
The information elements defined in this clause cross the SSPN Interface, i.e. between AP and AAA Agent as shown in Figure u25. They are stored in the AP with corresponding MIB attributes as defined in clause Annex D, and are used by the Interworking Service Management function in SME for interworking purpose.  The MIB variables themselves, which are used by the APs SME, are read-only.
Table P.4 SSPN Interface Information Element

	
Information element Name
	From AN to SSPN
	From SSPN to AN
	Per STA Entry

	Non-AP STA MAC
	(
	
	(

	Non-AP STA User ID
	(
	(
	(

	Non-AP STA Interworking Capability
	(
	
	(

	Link Layer Encryption Method
	(
	
	(

	Authorized Priority
	
	(
	(

	Authorized Rate
	
	(
	(

	Authorized Service Access Type
	
	(
	(

	Authorized Service Access Information
	
	(
	(

	STA Transmission Count
	(
	
	(

	STA Location Information
	(
	
	(

	STA state Information 
	(
	
	(


P.3.1.1 Non-AP STA MAC
This is the MAC address of the STA accessing the interworking service through the AP. It is requested by the external network operation, e.g. a 3GPP network, for fraud prevention. The non-AP STA MAC address is normally available through MLME-SAP, e.g. MLME-ASSOCIATE.indication, and should be forwarded by the AS to the AAA Entity in the SSPN through the AAA Interface.  

The AP stores the associated non-AP STA MAC address in the corresponding dot11NonApStaMacAddress element of its MIB.

P.3.1.2 Non-AP STA User ID
This element contains information of the subscriber operating the non-AP STA for the interworking services. It is provided by the non-AP STA through the RSNA establishment process to the AAA server; in turn, the AAA server provides it back to the AP via the SSPN interface. It is in the form of a NAI, i.e. it contains both the user’s identity and its SSP information. Note that reason the AAA server provides the user identity back to the AP is that some EAP methods use encrypted tunnels to maintain confidentiality of the user and thus the AP might not otherwise be able to learn the user’s identity.
The AP stores the associated non-AP STA User ID in the corresponding dot11NonApStaUserIdentity element of its MIB.

P.3.1.3 Non-AP STA Interworking Capability
This element is of the same format as the Interworking Capability Information Element defined in clause 7.3.2.36. The AP SME obtains this information from the MLME-SAP, e.g. MLME-ASSOCIATE.indication. This information needs to be passed over the SSPN interface since the service authorisation decisions may depend on the STA capabilities.

The AP stores the associated non-AP STA Interworking Capability in the corresponding dot11NonApStaInterworkingCapability element of its MIB.

P.3.1.4 Link Layer Encryption Method

This element indicates the link layer encryption method selected for protecting the communication between the non-AP STA and the AP during the RSNA establishment process. The cipher suite format of this element is drawn from the RSN information element defined in clause 7.3.2.25. AP obtains this information about the STA via the MLME SAP.
Informative Note: 3GPP TS33.234 used to have a section on visibility and configurability (section 5.4). If this information is available to the SSPN, the operator would be able to have better control of the STA access, e.g. barring access to IEEE 802.11 networks if NULL encryption is used.This also related to the 3GPP network’s configuration regarding if pre-Authentication should be supported.
The AP stores the information in the corresponding dot11NonApStaCipherSuite element of its MIB.
P.3.1.5 Authorized Priority
This parameter is used for admission control and user-priority policing at the AP. It is based on the Authorization Information delivered from the SSPN during the AAA procedure. The Authorized Priority specifies the authorized User Priorities that the non-AP STA is allowed to use during the Interworking access.  It also specifies whether the non-AP STA may use HCCA.
For EDCA operation, the AP stores the information in its corresponding dot11NonApStaAuthAccessCategories element of its MIB after mapping the priority according to Table 65.  For HCCA operation, the AP stores the information in dot11NonApStaAuthHCCA.
P.3.1.6 Authorized Maximum Rate
This parameter is used for admission control decisions or policing actions at the AP. It is based on the Authorization Information delivered from the SSPN during the AAA procedure. For EDCA operation, this element contains a list of four MaxRate sub-elements indicating the maximum rate allowed for the access categories. For HCCA operation, there is one MaxRate sub-element. Each of the MaxRate is an unsigned integer and in the unit of kilobits per second. An additional sub-element provides the maximum rate at which a non-AP STA may source multicast frames.
The AP stores the information in the corresponding dot11NonApStaAuthMaxVoiceRate, dot11NonApStaAuthMaxVideoRate, dot11NonApStaAuthMaxBestEffortRate, dot11NonApStaAuthMaxBackgroundRate, dot11NonApStaAuthMaxHCCARate and dot11NonApStaMaxAuthSourceMulticastRate elements of its MIB. 

P.3.1.7 Authorised Service Access Type

This per-STA parameter indicates the access type allowed for the STA based on the SSPN decision. The AP will use this information for authorization requests from the STA, e.g. allow or disallow direct link operation and multicast services. The information element uses TruthValues to indicate the service type authorized.  The following MIB variables are used:
· dot11nonApStaAuthDls is to authorize a non-AP STA to use DLS

· dot11NonApStaAuthSinkMulticast is to authorize a non-AP STA to request multicast stream(s) from the network

· dot11NonApStaMaxAuthSourceMulticast is to authorize a non-AP STA to source multicast stream(s) to towards the network
P.3.1.8 Authorised Service Access Information
This parameter contains the relevant information for the AP to enforce the authorized service access type indicated in the Authorized Service Access Type element.

The Authorized Service Access parameters provides the VLAN assignment (VLAN ID and name) to which frames to or from the non-AP STA are bridged. The sub-element includes VLAN ID (dot11nonApStaVlanId)and VLAN Name(dot11nonApStaVlanName).
P.3.1.9 STA Transmission Count
This element indicates the count of the data traffic goes to and from a specific STA. Such information would be used by the on-line charging and accounting function, especially for the IEEE 802.11 WLAN local service, where the data taffic does not necessary goes through the SSPN network. In such cases, Layer 3 accounting/charging information is not reliable since addresses could be spoofed. Layer 2 would be a better place to collect such information since due to the cryptographic securtiy association that exists between the STA and AP.
The STA Transmission Coute element includes information stored in the corresponding             dot11NonApStaVoiceFrameCount, dot11NonApStaVideoFrameCount, dot11NonApStaBestEffortFrameCount, dot11NonApStaBackgroundFrameCount          , dot11NonApStaHCCAFrameCount, dot11NonApStaVoiceOctetCount, dot11NonApStaVideoOctetCount, dot11NonApStaBestEffortOctetCount, dot11NonApStaBackgroundOctetCount, dot11NonApStaHCCAOctetCount elements of the AP’s MIB.
P.3.1.10 STA Location Information

This element provides information about the STA’s location to the SSPN. It is required by the SSPN applying location based service control. In the IEEE802.11 network, the non-AP STA location is approximated using the AP’s location information. This includes two type of formats, Geospatial and Civic Location. 

The information to be placed in the STA Location Information Element is obtained from the dot11ApGeoLocation and dot11ApCivicLocation elements of the AP’s MIB.

P.3.1.11 STA State Information 
This indicates whether STA is Active Mode or PS. This is necessary because when a STA is in the PS mode it may go to Doze state, and the AP needs to buffer the MSDU, and thus may not meet certain Interworking Service requirements. 
Information in this elementis obtained from the corresponding dot11NonApStaPowerManagementMode element of the associated AP’s MIB.
P.3.3 Update of the information (Optional)

SSPN Interface information element may be updated due to the SSPN decisions. This type of updated may affect the service level to be provided to the STA. However, it does not necessarily mean a re-establishment of connection. Enforcement of certain information needs to be initiated by the STA, e.g. the QoS scheme as defined by IEEE802.11e. In this case, an indication of the information update should be provided to the STA from AP. This could be achieved by placing an extra information element in the existing management frame. 

[Note: For example, in the 3GPP procedures [TS29.234 v6.5.0], the authorisation information update will trigger a re-authentication procedure. However, this does not necessary trigger the re-establishment of the whole session at Layer 2. For example, the QoS session establishment is usually always initiated by the STA. In this case, there are two options:

1. To include the extra IE in the management frame that triggers the re-authentication (from AP to the STA). So that, when the authorisation information is updated, it should also trigger the STA to issue, e.g. ADDTS.request, so that the new parameters could be enforced. The STA can decide what are the actual actions to take once it know about the update of the authorisation information, not limited to QoS update.

2. To allow the AP to send the ADDTS.response action frame to the STA when it sees a change in the authorisation information. The modification necessary is then to allow STA to receive such an action frame without solicitation. 

Comparing the two options, the first one is more extensible. It can support other type of operation than QoS that may require initiation at the STA to initiate. However, option 2 requires fewer changes. And, at this moment, no other action to be initiated by the STA other than QoS has been identified. ]
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This document is a work in progress and was prepared for the TGu Ad Hoc Meeting on February 20-22, 2007.  A final version of this document is being prepared which will be suitable for presentation to TGu and/or the WG.





This document describes proposed changes to the SSPN Interface section of the TGu Draft to resolve the following internal review comments (cf. 11-06-1857r6): CID # 95, 96, 98 – 101, 130, 133, 134.





This document is based on P802.11u-d0.03 and P802.11ma-d9.





Daves:Use this doc as source for civic location: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-revised-civic-lo-05.txt





























�How do we specify band?  Can we link to another MIB variable?





Daves: discuss with petere.


�Daves: add an authorization bit for HCCA services.
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