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Overview
This submission proposes procedures by which the PMK-R1 keys are wrapped by the PMK-R0 Key Holder (so that there is no confidentiality requirement), and then placed in the MIB.  Definition of MIB variables is within scope of 802.11; this allows SNMP to be used as the key distribution protocol.

More specifically, the R0KH generates the PMK-R1 for each R1KH at the time of Initial Association.  It wraps these keys, with the associated lifetime and other parameters, using a shared secret for that R1KH.  The R0KH then stores the key in its own MIB for the R1KH to later use an SNMP GET operation to retrieve it. The R0KH may also use an SNMP SET operation to store the wrapped key in the MIB of the R1KH (a “push”).
Since 802.11 defines the MIB and the contents of the MIB, this brings the specification of key distribution into the scope of TGr, and enables an interoperable design that applies to all implementations.

The MIB variable contains an AES KeyWrap, using a shared secret K, of:

PMK-R1 || KeyLifetime || R0KH-ID || R1KH-ID || SPA || MDID || SSIDlength || SSID

The MIB variable is accessed using SPA.PMKR1Name as the index.

Two additional tables are defined here for the MIB: a table of R0KH-IDs in the Mobility Domain, and a table of R1KH-IDs in the Mobility Domain. Both tables contain a MAC address for each entry where SNMP may be directed to access the MIB for that entity.

This submission assumes that P802.11r-D3.0 has been modified by either 11-06-1612 and 11-06-1617, or by 11-06-1613.  Where the proposed changes are affected by the alternative base documents, notes have been added.
Changes to P802.11r-D3.0, as modified by 1612&1617 or 1613
8.5A.1:

Change fifth paragraph as follows:

The FT key hierarchy derives its keys using a Key Derivation Function (KDF) as defined in 8.5A.3 with separate labels to further distinguish derivations. Each level of the hierarchy derives keys for the level below it. While the protocol for distribution of keying material from the PMK-R0 key holder to the PMK-R1 key holders is outside the scope of this specification, the requirements for the cryptographic calculations of the information being exchanged are contained in 8.5A.7. However, tTo ensure security, this key hierarchy requires that keys only be distributed down the key hierarchy, and by the use of a secure transport protocol.
8.5A.7:

Change title of subclause and first paragraph as follows:

8.5A.7 Assumptions for PMK-R1 distribution within a Mobility Domain

The PMK-R0 Key Holder and the PMK-R1 Key Holder are assumed to have a trustworthy channel between them that can be used to exchange binary informationcryptographic keys without exposure to any intermediate parties.  This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context, and the associated key authorizations.  The protocol for distribution of keying material from the PMK-R0 key holder to the PMK-R1 key holder is outside the scope of this specification. The PMK-R0 Key Holder is responsible for transmitting the derived PMK-R1 keys securely to the PMK-R1 Key Holders, along with the PMKR1Name value and KeyLifetime associated with that PMK-R1.  The PMK-R1 can be pushed from the PMK-R0 Key Holder to the PMK-R1 Key Holder, or pulled by the PMK-R1 Key Holder from the PMK-R0 Key Holder. 
If base document includes 1612, insert after first paragraph:

The PMK-R0 Key Holder and the PMK-R1 Key Holder are assumed to have a shared secret, referred to in this subclause as K. The method used by the PMK-R0 Key Holder and the PMK-R1 Key Holder to generate this shared secret is outside the scope of this specification. However, numerous protocols (e.g. Kerberos, IKE, Diffie-Hellman, X.509 certificates) exist that may be used to dynamically generate such a shared secret, or it may be administratively configured. 
For each R1KH in the Mobility Domain, the R0KH shall generate a key encryption key as

R1-wrapping-key = HMAC-SHA256(K, R0KH-ID || R1KH-ID)

The R0KH then assembles
PMK-R1 || KeyLifetime || R0KH-ID || R1KH-ID || SPA || MDID || SSIDlength || SSID

Where

· PMK-R1 is the key generated according to the procedures of 8.5A.5

· R0KH-ID is the 48-octet identifier of the holder of PMK-R0

· R1KH-ID is the 6-octet identifier of the holder of PMK-R1

· SPA is the STA’s Supplicant’s MAC address

· MDID is the 48-bit Mobility Domain Identifier field from the Mobility Domain information element that was used during FT Initial Mobility Domain Association

· SSIDlength is a single octet whose value is the number of octets in the SSID

· SSID is the service set identifier, a variable length sequence of octets, as it appears in the Beacons and Probe Responses.

The R0KH shall perform the NIST AES KeyWrap algorithm on this assembled data, using the R1-wrapping-key. The wrapped PMK-R1 shall be stored in MIB variable dot11FTPMKR1 with index value SPA.PMKR1Name. If the MIB variable dot11FTR1KHPush with index value R1KH-ID is set to true, then the R0KH shall perform an SNMP SET operation, to the SNMP server at dot11FTR1KHMAC with index value R1KH-ID, of the variable dot11FTPMKR1 with index value SPA.PMKR1Name, of the value of this wrapped key.

When the R1KH needs the PMK-R1 during the Fast BSS Transition exchange, it fetches the MIB variable dot11FTPMKR1 with index value SPA.PMKR1Name. If this MIB variable does not exist, it shall perform an SNMP GET operation, to the SNMP server at dot11FTR0KHMAC with index value R0KH-ID, of the variable dot11FTPMKR1 with index value SPA.PMKR1Name, to fetch the value of the wrapped key.

The R1KH shall then calculate the R1-wrapping-key by the formula given above, and unwrap it using the NIST AES Key Wrap algorithm using the R1-wrapping-key.

If base document includes 1613, change the third and following paragraphs as follows:

This standard assumes that the following procedures describe the key transfer between the R0KH and the R1KH.  For each R1KH in the Mobility Domain, the R0KH shall generates an additional component to the shared secret, called the STA-contribution-key. It shall beis assumed to be calculated as

STA-contribution-key = HMAC-SHA256(R0KH-Distribution-Key, R1KH-ID)

The R0KH shall then generates a key encryption key as

R1-wrapping-key = HMAC-SHA256(K || STA-contribution-key, R0KH-ID || R1KH-ID)

The R0KH then assembles

PMK-R1 || KeyLifetime || R0KH-ID || R1KH-ID || SPA || MDID || SSIDlength || SSID

Where

· PMK-R1 is the key generated according to the procedures of 8.5A.5

· R0KH-ID is the 48-octet identifier of the holder of PMK-R0

· R1KH-ID is the 6-octet identifier of the holder of PMK-R1

· SPA is the STA’s Supplicant’s MAC address

· MDID is the 48-bit Mobility Domain Identifier field from the Mobility Domain information element that was used during FT Initial Mobility Domain Association

· SSIDlength is a single octet whose value is the number of octets in the SSID

· SSID is the service set identifier, a variable length sequence of octets, as it appears in the Beacons and Probe Responses.

The R0KH shall then assembles the PMK-R1, the PMK-R1 context, and the associated key authorization, and performs the NIST AES Key Wrap algorithm, on this assembled data using the R1-wrapping-key.  This wrapped key, along with PMKR1Name, is sent over the reliable communications channel to the R1KH.  The wrapped PMK-R1 shall be stored in MIB variable dot11FTPMKR1 with index value SPA.PMKR1Name. If the MIB variable dot11FTR1KHPush with index value R1KH-ID is set to true, then the R0KH shall perform an SNMP SET operation, to the SNMP server at dot11FTR1KHMAC with index value R1KH-ID, of the variable dot11FTPMKR1 with index value SPA.PMKR1Name, of the value of this wrapped key.
When the R1KH has obtained the STA-contribution-key from the STA during the Fast BSS Transition exchange, it fetches the MIB variable dot11FTPMKR1 with index value SPA||PMKR1Name. If this MIB variable does not exist, it shall perform an SNMP GET operation, to the SNMP server at dot11FTR0KHMAC with index value R0KH-ID, of the variable dot11FTPMKR1 with index value SPA.PMKR1Name, to fetch the value of the wrapped key.

The R1KH shall then calculates the R1-wrapping-key by the formula given above, and unwraps the package from the R0KH it using the NIST AES Key Wrap algorithm using the R1-wrapping-key.

Annex D:
Insert in dot11smt OBJECT, after dot11FastBSSTransitionTable

-- dot11FastBSSTransitionR0KeyHoldersTable
::= { dot11smt 16 }


-- dot11FastBSSTransitionR1KeyHoldersTable
::= { dot11smt 17 }


-- dot11FastBSSTransitionPMKR1Table

::= { dot11smt 18 }

Insert after dot11FastBSSTransitionConfig TABLE:

-- ********************************************************************

-- * dot11FastBSSTransitionR0KeyHolders TABLE

-- ********************************************************************

dot11FastBSSTransitionR0KeyHoldersTable OBJECT-TYPE


SYNTAX SEQUENCE OF Dot11FastBSSTransitionR0KeyHoldersEntry


MAX-ACCESS not-accessible


STATUS current


DESCRIPTION

“The table containing an entry for each PMK-R0 Key holder in the Mobility Domain, and information about that PMK-R0 Key holder.” 


::= { dot11smt 16 }

dot11FastBSSTransitionR0KeyHoldersEntry OBJECT-TYPE


SYNTAX Dot11FastBSSTransitionR0KeyHoldersEntry


MAX-ACCESS not-accessible


STATUS current


DESCRIPTION

“An entry in the dot11FastBSSTransitionR0KeyHoldersTable”


INDEX { dot11FTR0KH }


::= { dot11FastBSSTransitionR0KeyHoldersTable 1 }

Dot11FastBSSTransitionR0KeyHoldersEntry ::=

SEQUENCE {


dot11FTR0KH




OCTET STRING,


dot11FTR0KHMAC



MAC Address }

dot11FTR0KH OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(48))


MAX-ACCESS read-write


STATUS current


DESCRIPTION

“This attribute contains the R0KH-ID of the PMK-R0 Key Holder being described by this table entry.”


::= { dot11FastBSSTransitionR0KeyHoldersEntry 1 }

dot11FTR0KHMAC OBJECT-TYPE


SYNTAX MAC Address


MAX-ACCESS read-write


STATUS current


DESCRIPTION

“This attribute contains the MAC address of the PMK-R0 Key Holder entity being described by this table entry. This MAC address is used by the SNMP Command Generator on the PMK-R1 Key Holder to issue a GetRequest to obtain a wrapped PMK-R1 key.”


::= { dot11FastBSSTransitionR0KeyHoldersEntry 2 }

-- ********************************************************************

-- * end of dot11FastBSSTransitionR0KeyHolders TABLE

-- ********************************************************************

-- ********************************************************************

-- * dot11FastBSSTransitionR1KeyHolders TABLE

-- ********************************************************************

dot11FastBSSTransitionR1KeyHoldersTable OBJECT-TYPE


SYNTAX SEQUENCE OF Dot11FastBSSTransitionR1KeyHoldersEntry


MAX-ACCESS not-accessible


STATUS current


DESCRIPTION

“The table containing an entry for each PMK-R1 Key holder in the Mobility Domain, and information about that PMK-R1 Key holder.” 


::= { dot11smt 17 }

dot11FastBSSTransitionR1KeyHoldersEntry OBJECT-TYPE


SYNTAX Dot11FastBSSTransitionR1KeyHoldersEntry


MAX-ACCESS not-accessible


STATUS current


DESCRIPTION

“An entry in the dot11FastBSSTransitionR1KeyHoldersTable”


INDEX { dot11FTR1KH }


::= { dot11FastBSSTransitionR1KeyHoldersTable 1 }

Dot11FastBSSTransitionR1KeyHoldersEntry ::=

SEQUENCE {


dot11FTR1KH




OCTET STRING,


dot11FTR1KHMAC



MAC Address,

dot11FTR1KHPush



TruthValue }

dot11FTR1KH OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(6))


MAX-ACCESS read-write


STATUS current


DESCRIPTION

“This attribute contains the R1KH-ID of the PMK-R1 Key Holder being described by this table entry. This MAC address is used by the SNMP Command Generator on the PMK-R0 key holder to issue a SetRequest to store a wrapped PMK-R1 key on this R1KH.”


::= { dot11FastBSSTransitionR1KeyHoldersEntry 1 }

dot11FTR1KHMAC OBJECT-TYPE


SYNTAX MAC Address


MAX-ACCESS read-write


STATUS current


DESCRIPTION

“This attribute contains the MAC address of the PMK-R1 Key Holder entity being described by this table entry.”


::= { dot11FastBSSTransitionR1KeyHoldersEntry 2 }

dot11FTR1KHPush OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

“This variable is set to true if the PMK-R0 Key holder is to “push” a PMK-R1 to this R1KH-ID when it is generated by an Initial Association.”


::= { dot11FastBSSTransitionR1KeyHoldersEntry 3 }

-- ********************************************************************

-- * end of dot11FastBSSTransitionR1KeyHolders TABLE

-- ********************************************************************

-- ********************************************************************

-- * dot11FastBSSTransitionPMKR1 TABLE

-- ********************************************************************

dot11FastBSSTransitionPMKR1Table OBJECT-TYPE


SYNTAX SEQUENCE OF Dot11FastBSSTransitionPMKR1Entry


MAX-ACCESS not-accessible


STATUS current


DESCRIPTION

“The table containing an entry for each wrapped PMK-R1 Key for each STA currently associated in this Mobility Domain.” 


::= { dot11smt 18 }

dot11FastBSSTransitionPMKR1Entry OBJECT-TYPE


SYNTAX Dot11FastBSSTransitionPMKR1Entry


MAX-ACCESS not-accessible


STATUS current


DESCRIPTION

“An entry in the dot11FastBSSTransitionPMKR1Table”


INDEX { dot11FTPMKR1STA, dot11FTPMKR1Name }


::= { dot11FastBSSTransitionPMKR1Table 1 }

Dot11FastBSSTransitionPMKR1Entry ::=

SEQUENCE {


dot11FTPMKR1STA



OCTET STRING,


dot11FTPMKR1Name



OCTET STRING,

dot11FTPMKR1



OCTET STRING }

dot11FTPMKR1STA OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(6))


MAX-ACCESS read-write


STATUS current


DESCRIPTION

“This attribute contains the STA’s Supplicant’s MAC address of the PMK-R1 key being described by this table entry.”


::= { dot11FastBSSTransitionPMKR1Entry 1 }

dot11FTPMKR1Name OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(16))


MAX-ACCESS read-write


STATUS current


DESCRIPTION

“This attribute contains the PMKR1Name of the PMK-R1 key being described by this table entry.”


::= { dot11FastBSSTransitionPMKR1Entry 2 }

dot11FTPMKR1 OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(144))


MAX-ACCESS read-write


STATUS current


DESCRIPTION

“This variable contains the wrapped PMKR1 key that is described in this table entry.”


::= { dot11FastBSSTransitionPMKR1Entry 3 }

-- ********************************************************************

-- * end of dot11FastBSSTransitionPMKR1 TABLE

-- ********************************************************************
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Abstract


Distribution of the PMK-R1 from the R0KH to the R1KH has always been an open issue for TGr; since it is a protocol between the APs it is considered out of scope of the Task Group.





This submission proposes procedures by which the keys are wrapped (so that there is no confidentiality requirement), and then placed in the MIB.  Definition of MIB entries is within the scope of 802.11. SNMP can then be used used as the key distribution protocol.
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