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Submission 11-06-1147-00 removed the ANonce from the calculation of PMKR0Name. When the AKM negotiated is PSK, it has the side-effect of making all PMK-R0’s and PMK-R1’s identical.  Comment #897 identified a problem causing the STA and AP to get out of sync regarding the key lifetime.
Assuming this is an unintended side-effect, there are three proposals to fix this:

· 11-06-1576, resolution to comment #897, stating “Accepted. Changed definition of XXKey in 8.5A.4 to PSK||ANonce when AKM is AC:4. Add "ANonce is an unpredictable random value generated by the PMK-R0 Key holder (R0KH) delivered along with PMK-R1 to the R1KH, and provided by the R1KH to the STA during FT Initial Mobility Domain Association." In 8.5A.7, add "The R0KH shall securely transmit the ANonce used in the calculation of PMK-R0 to the R1KH for use in the FT Initial Mobility Domain Association exchange and for PSK calculations."”

· 11-06-1636, which implements the suggested resolution to comment #899, “Rescind the decision to accept 11-06-1147-00”

· This submission, see below.

In the discussion of this problem, one point raised was the possible problem with re-use of ANonce being used both in the calculation of PMKR0Name and also in the calculation of PTK.  This submission splits the two uses, having R0KH generate a separate nonce value, R0Nonce, used in the PMK-R0 and PMKR0Name calculations, and sent to the STA in the Initial Mobility Domain Association exchange.

While the changes needed to restore ANonce to the calculation were simple enough to fit in the comment resolution (first bullet item above), separating the nonce values is slightly more complex.
Changes to D3.0

In 8.5A.4, 

change definition of XXKey to “PSK || R0Nonce” when AKM is AC:4.

Add bullet item “R0Nonce is an unpredictable random value generated by the PMK-R0 Key Holder (R0KH) delivered along with PMK-R1 to the R1KH, and provided by the R1KH to the STA during FT Initial Mobility Domain Association.”

In text restored from 8.5A.6 in D2.2, wherever it appears,

Add “The R0KH shall securely transmit the R0Nonce used in the calculation of PMK-R0 to the R1KH for use in the FT Initial Mobility Domain Association exchange and for PSK calculations.”

Accept comment #1143, and describe ANonce as provided by the R1KH, not the R0KH.

In 8A.2.1, Figure 158J,
Change EAPOL-Key msg#3 “FTIE” to “FTIE[R0Nonce]”

Change bullet item “Message 3” (near bottom of page 46) as follows:

Message 3: the AP shall include the PMKR1Name in the PMKID field of the RSNIE. The AP shall also include the FTIE, MDIE, the Reassociation Deadline timeout in the TIE (ReassociationDeadline), and PTK key lifetime in the TIE(KeyLifetime). The Reassociation Deadline shall be less than or equal to the Key Lifetime. The FTIE shall be the same as in the (Re)association Response, except the ANonce field shall contain the R0Nonce value used by the R0KH in the calculation of PMK-R0. The FTIE and MDIE shall be the same as in the (Re)association Response. The PMKR1Name shall be as calculated by the R1KH according to the procedures of 8.5A.5; in order for future Fast BSS Transitions to be successful it needs to be the same as the PMKR1Name in Message #2.
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Abstract


Submission 11-06-1147-00 removed the ANonce from the calculation of PMKR0Name, and thus from the key hierarchy. While this is fine for a MSK generated by an AS, it has a serious side-effect of making all the PMK-R0’s and PMK-R1’s identical for a PSK.





Assuming this is an unintended side-effect, this is the third of three proposals to fix this.  
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