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Change TGr D3.0 as follows:
If 8.5A.4 contains the text “R0-Key-Data = KDF-384”, change 8.5A.4 as follows:

R0-Key-Data = KDF-256(XXKey, “R0 Key Derivation”, SSIDlength || SSID || MDID || 

R0KH-ID || 0x00 || SPA)


- KDF-256 is the KDF function as defined in 8.5A.3 used to generate a key of length 256 bits.

If 8.5A.4 contains the text “R0-Key-Data = KDF-768”, change 8.5A.4 as follows:

R0-Key-Data = KDF-512(XXKey, “R0 Key Derivation”, SSIDlength || SSID | MDID || 

R0KH-ID || 0x00 || SPA)


Mk = L(R0-Key-Data, 256, 256)

- KDF-512 is the KDF function as defined in 8.5A.3 used to generate a key of length 512 bits.

Change 8.5A.4 further, as follows:

PMKR0Name = Trucate-128(SHA-256(“R0 Key Name” || SSIDlength || SSID || MDID || 

R0KH-ID || 0x00 || SPA || ANonce)

- ANonce is an unpredictable random value generated by the PMK-R0 holder (R0KH), delivered along with PMK-R1 to the R1KH, and provided by the R1KH to the STA during FT Initial Mobility Domain Association.
If 8.5A.6.2 contains the text “Each PMK-R0 Key Holder is responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain. The PMK-R0 Key Holder is responsible for transmitting the derived PMK-R1 keys securely to those key holders, along with the PMKR1Name value and KeyLifetime associated with that PMK-R1.”, change 8.5A.6.2 as follows:

Each PMK-R0 Key Holder is responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain. The PMK-R0 Key Holder is responsible for transmitting the derived PMK-R1 keys securely to those key holders, along with the PMKR1Name value and KeyLifetime associated with that PMK-R1.  The R0KH shall securely transmit the ANonce used in the calculation of PMKR0Name to the R1KH for use in the FT Initial Mobility Domain Association exchange and for PSK calculations.
If 8.5A.6 or 8.5A.7 or its subsections contain the text “This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context, and the associated key authorizations”, change as follows:

This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context, the ANonce used in the calculation of PMKR0Name, and the associated key authorizations.
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Abstract


LB87 Comment #899 gave a proposed resolution “Rescind the decision to accept 11-06-1147-00”. That is an invalid comment, as it doesn’t provide sufficient instructions to the editor to implement the changes.  This submission provides those instrutions.














Submission
page 2
Bill Marshall, TGr Editor

