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LB87 Comment #1835 stated:

The communication between the STA and the target AP over the DS is broken into two phases - first the over the air-to-the-current-AP-using-action-frames, and then the RRB-over-the-DS phase. Why does the current AP have to be in the middle of this? It seems that the RRB function could be eliminated by introducing a more general encapsulation mechanism, such as that proposed in 06/832r3.

And had a proposed resolution as follows:

Incorporate the general encapsulation Ethertype proposed in 06/832r3, inserting a new clause 7.6, defining an FT Type field value. This is an extensible framework, enabling STA to DS communication and takes the current AP out of the middle.
Clause 7.6 of 06/832r3 said the following:

<begin quot from 06/823r3>

7.6 General Encapsulation Mechanism

The format used for the general encapsulation mechanism for sending data and management information as data frames is defined below. The Ethertype xx-xx is used with these frames.

	Type Field
	Payload

	2 Octets
	variable


Figure tbd
Type Field Values:
	Type Field Value
	Meaning

	0
	FT Preauthentication

	1-65535
	Reserved


<end quote from 06/823r3>

This submission attempts to put some meat on this skeleton.
Overview

The intent of this submission is to enable encapsulation of Management frames inside Data frames, with the Destination Address being the BSSID of a target AP.  The currently association AP would see this as an ordinary Data frame and process it accordingly, sending it over the DS to the Destination Address in the payload.  The target AP would receive the frame in a manner similar to pre-authentication frames. The target AP extracts the embedded Management frame, processes it, and encapsulates the Management response frame in a similar way sending it along the reverse path back to the STA.

The following Management frames may be sent in this way: Authentication request/response, Probe request/response, Disassociation, Deauthentication, and Action.  Note that Make-before-Break (06/1443r1) partially defined a similar scheme, which also allowed Association and Reassociation frames that contained the Tentative IE.  Presumably the mechanism defined here could be extended to allow additional frame types that made sense.
When sent over-the-air, Authentication frames, which are Management frames (type 00) with subtype 1011, contain a Source Address (SA), Destination Address (DA), BSSID, duration, and sequence control.  The frame body starts with the information contained in Table 16 (Authentication Algorithm, Authentication Transaction Seq num, etc).

Data frames sent over-the-air to the DS are type 10, with subtype dependent on QoS.  Like Management frames, they contain a Source Address (SA), Destination Address (DA), BSSID, duration, and sequence control. The frame body starts with the 14-octet 802 MAC header (6 octet DA, 6 octet SA, 2 octet type), followed by the payload (typically the IP header, TCP/UDP header, then data), and lastly by the CRC.

When a STA sends a Management frame encapsulated in a Data frame, it would contain the following:
MAC header:
To-DS = 1



Addr1 = BSSID



Addr2 = STA MAC address



Addr3 = AP MAC address



Duration/QoS Control as would appear in a normal data frame

Frame Body:
DA (6 octets) = Target AP BSSID



SA (6 octets) = STA MAC address



EtherType (2 octets) = new value assigned by ANA



ContentType (2 octets) = 0001 (encapsulated management frame)

Mgmt hdr:
TargetAP = AP MAC address



STA MAC address = STA MAC address



FrameCtl = Mgmt frame type

Mgmt data:
Contents as given in Tables 8-19.

When the AP receives this over-the-air frame, and forwards it over-the-DS, it would contain:

MAC hdr:
DA (6 octets) = Target AP BSSID



SA (6 octets) = STA MAC address



Type (2 octets) = new value assigned by ANA



ContentType (2 octets) = 0001 (encapsulated management frame)

Mgmt hdr:
TargetAP = AP MAC address



STA MAC address = STA MAC address



FrameCtl = Mgmt frame type

Mgmt data:
Contents as given in Tables 8-19.

When the target AP receives this over-the-DS frame, it extracts the Mgmt data and processes it. The response is sent over-the-DS containing:

MAC hdr:
DA (6 octets) = STA MAC address



SA (6 octets) = Target AP BSSID



Type (2 octets) = new value assigned by ANA

Payload:
ContentType (2 octets) = 0001 (encapsulated management frame)

Mgmt hdr:
TargetAP = AP MAC address



STA MAC address = STA MAC address



FrameCtl = Mgmt frame type

Mgmt data:
Contents as given in Tables 8-19.

When the current AP receives this over-the-DS frame, it handles it as an ordinary data frame and sends it over-the-air to the STA:

MAC header:
From-DS = 1



Addr1 = STA MAC address



Addr2 = BSSID



Addr3 = Target AP BSSID



Duration/QoS Control as would appear in a normal data frame

Frame Body:
DA (6 octets) = STA MAC address



SA (6 octets) = Target AP BSSID



Type (2 octets) = new value assigned by ANA

Payload:
ContentType (2 octets) = 0001 (encapsulated management frame)

Mgmt hdr:
TargetAP = AP MAC address



STA MAC address = STA MAC address



FrameCtl = Mgmt frame type

Mgmt data:
Contents as given in Tables 8-19.

Changes needed to 802.11 standard

The frame format for the generalized encapsulation mechanism needs to be defined. A new clause 7.6 seems to be a good place. This clause defines the frame format as Content-type (2 octets) and payload (variable length). A table in 7.6 will give possible content types, and for each will provide a pointer to a clause that describes its use.

Content-Type 0000 will be for Fast BSS Preauthentication frames, with pointer to 8.4.6.1.

Content-Type 0001 will be for encapsulated management frames, with pointer to 7.2.4.

Other type values reserved.

The frame format for the encapsulated management frames needs to be defined. A new clause 7.2.4 seems to be the best place.

Procededures for generating and receiving these encapsulated management frames need to be defined. A new clause 11.14 seems to be the best place.

The originating STA needs a few words about priority for these encapsulated frames in 11.14. Procedures that use them (like in 8A.3 and 8A.4) need to identify the mechanism they are using, with a cross reference to 11.14.

The current AP treats these just like data frames when received over-the-air from the STA. Nothing special. When receiving a response from the target AP over-the-DS, the current AP needs to give them the same priority as Management frames for the downlink. This text also in 11.14.

The target AP needs to recognize the DA matching their BSSID in the over-the-DS frames. The SME of the target AP would first get these frames, and examine the sub-type. This text also in 11.14.  
For frames with sub-type of Encapsulated Management frame, theSME uses a MLME-REMOTE_MANAGEMENT.request interface to pass the frame down to the MAC. The MAC may respond itself (e.g., a Probe Response) and if so, provides the response via MLME-REMOTE_MANAGEMENT.confirm back to the SME, who encapsulates it and sends over-the-DS back to the STA.  If the MAC can’t respond itself (e.g., an Authentication request), the MAC uses the existing MLME-AUTHENTICATION.indication to pass the information to the SME; the SME responds with MLME-AUTHENTICATION.response, as it does presently in the current authentication procedures; the MAC turns that into MLME-REMOTE_MANAGEMENT.confirm; the SME encapsulates that and sends over-the-DS back to the STA. This text also in 11.14.

Interaction with other pending TGr submnissions
Make-before-Break (06/1443r1) mentions an “Indirect Make before Break” in the introductory text, but gives no details in the draft changes. Those changes also allow Association Request (with some restrictions), Association Response, Reassociation Request (with some restrictions), Reassociation Response, and Data. No use case is given for the inclusion of Data frames. If draft text were written that used indirect data frames, they could be incorporated into this design as Content-Type 0002.

TGr pre-authentication (06/832r3) provided the basic design for this submission.  Clause 8.4.6.1 in that submission gives the application and procedures for Content-Type 0000.

Change to TGr D3.0

Change definition 3.95b, Over-the-DS Fast BSS Transition, as follows:

3.95b Over-the-DS Fast BSS Transition: A Fast BSS Transition mechanism in which the STA communicates with the target AP via encapsulated Management frames, sent through the current AP. 
Delete definition 3.125A, Remote Request Broker

Delete acronym RRB, Remote Request Broker

Insert a new clause 7.2.4 as follows:

7.2.4 Encapsulated management frames

The format of the frame body for an encapsulated management frame is as defined in Figure 35a.
	
	Target AP BSSID
	STA MAC Address
	Management Frame control
	Management Frame contents

	octets
	6
	6
	2
	variable


Figure 35a: Encapsulated management frame

The encapsulated Management frame is carried using the general encapsulation mechanism, defined in 7.6. The payload type field in the general encapsulation frame contains the value 0001.

Management frame encapsulation is used by a non-AP STA to exchange management frames (as defined in 7.3.2) with APs other than its currently associated AP.  The STA generates the management frame contents and encapsulates it in a Data frame (described in 7.2.2) with the frame body described by Figure 35a.  This data frame is sent over the WM to the AP with which the STA is currently associated, which forwards the data frame over the DS. The target AP sends the corresponding management response frame to the STA using the same encapsulation.

The Target AP BSSID is the BSSID of the AP involved in the exchange.

The STA MAC address is the MAC address of the STA involved in the exchange.

The Management Frame control is 2 octets, and is defined by Figure 19 in 7.1.3.1.  The Protocol Version field, Type field, and Subtype field shall be set according to 7.1.3.1. All remaining fields shall be set to zero.

The Management Frame content is one of the following:

· Disassociation (see 7.2.3.3)

· Probe request (see 7.2.3.8)

· Probe response (see 7.2.3.9)

· Authentication (see 7.2.3.10)

· Deauthentication (see 7.2.3.11)

· Action.   (see 7.2.3.12 and 7.4)

Procedures for use of encapsulated management frames are given in 11.14.

Delete all changes to clause 7.3.1.11 from this amendment

Change the Editorial Note in 7.3.11 to the following:

EDITORIAL NOTE – TGr has been allocated value 6 from ANA for Table 24 Category values. Need to return that value to ANA as available.

Delete clause 7.4 and all its sub-clauses.

Insert a new clause 7.6, as follow (with contents to override definition in 06/823r3 if 06/823r3 is accepted later):
7.6 General Encapsulation Mechanism

The format used for the general encapsulation mechanism for sending data and management information as data frames is defined below. The Ethertype xx-xx is used with these frames.

	Payload Type Field
	Payload

	2 Octets
	Variable


Figure tbd

EDITORIAL NOTE – Prior to publication of this amendment, an Ethertype will be allocated, and its value inserted above. Ethertypes are assigned by IEEE, see https://standards.ieee.org/regauth/ethertype/ETH-form.shtml.

Type Field Values:

Table tbd
	Payload Type Field Value
	Meaning

	0
	Reserved

	1
	Encapsulated Management Frames, see 7.2.4.

	2-65535
	Reserved


Change the NOTE at end of 8A.1 as follows:
NOTE-- Throughout this clause, the notation Authentication-Request refers to an Authentication frame with the Authen​tication Transaction Sequence number set to 1; Authentication-Response refers to an Authentication frame with the Authentication Transaction Sequence number set to 2; Authentication-Confirm refers to an Authentication frame with the Authentication Transaction Sequence number set to 3; Authentication-Ack or Authentication-Acknowledgement refers to an Authentication frame with the Authentication Transaction Sequence number set to 4. The first parameter to the above four messages is the Authentication Algorithm, such as "Open System Authentication Algorithm" (or short​ened to "Open"), or "Fast BSS Transition Authentication Algorithm" (or shortened to "FT"). The notation FT Request refers to an Authentication frame with the Authentication Transaction Sequence number set to 1, sent using the encapsulated management frame mechanism given in 7.2.4, and sent as a Data frame over the WM from the STA to the currently associated AP. The notation FT Response refers to an Authentication frame with the Authentication Transaction Sequence number set to 2, sent using the encapsulated management frame mechanism given in 7.2.4, and sent as a Data frame over the WM from the currently associated AP to the STA. The notation FT Confirm refers to an Authentication frame with the Authentication Transaction Sequence number set to 3, sent using the encapsulated management frame mechanism given in 7.2.4, and sent as a Data frame over the WM from the STA to the currently associated AP. The notation FT Acknowledgement or FT ACK refers to an Authentication frame with the Authentication Transaction Sequence number set to 4, sent using the encapsulated management frame mechanism given in 7.2.4,a nd sent as a Data frame over the WM from the currently associated AP to the STA. 

Change Figures 158C, 158E, 158G, and 158I removing word “Action” from “FT Action …”, and replaceing “STA” and “Target AP”in  the parameter list to FT Request/Response/Confirm/Ack with “FT”.
Change first paragraph of 8A.3.2 as follows:

For a STA to perform an over-the-DS Fast BSS Transition to a target AP, the STA and the target AP (through the current AP using the encapsulated management frame mechanism given in 7.2.4) shall perform the following exchange:


STA->Target AP: Fast BSS Transition Request(FT, 0, MDIE, FTIE[R0KH-ID, SNonce], RSNIE[PMKR0Name)


Target AP->STA: Fast BSS Transition Response(FT, Status, MDIE, FTIE[R0KH-ID, R1KH-ID, ANonce, SNonce], RSNIE[PMKR0Name])

Change first paragraph of 8A.3.5 as follows:

For a STA to perform an over-the-DS Fast BSS Transition to a target AP in a non-RSN, the STA and the tar​get AP (through the current AP, using the encapsulated management frame mechanism given in 7.2.4) shall perform the following exchange:


STA->Target AP: Fast BSS Transition Request(FT, 0, MDIE[#1445])


Target AP->STA: Fast BSS Transition Response(FT, Status, MDIE[#1445])

Change first paragraph of 8A.4.2 as follows:

For a STA to perform an Over-the-DS Fast BSS Transition with resource request to a target AP, after completing the FT Request/Response exchange given in 8A.4.2 or 8A.4.5 the STA and target AP shall perform the following exchange via the current AP, using the encapsulated management frame mechanism described in 7.2.4:


STA->Target AP: FT Confirm (FT, 0, MDIE, FTIE[MIC, R0KH-ID, R1KH-ID, ANonce, SNonce], RSNIE[PMKR1Name], RIC-Request)


Target AP->STA: FT Acknowledgement (FT, Status, MDIE, FTIE[MIC, R0KH-ID, R1KH-ID, ANonce, SNonce], RSNIE[PMKR1Name], RIC-Response)

Changed the dash list in 8A.5 as follows:

The Fast BSS Transition Authentication sequence described in this subclause is transported in one of several possible frames depending on the circumstances:

- they may all appear as Authentication frames, as described in 7.2.3.10;

- they may all appear as encapsulated Management frames, as described in 7.2.4;

- they may appear as a combination of Authentication frames and Reassociation Frames;

- they may appear as a combination of encapsulated Management frames and Reassociation frames. 

Change 8A.5.1/2/3/4 third and fourth paragraphs as follows:

The MAC address of the STA shall be asserted in the SA field of the message header, or (when the encapsulated management frame mechanism is used) in the STA Address field of the encapsulated management frame.

The BSSID of the target AP shall be asserted in the DA field of the message header, or (when the encapsulated management frame mechanism is used) in the Target AP Address field of the encapsulated management frame.

Delete 8A.7

Delete second sentence in second paragraph after Figure 158AB, starting “For those that require processing by the MAC layer, it generates a MLME-RESERVATION_LOCAL.request…”  Also update the resolution to LB87 comment #1942 as “Accepted. Sentence deleted.”

Delete 10.3.34.5

Delete 10.3.34.6

Change 10.3.35 as follows, and update the resolutions to LB87 comments #1995 (Counter. MLME-RESERVATION_LOCAL deleted), #1997 (Accepted. MLME-RESERVATION_LOCAL deleted), #2001 (Counter. MLME-RESERVATION_LOCAL deleted), #2003 (Accepted. MLME-RESERVATION_LOCAL deleted):

10.3.35 MLME SAP interface for remote management requests

10.3.35.1 MLME-REMOTE_MANAGEMENT.request
10.3.35.1.1 Function

This primitive is used by the SME to indicate to the MAC that it received an encapsulated management message from a remote STA, and that the MAC should process this management message as if it has been received over the wireless medium. 

10.3.35.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-REMOTE_MANAGEMENT.request 
(

PeerMACAddress,
ManagementFrameType
Contents of Management Frame






)

Name
Type
Valid range
Description

PeerMACAddress
MAC Address
Any valid individual MAC address
Specifies the MAC address of the STA that issued the Action Frame.

ManagementFrameType
Octet string
Two octets
Specifies the Frame Control field of the Management Frame issued by the STA.

Content of Management Frame
Sequence of octets
As defined in 7.2.3
The Management Frame received from the STA.

10.3.35.1.3 When generated

This primitive is generated by the SME when it receives a general encapsulation packet over the DS, with Payload Type value 1, indicating an encapsulated Management frame. 

10.3.35.1.4 Effect of receipt

Upon receipt of this primitive, the MAC interprets the management frame as if it had received the management message over the wireless medium, and generates MLME-REMOTE_MANAGEMENT.confirm with the response.

10.3.35.2 MLME-REMOTE_MANAGEMENT.confirm
10.3.35.2.1 Function

This primitive is used by the MAC to respond to a MLME-REMOTE_MANAGEMENT.request. 

10.3.35.2.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-REMOTE_MANAGEMENT.confirm 
(

PeerMACAddress,
ManagementFrameType,
Content of Management Frame

)

Name
Type
Valid range
Description

PeerMACAddress
MAC Address
Any valid individual MAC address
Specifies the MAC address of the STA that is the destination of the Action Frame

ManagementFrameType
Octet string
Two octets
Specifies the Frame Control field of the Management Frame response issued by the MAC.

Content of Management Frame
Sequence of octets
As defined in 7.2.3
The Management Frame to send to the STA in response to its request.

10.3.35.2.3 When generated

This primitive is generated by the MAC when it has completed processing of a management frame that was received from a remote STA through the encapsulated Management frame mechanism. 

10.3.35.2.4 Effect of receipt

Upon receipt of this primitive, the SME forwards the management frame response to the STA over the DS, using the encapsulated management frame mechanism.

















Insert new clause 11.14 as follows:

11.14 Encapsulated management frames

11.14.1 Overview
An encapsulated management frame is a data frame containing a management frame, as described in 7.2.4. Examples are Probe Request, Disassociate, Deauthenticate, and Authentication frames which are generated by the non-AP STA and directed to an AP other than the one to which the STA is currently associated.  This provides a mechanism that allows a STA to communicate and examine capabilities of APs either outside of the radio range, or without leaving the current radio channel. In the following discussion, the currently associated AP is referred to as the current AP, and the destination of the management frame is referred to as the target AP.

An example of this exchange is shown in Figure 204a for an encapsulated Probe Request frame.
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Figure 204a: Encapsulated Management frame: Probe Request/Response
11.14.2 Procedures at the non-AP STA

The encapsulated management frame shall be one of the types: Disassociation, Probe Request, Probe Response, Authentication, Deauthentication.

The STA should verify that the target AP is reachable over the DS. Such assurance is provided by the Mobility Domain Identifier being equal to that of the currently associated AP. Other mechanisms that provide this assurance are beyond the scope of this standard.

The SME of the STA generates the encapsulated management frame, and sends it to the MAC using the MA-UNITDATA.request primitive.  In a QoS STA, encapsulated management frames shall be sent using the access category AC_VO without being restricted by admission control procedures. In a non-QoS STA encapsulated management frames shall receive priority treatment matching management frames.
11.14.3 Procedures at the AP

When the AP receives a data frame over the WM with Ethertype matching the general encapsulation mechanism value, it does no special processing.  It is forwarded over the DS to the destination address given in the data frame, as would any other data frame.
When the AP receives a packet over the DS with (1) Ethertype matching the general encapsulation mechanism value, (2) destination address matching one of its associated STAs, and (3) Content type having the value 1, then the procedures of this paragraph apply. This is the case of the AP that is currently associated with the STA initiating the request having received a reply from the target AP. The AP shall forward the packet to the STA as a data frame.  In a QoS AP, encapsulated management frames shall be sent using the access category AC_VO without being restricted by admission control procedures. In a non-QoS AP, encapsulated management frames shall receive priority treatment matching management frames.

When the AP receives a packet over the DS with (1) Ethertype matching the general encapsulation mechanism value, (2) destination address matching its BSSID, and (3) Content Type value 1, then the procedures of the remainder of this clause apply. This is the case of the target AP receiving the encapsulated management frame. The SME of the AP shall issue a MLME-REMOTE_MANAGEMENT.request primitive to the MAC to request processing of the management frame by the MAC.
When the MAC of the target AP has completed processing of the management frame, and it is a management frame that requires a response, it generates a MLME-REMOTE_MANAGEMENT.confirm primitive, which informs the SME of the results and the information elements to include in the response. The SME encapsulates the response and sends this response as a data packet over the DS to the STA that originated the request.

Processing of the management frame by the MAC may involve MLME primitives to the SME. Such would be the case for Authentication management frames; the SME responds to a MLME-AUTHENTICATE.indication with MLME-AUTHENTICATION.response primitive.

An example of the MLME interaction for an Authentication management frame is shown in Figure 204b.
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Figure 204b: Encapsulated Management frame: Authentication frame
Annex A

Change row PC35.5 
PC35.5 Encspsulated Management Frames 7.2.4, 7.6, 11.14  PC35:M  Y-N-N/A
LB87 comments addressed by acceptance of this submission:
	77
	Counter. RRB deleted as mechanism for over-the-DS FT.

	78
	Counter. RRB deleted as mechanism for over-the-DS FT.

	94
	Accepted. Text changes in 11-06-1622.

	95
	Counter. RRB deleted.

	1833
	Accepted. Text changes in 11-06-1622.

	1835
	Accepted. Text changes in 11-06-1622.

	1840
	Counter. Clause 8A.7 deleted.

	1841
	Counter. Clause 8A.7 deleted.

	1849
	Counter. Clause 8A.7 deleted.

	1850
	Counter. Clause 8A.7 deleted.

	1859
	Counter. Clause 8A.7 deleted.

	1860
	Accepted. Text changes in 11-06-1622.

	1863
	Counter. Clause 8A.7 deleted.

	1864
	Counter. Clause 8A.7 deleted.

	1942
	Accepted. Sentence deleted.

	1995
	Counter. MLME-RESERVATION_LOCAL deleted.

	1997
	Accepted. MLME-RESERVATION_LOCAL deleted.

	2001
	Counter. MLME-RESERVATION_LOCAL deleted.

	2003
	Accepted. MLME-RESERVATION_LOCAL deleted.

	2007
	Accepted. Text changes in 11-06-1622.
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Abstract


LB87 Comment #1835 stated:


The communication between the STA and the target AP over the DS is broken into two phases - first the over the air-to-the-current-AP-using-action-frames, and then the RRB-over-the-DS phase. Why does the current AP have to be in the middle of this? It seems that the RRB function could be eliminated by introducing a more general encapsulation mechanism, such as that proposed in 06/832r3.


And had a proposed resolution as follows:


Incorporate the general encapsulation Ethertype proposed in 06/832r3, inserting a new clause 7.6, defining an FT Type field value. This is an extensible framework, enabling STA to DS communication and takes the current AP out of the middle.








This submission attempts to put some meat on this skeleton.
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