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General plan of the two clauses:

8.5A.6 Fast BSS Transition key holders

First paragraph: description of the PMK-R0 key holder

Second paragraph: description of the PMK-R1 key holder.

Third paragraph: description of R0KH/R1KH in terms of the Authenticator and AP

Fourth paragraph: description of the identifiers R0KH-ID and R1KH-ID

Fifth paragraph: requirements for R0 Key Holder

Sixth paragraph: requirements for R1 Key Holder

8.5A.7: Assumptions for PMK-R1 distribution within a Mobility Domain

First paragraph: Assumptions on the trustworthy channel between R0KH and R1KH

Change 8.5A.6 and 8.5A.7 as follows: 


8.5A.6 Fast BSS Transition key holders


The PMK-R0 shall be stored in a component called the PMK-R0 Key Holder. The PMK-R0 Key Holder derives the PMK-R0 key for use in the Mobility Domain utilizing either the MSK (when the AKM negotiated is 00-0F-AC:3) or the PSK (when the AKM negotiated is 00-0F0AC:4). The PMK-R0 Key Holder shall be responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain. 
The PMK-R1 shall be stored in a component called the PMK-R1 Key Holder. The PMK-R1 Key Holder shall derive the PTK mutually with the STA. 
The R0KH and R1KH are responsible for the derivation of keys in the FT key hierarchy. For Fast BSS Transition, the functions of the IEEE 802.1X Authenticator are distributed among the R0KH, and R1KH in the AP. 
Each Key Holder is assumed to be addressable as a distinct entity. Each Key Holder name is assumed to be expressed as a unique identifier within the Mobility Domain. This identifier is communicated to the STA and other key holders, and is bound into the key derivation. Each key holder name shall be mapped to a physical entity in the DS where it resides. 
The R0KeyHolder shall meet the following requirements: 
— The R0KeyHolder shall be co-resident with the NAS Client functionality of the IEEE 802.1X Authenticator. 
— The R0KeyHolder identifier (R0KH-ID) shall be set to the NAS ID as defined in RFC 2865. 
— When the PMK-R0 lifetime expires, the R0KeyHolder shall delete the PMK-R0 SA and should revoke all PMK-R1s derived from the PMK-R0. 
The R1KeyHolder shall meet the following requirements: 
— The R1KeyHolder identity (R1KH-ID) shall be set to the MAC address of the physical entity that stores the PMK-R1 and uses it to generate the PTK. That same MAC address shall be used to advertise the PMK-R1 identity to the STA and the R0KH. 
— The R1KeyHolder shall provide the IEEE 802.1X Authenticator function to derive and distribute the GTK to all connected STAs. 
— When the PMK-R1 lifetime expires, the R1KeyHolder shall delete the PMK-R1 PMKSA and shall revoke all PTKSAs derived from the PMK-R1 using the MLME-DELETEKEYS primitive. 
8.5A.7 Assumptions for PMK-R1 distribution within a Mobility Domain

The PMK-R0 Key Holder and the PMK-R1 Key Holder are assumed to have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties.  This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context, and the associated key authorizations.  The protocol for distribution of keying material from the PMK-R0 key holder to the PMK-R1 key holder is outside the scope of this specification.






Alternate view of the changes being made:

Line by line: where it went and what was changed in it.

8.5A.6 Fast BSS Transition key holders

Leave this title unchanged.  
8.5A.6.1 Key Holder requirements 
Drop the fourth level heading, since the next subheading, 8.5A.6.2 is being changed to 8.5A.7.

The R0 and R1 key holders are responsible for the derivation of keys in the FT key hierarchy. For Fast BSS Transition, the functions of the IEEE 802.1X Authenticator are distributed among the R0KH, and R1KH. 
Moved to third paragraph of 8.5A.6. R0 changed to R0KH, R1 changed to R1KH. R0KH and R1KH at end of second sentence clarified to be “in the AP.”

Each key holder shall have a name that is communicated to the STA and other key holders which is bound into the key derivation. 
Moved to fourth paragraph of 8.5A.6. Sentence combined with another “The identities of the Key Holders are assumed to be the same as those advertised to the STA.” and changed to “This identifier [unique identifier within the Mobility Domain] is communicated to the STA and other key holders, and is bound into the key derivation.”

Each key holder name shall be mapped to a physical entity in the DS where it resides. 
Moved to end of fourth paragraph of 8.5A.6. 

The R0KeyHolder shall meet the following requirements: 
— The R0KeyHolder shall be co-resident with the NAS Client functionality of the IEEE 802.1X Authenticator. 
— The R0KeyHolder identifier (R0KH-ID) shall be set to the NAS ID as defined in RFC 2865. 
— When the PMK-R0 lifetime expires, the R0KeyHolder shall delete the PMK-R0 SA and should revoke all PMK-R1s derived from the PMK-R0. 
The R1KeyHolder shall meet the following requirements: 
— The R1KeyHolder identity (R1KH-ID) shall be set to the MAC address of the physical entity that stores the PMK-R1 and uses it to generate the PTK. That same MAC address shall be used to advertise the PMK-R1 identity to the STA and the R0KeyHolder. 
— The R1KeyHolder shall provide the IEEE 802.1X Authenticator function to derive and distribute the GTK to all connected STA's. 
— When the PMK-R1 lifetime expires, the R1KeyHolder shall delete the PMK-R1 SA and shall revoke all PTKs derived from the PMK-R1 using the MLME-DELETEKEYS primitive. 
Unchanged, following fourth paragraph of 8.5A.6.
8.5A.6.2 PMK-R1 distribution within a Mobility Domain Assumptions

Changed to 8.5A.7, Assumptions for PMK-R1 distribution within a Mobility Domain

The STA first derives PMK-R0 keys for use in fast BSS transitions (via the FT Initial Mobility Domain Association procedures defined in 8A.2) utilizing information from the target AP as defined in 8.5A.4. 
Informative sentence, duplicates other text already present in other clauses. Dropped from here, as procedures at the STA don’t really fit with key holder identities, nor with PMK-R1 distribution.

When the AKM negotiated is 00-0F-AC:3, the PMK-R0 Key Holder derives the PMK-R0 key utilizing the MSK acquired through IEEE 802.1X authentication; when the AKM negotiated is 00-0F-AC:4, the PMKR0 key is derived using the PSK. Each PMK-R0 Key Holder is responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain.
Moved to first paragraph of 8.5A.6, and first sentence rewritten slightly. New text is “The PMK-R0 Key Holder derives the PMK-R0 key for use in the Mobility Domain utilizing either the MSK (when the AKM negotiated is 00-0F-AC:3) or the PSK (when the AKM negotiated is 00-0F0AC:4).”

The PMK-R0 Key Holder is responsible for transmitting the derived PMK-R1 keys securely to those key holders, along with the PMKR1Name value and KeyLifetime associated with that PMK-R1. 
This sentence deals with key transfer, so is placed in 8.5A.7. Considered a duplicate of another sentence that reads “This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context, and the associated key authorizations.”

Each PMK-R1 Key Holder shall derive the PTK mutually with the STA. 
Added to second paragraph in 8.5A.6 (which discusses the R1KH)

The PMK-R0 shall be stored in a component called the PMK-R0 Key Holder. 
Added to first paragraph in 8.5A.6 (which discusses the R0KH)

The PMK-R1 shall be stored in a component called the PMK-R1 Key Holder. 
Added to second paragraph in 8.5A.6 (which discusses the R1KH)

The PMK-R1 can be pushed from the PMK-R0 Key Holder to the PMK-R1 Key Holder, or pulled by the PMK-R1 Key Holder from the PMK-R0 Key Holder. 
If applicable, this is placed after the description of the trustworthy channel, in 8.5A.7. This sentence was removed by the three-party-protocol, since it forced a “pull” model only. Added back by the submissions that add a “push” model.
The PMK-R0 Key Holder and the PMK-R1 Key Holder have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties. This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context and the associated key authorizations. 
Placed at beginning of 8.5A.7, as it discusses the trustworthy channel between R0KH and R1KH. 

Each Key Holder is assumed to be addressable as a distinct entity. Each Key Holder is assumed to be expressed as a unique identifier within the Mobility Domain. 
Moved to fourth paragraph of 8.5A.6, as it discusses the key holder identifiers.

The identities of the Key Holders are assumed to be the same as those advertised to the STA.
Combined with another similar sentence, to read “This identifier is communicated to the STA and other key holders.”

Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.





Abstract


This document contains the text changes needed to implement the proposed resolution to twenty three of the LB87 comments categorized as “issue #30: Key Distribution - General”, specifically #865, 946, 947, 952, 954, 970, 977, 979, 980, 981, 983, 998, 1011, 1035, 1043, 1085, 1120, 1122, 1339, 1471, 1491, 2031, and 2032.





Many other comments are resolved as side-affects of these; a total of 329 LB87 comments would be resolved by acceptance of this submission.
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Abstract





By other submissions, 8.5A.6.1 and 8.5A.6.2 are proposed to be restored from D2.2, with Key Holder identity and key transfer requirements.





In producing submissions that restore this text from D2.2, as Editor, I’m struck by how disorganized those two subclauses are. While every sentence was individually negotiated, and we reached consensus sentence-by-sentence, they just don’t fit together.





Editor believes that these two subclauses should be shuffled, sentence by sentence, and reorganized to place all the Key Holder identity requrements/assumptions in one subclause, and all the key transfer requirements/assumptions in a separate clause.





This submission proposes the editorial changes needed to reorganize these two subclauses.
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