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This submission assumes that neither 11-06-1612 nor 11-06-1613 were accepted, but that 11-06-1596 was accepted. It is based on D3.0 as modified by 11-06-1596.
A “push” capability is added to the D3.0 three-party-protocol by making the cryptographic authentication of the R1KH optional.  Thus, the R0KH is allowed to send the PMK-R1 to the R1KH based on administrative configuration, without explicit authorization from a STA.

The STA can request authentication of the R1KH through use of the R1DIST optional parameter in the FTIE. If the R1DIST is present in the FT Request, the R1KH shall contact the R0KH for the proper response and pass it on to the STA in the FT Response. 

If the STA does not include such R1DIST optional parameter, then the R1KH may use the PMK-R1 obtained via an earlier exchange with the R0KH (either by a push or a pull).

Support for the R1KH authentication is indicated by a policy bit in the MDIE. 

Changes to D3.0 (as modified by 11-06-1596):
7.3.2.45:

Change Figure 112T to define bit 4 as “R1KH Authentication”, leaving bits 5-7 as “reserved”

Add a new paragraph at end of 7.3.2.45:

R1KH-authentication is set to true if the AP supports the key distribution and authentication protocol described in 8.5A.7.

8.5A.7:

Insert near/at the end of the first paragraph “The PMK-R1 can be transferred from the PMK-R0 Key Holder to the PMK-R1 Key Holder at any time (a “push” operation), or transferred on request from the PMK-R1 Key Holder (a “pull” operation). However, if the STA requires key holder authentication of the R1KH, only the latter is possible.”
Change first phrase of second paragraph from “The Key distribution Protocol is intiated by the STA by…” to “Key holder authentication is an optional procedure that may be requested by a STA. Availability of this procedure is advertised by the AP in the FT resource and resource policy value of the MDIE, and shall not be requested of an AP that does not advertise its support. This procedure is initiated by…”

8A.1.1:

Add to second paragraph: “R1KH-authentication shall be set according to the value of the MIB variable dot11FTR1KHAuthenticationEnabled.”

Add at end of subclause

NOTE – It is assumed by this standard the the value of dot11FTR1KHAuthenticationEnabled will be administered consistently across the Mobility Domain.

8A.3.1 and 8A.3.2:
Change “If the STA has no record of authorizing the target AP…” to “If the STA is utilizing the key holder authentication procedure, and has no record of authorizing the target AP…”

Change “If an R1DIST was present in the Authentication-Request then…” to “If an R1DIST was present in the Authentication-Request and the AP supports R1KH-Authentication, then…”

8A.5.1:

Change “If the STA has no record of previously authorizing the R1KH…” to “If the STA is utilizing the key hold authentication procedure, and has no record of authorizing the R1KH…” (once in initial paragraph, and again in FTIE contents definition)

8A.5.2:

Change “If the STA included an R1DIST optional parameter in the fast BSS transition request, then…” to “If the STA included an R1DIST optional parameter in the fast BSS transition request, and the AP supports R1KH-Authentication, then…”
A:

Add a PICS entry: PC35.13 “R1KH Authentication procedures” referencing 8.5A.7, Status PC35:O, with support Y/N/N/A.

D:

Add to dot11FastBSSTransitionConfigEntry, dot11FTR1KHAuthenticationEnabled, TruthValue.

Add after dot11ReassociationDeadline,

dot11FTR1KHAuenticationEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

   DESCRIPTION

“When this object is set to TRUE, this shall indicate that the R1KH Authentication protocol described in 8.5A.7 is enabled on this AP entity.”

Resolve LB87 comments as follows:

	485
	Accepted. Text changes to MDIE definition in 11-06-XXXX.

	784
	Counter. Push model added to key distribution protocol

	785
	Counter. Push model added to key distribution protocol

	820
	Counter. Push model added to key distribution protocol

	873
	Accepted. Key authentication protocol optional

	949
	Counter. Push model added to key distribution protocol

	950
	Counter. Push model added to key distribution protocol

	951
	Counter. Push model added to key distribution protocol

	957
	Accepted. Push model added to key distribution protocol

	966
	Accepted. Text changes in 11-06-XXXX

	968
	Accepted. Text changes in 11-06-XXXX

	969
	Accepted. Text changes in 11-06-XXXX

	972
	Accepted. Text changes in 11-06-XXXX

	984
	Accepted. Text changes in 11-06-XXXX

	1001
	Accepted. Text changes in 11-06-XXXX

	1002
	Accepted. Text changes in 11-06-XXXX

	1003
	Accepted. Text changes in 11-06-XXXX

	1004
	Accepted. Text changes in 11-06-XXXX

	1005
	Accepted. Text changes in 11-06-XXXX

	1006
	Accepted. Text changes in 11-06-XXXX

	1007
	Accepted. Text changes in 11-06-XXXX

	1008
	Accepted. Text changes in 11-06-XXXX

	1009
	Accepted. Text changes in 11-06-XXXX

	1012
	Accepted. Text changes in 11-06-XXXX

	1572
	Counter. Push model added to key distribution protocol

	2037
	Accepted. Text changes in 11-06-XXXX

	2042
	Accepted. Text changes in 11-06-1596 and 11-06-XXXX
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Abstract


Several comments in LB87 requested that the 3-party-protocol in D3.0 for PMK-R1 key distribution be made optional.





This submission specifies the exact changes being requested to D3.0, and the resolution text for the comments that requested this.
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