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Introduction
The basic premise behind this submission is that a certain amount of mutual distrust is a good thing.  Specifically, while the TGr amendment can require (through stating assumptions about a data transfer protocol that is out of scope of 802.11) that keys be transferred only between trusted parties, it is reasonable for the STA to request (or demand) verification that this is the case. Such was the basic premise of 11-06-0637-00, which was accepted into the TGr draft at the Melbourne meeting – “trust but verify”.
However, the mechanism defined in 11-06-0637-00 performed the verification of the security association through the exchange of encrypted nonces generated by a variant of the MSK, and a SHA-256 hash of the nonce values. This exchange occurred between the STA and the R0KH, which resulted in an exchange of messages with the R0KH at the time of transition. This potentially results in additional latency in performing the BSS transition.  It is desired that a scheme be incorporated that enables distribution of the keys prior to transition (e.g. a “push” instead of a “pull”).

This submission proposes a “push” model for PMK-R1 key distribution to complement the existing “pull” model that exists in D3.0. However, due to the changed cryptographic basis of this new scheme, the actual text changes to D3.0 appear more as a complete replacement of the existing scheme. Also the assumptions needed of the out-of-scope protocol that is actually used to transfer the information between the R0KH and the R1KH have changed, leading to changes in the text of 8.5A.6.2 that was resurrected from D2.2.
Overview of the Key transfer mechanism

After a successful EAP authentication, both the Authenticator (the R0 Key Holder, identified by R0KH-ID or NAS-ID) and the Supplicant (the mobile station, or STA) both hold the MSK.  This key is used to derive several key variants, (1) PMK-R0, which is used for generating further variants used as symmetric keys for data transmission, and (2) R0KH-Distribution-Key, which is used to generate further variants used as key-encryption-keys for transfer of the symmetric keys. Possibly other variants are also derived from the MSK for other purposes.
The R0KH generates the PMK-R1 for the R1KH, using the procedures already defined in D3.0.  Rather than simply sending this key and its attributes to the R1 Key Holder, it uses a “wrapping key” to wrap the package in such a way that the R1 Key Holder can’t access the contents without two critical pieces of information: (1) a mutually shared key between the R0KH and the R1KH (to prove that the R1KH is an authorized element in the “infrastructure”, and (2) a key provided by the STA (to prove to the STA that the R1KH is an authorized element in the “infrastructure”).

This key wrapping scheme is a type of “key notarization”. A general reference for further information on key notarization is in chapter 15 of A. Menezes, Handbook of Applied Cryptography, CRC Press, 1996. This book is available online at http://www.cacr.uwaterloo.ca/hac/about/chap15.pdf.  Also patent application #4,386,233 describes such a scheme (the owner of that patent, issued in 1980, and whether it is still in force, is not known to this submitter).

It is assumed for this procedure that the R0KH and R1KH will possess a shared secret, here called “K”, the derivation of which is outside the scope of this specification. Such a shared secret could be configured in each administratively, or could be generated dynamically through a key generation protocol (Kerberos, IKE, Diffie-Helman, X.509 certificates, etc). There is no requirement for confidentiality of the information sent between R0KH and the R1KH.
Both the STA and the R0KH generate PMK-R0 and R0KH-Distribution-Key from the MSK or PSK.  For each R1KH in the mobility domain, R0KH generate the STA-contribution-key as HMAC-SHA256(R0KH-Distribution-Key, R1KH-ID).  R0KH further generates the R1-wrapping-key as HMAC-SHA256(K || STA-contribution-key, R1KH-ID). R0KH then uses this R1-wrapping-key to encrypt the PMK-R1 and sends it to the R1KH. R0KH can either send this information in advance of its need (i.e., a “push”), or on request from the R1KH (i.e., a “pull”).

When the STA starts a Fast BSS Transition to an AP that is advertising this R1KH, it generates the STA-contribution-key as PRF(R1-Distribution-Key || R1KD-ID), and sends this to the R1KH in the first message of the FT Authentication sequence.

The R1KH uses the STA-contribution-key and calculates the R1-wrapping-key as PRF(K || STA-contribution-key || R1KH-ID).  It then unwraps the package from the R0KH, and extracts the PMK-R1.

Security Threats
There is no longer any requirement that the information passed between the R0KH and R1KH be done over a secure channel.  Publication in the New York Times is adequate for the dissemination of the wrapped PMK-R1s. So a large class of security threats are removed through this alone.

The main threat that this scheme is preventing is from an unauthorized device obtaining the PMK-R1 (through whatever breakdown in the security being provided by the “infrastructure”), and using that PMK-R1 to masquerade as a STA and associating with a proper AP/R1KH in the mobility domain.  Since the STA needs to demonstrate that it holds the STA-contribution (and therefore needs to hold the MSK that generated it), merely obtaining a PMK-R1 is not sufficient to obtain service.

The second threat that this scheme is preventing is that the unauthorized device that obtained the wrapped PMK-R1 uses it to masquerade as an AP in the Mobility Domain.  Since this unauthorized device will not possess the shared secret K, the key unwrap will produce junk, and the STA will detect this by a MIC failure in message #4 of the authentication sequence. This failure could be detected earlier, through the R1KH returning some verifiable information from the “package” to the STA in message #2; if such earlier detection is considered worthwhile, it will be done through a separate submission.

Various denial-of-service threats exist in this key distribution protocol, but none that are new.  A typical example is a man-in-the-middle attack that results in a corrupted wrapped PMK-R1 being delivered to the R1KH.  The Fast BSS Transition will fail with a MIC failure in messages #3 and #4.  Such a man-in-the-middle attack already exists with all key distribution protocols, since corrupting the data being transferred prevents the key distribution. This is no change from the D2.2 or D3.0 design.

It is still possible for deliberate implementation compromises of the keying material, and thus avoiding the cryptographic calculations in the key wrapping. For instance, if the R0KH were to send the PMK-R1 to the R1KH without the wrapping, the R1KH could just ignore the STA-contribution-key and continue. Anything generated by the R0KH to be returned to the STA as confirmation that the key blob was unwrapped would similarly be subject to deliberate implementation compromises.  Same problem exists in D3.0. No solution exists to this problem in general, as it is assumed that the entities will keep the key material secret.

Major changes to D3.0

The previous contents of 8.5A.6.1 and 8.5A.6.2 on D2.2 are being restored, with some modifications for the changed assumptions of the communication channel between R0KH and R1KH. While every sentence of D2.2 is believed to be included in the new text, it has been significantly shuffled.
The NAS-ID is being returned to its use as an identifier of the R0KH (as was stated in 8.5A.6.1 in D2.2), so its inclusion in Beacons and Probe Responses is being removed.

The key distribution protocol requires that the STA know the R1KH-ID prior to the start of the authentication sequence. It is therefore being added to Beacons, Probe Responses, and Neighbor Reports. In the case of Beacons and Probe Responses, this effectively replaces the NAS-ID that was present in D3.0. R1KH-ID is being defined here as 6 octets; a subsequent submission will propose that the R1KH-ID be reduced to 4 octets to save some space in Beacons and Neighbor Reports. 
Make the following changes to D3.0:
7.2.3.1: 

Change row 31 of Table 8, NAS-ID, to Fast Transition Information, with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”
7.2.3.9: 

Change row 30 of Table 15, NAS-ID, to Fast Transition Information, with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”
7.2.3.10: 

Delete rows 10 and 11 of Table 16, R1 Distribution Token, and R1 Distribution Valid. Delete mention of R1 distribution token and R1 distribution valid from Table 17.

7.3.2:

Delete Element ID 58 from Table 26, R1 Distribution Token.

Delete Element ID 59 from Table 26, R1 Distribution Valid.

7.3.2.37:

Insert a new row into Table 43b with Sub-Element ID=3, and Name= “PMK-R1 Key Holder ID”

Change the row marked “Reserved” to 4-220.

Before the final paragraph of 7.3.2.37 (which starts “The Vendor Specific sub-element…”) insert the following:

The PMK-R1 Key Holder ID sub-element contains the R1KH-ID subfield as shown in Figure 112ga. The R1KH-ID subfield shall not be included if the R1KH-ID of the reported AP is not known.

Add Figure 112ga, 1 octet Sub-Element ID, 1 octet Length, 6 octets R1KH-ID, and title “PMK-R1 Key Holder ID sub-element format”

The value of the PMK-R1 sub-element length field in octets is 6.

The R1KH-ID field is 6 octets long and contains the R1KH-ID of the reported AP.

7.3.2.46:

Change Figure 112U to show R1KH-ID as the first item. R1KH-ID length 6.

Add to the paragraph starting “The Length field…” “If the FTIE contains only the R1KH-ID, then the length field contains the value 6.”

Add paragraph below Figure 112U “R1KH-ID indicates the AP’s key holder identity, which is used by the STA for deriving the PMK-R1 keys. It is encoded following the conventions from 7.1.1.” (as updated by approved comments directed to this existing text).

Change row “R1KH-ID” in Table 34A to “STA Contribution Key” and length from “6” to “32”

Change sentence below Table 34A to “STA Contribution Key may appear in the FTIE sent by the STA to the AP, and contains the key calculated by the procedures of 8.5A.7.1.”

7.3.2.49:

Delete this clause.
7.3.2.50:

Delete this clause.

7.3.2.51:

Delete this clause.

7.4.7.1:

Delete row 4 of Table 57C, R1DISTIE.

7.4.7.2:

Delete rows 4 and 5 of Table 57D, R1DISTIE and R1DISTVIE.

8.5A.1:

Change fifth paragraph as follows:

The FT key hierarchy derives its keys using a Key Derivation Function (KDF) as defined in 8.5A.3 with separate labels to further distinguish derivations. Each level of the hierarchy derives keys for the level below it. While the protocol for distribution of keying material from the PMK-R0 key holder to the PMK-R1 key holders is outside the scope of this specification, the requirements for the cryptographic calculations of the information being exchanged are contained in 8.5A.7. However, to ensure security, this key hierarchy requires that keys only be distributed down the key hierarchy, and by the use of a secure transport protocol.
8.5A.4:

Delete key derivation for “mk”. Delete dash list items for KDF-256, mk, and “Distribution of PMK-R1”.

Change KDF-384 of R0-Key-Data to KDF-640
Add after PMK-R0Name, R0KH-Distribution-Key = L(R0-Key-Data, 384, 256)

Change definitions of KDF-256 below to KDF-640, and delete definition of KDF-384.

8.5A.6:

Replace this clause (integrating prior approved comment resolutions into this text as appropriate) with:

8.5A.6 Fast BSS Transition key holders

The PMK-R0 shall be stored in a component called the PMK-R0 Key Holder. The PMK-R0 Key Holder derives the PMK-R0 key for use in the Mobility Domain utilizing either the MSK (when the AKM negotiated is 00-0F-AC:3) or the PSK (when the AKM negotiated is 00-0F0AC:4). The PMK-R0 Key Holder shall be responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain. 
The PMK-R1 shall be stored in a component called the PMK-R1 Key Holder. The PMK-R1 Key Holder shall derive the PTK mutually with the STA. 
The R0KH and R1KH are responsible for the derivation of keys in the FT key hierarchy. For Fast BSS Transition, the functions of the IEEE 802.1X Authenticator are distributed among the R0KH, and R1KH in the AP. Each Key Holder is assumed to be addressable as a distinct entity. Each Key Holder name is assumed to be expressed as a unique identifier within the Mobility Domain. This identifier is communicated to the STA and other key holders, and is bound into the key derivation. Each key holder name shall be mapped to a physical entity in the DS where it resides. 
The R0KeyHolder shall meet the following requirements: 
— The R0KeyHolder shall be co-resident with the NAS Client functionality of the IEEE 802.1X Authenticator. 
— The R0KeyHolder identifier (R0KH-ID) shall be set to the NAS ID as defined in RFC 2865. 
— When the PMK-R0 lifetime expires, the R0KeyHolder shall delete the PMK-R0 SA and should revoke all PMK-R1s derived from the PMK-R0. 
The R1KeyHolder shall meet the following requirements: 
— The R1KeyHolder identity (R1KH-ID) shall be set to the MAC address of the physical entity that stores the PMK-R1 and uses it to generate the PTK. That same MAC address shall be used to advertise the PMK-R1 identity to the STA and the R0KH. 
— The R1KeyHolder shall provide the IEEE 802.1X Authenticator function to derive and distribute the GTK to all connected STAs. 
— When the PMK-R1 lifetime expires, the R1KeyHolder shall delete the PMK-R1 PMKSA and shall revoke all PTKSAs derived from the PMK-R1 using the MLME-DELETEKEYS primitive. 
8.5A.7 Assumptions for PMK-R1 distribution within a Mobility Domain

The PMK-R0 Key Holder and the PMK-R1 Key Holder are assumed to have a channel between them that can be used to reliably exchange binary information.  The PMK-R0 Key Holder is responsible for transmitting the derived PMK-R1 keys securely to the PMK-R1 Key Holders, along with the PMKR1Name value and KeyLifetime associated with that PMK-R1.  The PMK-R1 can be pushed from the PMK-R0 Key Holder to the PMK-R1 Key Holder, or pulled by the PMK-R1 Key Holder from the PMK-R0 Key Holder. 
The PMK-R0 Key Holder and the PMK-R1 Key Holder are assumed to have a shared secret, referred to in this subclause as K. The method used by the PMK-R0 Key Holder and the PMK-R1 Key Holder to generate this shared secret is outside the scope of this specification. However, numerous protocols (e.g. Kerberos, IKE, Diffie-Hellman, X.509 certificates) exist that may be used to dynamically generate such a shared secret, or it may be administratively configured. 
This standard assumes that the following procedures describe the key transfer between the R0KH and the R1KH.  For each R1KH in the Mobility Domain, the R0KH generates an additional component to the shared secret, called the STA-contribution-key. It is assumed to be calculated as
STA-contribution-key = HMAC-SHA256(R0KH-Distribution-Key, R1KH-ID)

The R0KH then generates a key encryption key as

R1-wrapping-key = HMAC-SHA256(K || STA-contribution-key, R0KH-ID || R1KH-ID)

The R0KH then assembles the PMK-R1, the PMK-R1 context, and the associated key authorization, and performs the NIST AES Key Wrap algorithm, using the R1-wrapping-key.  This wrapped key, along with PMKR1Name, is sent over the reliable communications channel to the R1KH. 

When the R1KH has obtained the STA-contribution-key from the STA during the Fast BSS Transition exchange, it calculates the R1-wrapping-key by the formula given above, and unwraps the package from the R0KH using the NIST AES Key Wrap algorithm using the R1-wrapping-key.

8A.1.1:

Change “The NAS-Id of the authenticator associated with the AP advertising Fast BSS Transition capability shall be the value of dot11FTNASID.” to: “The R1KH-ID in the FTIE shall be the value of dot11FTR1KeyHolderID.”
8A.2.1:

Change dash list item for “Message 2” as follows “the STA shall include the PMKR1Name in the PMKID field of the RSNIE as well as including the FTIE and MDIE. The PMKR1Name shall be as calculated by the STA according to the procedures of 8.5A.5. The MDIE shall be the same as that provided in the AP’s (Re)association Response. The FTIE shall contain the values for R0KH-ID and R1KH-ID as were provided in the AP’s (Re)association Response. The FTIE shall also contain the STA-contribution-key, calculated as HMAC-SHA256(R0KH-Distribution-Key, R1KH-ID).”

8A.3.1 and 8A.3.2:

Change “If the STA has no record of authorizing the target AP to be a PMK-R1 holder it shall include an R1DIST IE in its Authentication-Request (see clause 8.5A.6). If an R1DIST IE was present in the Authentication-Request than an R1DIST IE and an R1DISTV IE must be in the accompanying Authentication-Response (and must be correctly processed according to clause 8.5A.6) or authentication shall be deemed to have failed.”

To “If the STA has no record of authorizing the target AP’s R1KH to be a PMK-R1 holder it shall include a STA-contribution-key in its Authentication-Request (see clause 8.5A.7). The target AP can use the PMKR0Name to derive the PMKR1Name, and if the target AP does not have the key identified by PMKR1Name, it may retrieve that key from the R0KH identified by the STA. See 8.5A.7.”

8A.5:

Delete rows “R1 Distribution” and “R1 Distribution Valid” from Table 64A.

8A.5.1:

Change “If the STA has no record of previously authorizing the NAS identified by the target AP’s NAS-Id it includes an R1DIST IE. The target AP uses the R0KH-ID, the STA MAC, and the token conveyed in the R1DIST IE to obtain the appropriate PMK-R1.”

To “The target AP can use the PMKR0Name to derive the PMKR1Name, and if the target AP does not have the key identified by PMKR1Name, it may attempt to retrieve that key from the R0KH identified by R0KH-ID. See 8.5A.7.”

8A.5.1:

Insert bullet 2.333 in the FTIE description, with text “R1KH-ID shall be the value of R1KH-ID for the target AP, obtained by the STA through either a Beacon, Probe Response, or Neighbor Report.”

Insert bullet 2.666 in the FTIE description, with text “If the STA has no record of having authorized this R1KH-ID to hold a PMK-R1, then a STA-contribution-key shall be included, with contents HMAC-SHA256(R0KH-Distribution-Key, R1KH-ID).”

Delete paragraph starting “The R1DIST IE shall be present…”

8A.5.2:

Delete paragraph starting “The R1DIST IE shall be present…” and paragraph starting “The R1DISTV IE shall be present…”

Annex D:

Delete dot11FastBSSTransitionConfigEntry dot11FTNASId.

Delete dot11FTNASID.

Resolve LB87 comments as follows:

	14
	Rejected. There is a need for distinct names of R0KH-ID and R1KH-ID, and R0KH-ID is defined as the NAS-ID.

	72
	Counter. NAS-ID deleted.

	73
	Counter. NAS-ID deleted.

	88
	Rejected. There is a need for distinct names of R0KH-ID and R1KH-ID, and R0KH-ID is defined as the NAS-ID.

	92
	Accepted

	102
	Accepted

	106
	Counter. NAS-ID deleted.

	107
	Counter. NAS-ID deleted.

	292
	Counter. NAS-ID deleted.

	293
	Counter. NAS-ID deleted.

	294
	Counter. NAS-ID deleted.

	295
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	296
	Accepted

	297
	Counter. Suggested text, with NAS-ID changed to FTIE.

	298
	Counter. Changed to "The FTIE is present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true."

	299
	Counter. NAS-ID deleted.

	300
	Accepted

	381
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	382
	Accepted

	383
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	385
	Accepted

	394
	Counter. Row deleted from table

	395
	Counter. Row deleted from table

	396
	Counter. Row deleted from table

	397
	Counter. Row deleted from table

	398
	Counter. Row deleted from table

	403
	Counter. R1 distribution token deleted

	404
	Counter. R1 distribution token deleted

	405
	Counter. R1 distribution token deleted

	406
	Counter. R1 distribution token deleted

	407
	Counter. R1 distribution token deleted

	408
	Counter. R1 distribution token deleted

	409
	Counter. R1 distribution token deleted

	410
	Counter. R1 distribution token deleted

	411
	Counter. R1 distribution token deleted

	412
	Counter. R1 distribution token deleted

	413
	Counter. R1 distribution token deleted

	414
	Counter. R1 distribution token deleted

	415
	Counter. R1 distribution token deleted

	416
	Counter. R1 distribution token and R1 distribution valid deleted

	417
	Counter. R1 distribution token and R1 distribution valid deleted

	418
	Counter. R1 distribution token and R1 distribution valid deleted

	419
	Counter. R1 distribution token and R1 distribution valid deleted

	420
	Counter. R1 distribution token and R1 distribution valid deleted

	421
	Counter. R1 distribution token and R1 distribution valid deleted

	422
	Counter. R1 distribution token and R1 distribution valid deleted

	423
	Counter. R1 distribution token and R1 distribution valid deleted

	424
	Counter. R1 distribution token and R1 distribution valid deleted

	427
	Counter. R1 distribution token deleted

	429
	Counter. R1 distribution token deleted

	433
	Counter. R1 distribution token and R1 distribution valid deleted

	436
	Counter. R1 distribution token and R1 distribution valid deleted

	441
	Counter. NAS-ID deleted.

	442
	Counter. NAS-ID deleted.

	443
	Counter. NAS-ID deleted.

	485
	Rejected. 3-party protocol is mandatory; no capability indication is needed.

	545
	Counter. R1KH-ID made first item in this IE, and present in every FTIE. Removed from table of Optional Parameters.

	551
	Accepted. Text added to 8.5A.6.

	552
	Counter. NAS-ID deleted.

	604
	Accepted

	605
	Counter. NAS-ID deleted.

	606
	Counter. NAS-ID deleted.

	607
	Accepted

	608
	Counter. NAS-ID deleted.

	610
	Counter. NAS-ID deleted.

	611
	Accepted. Clause deleted.

	612
	Accepted

	613
	Counter. Clause 7.3.2.50 deleted.

	615
	Counter. Clause 7.3.2.50 deleted.

	616
	Counter. Clause 7.3.2.50 deleted.

	617
	Counter. Clause 7.3.2.50 deleted.

	618
	Counter. Clause 7.3.2.50 deleted.

	620
	Accepted

	621
	Counter. Clause 7.3.2.50 deleted.

	622
	Accepted

	623
	Counter. Clause 7.3.2.51 deleted.

	624
	Counter. Clause 7.3.2.51 deleted.

	625
	Counter. Clause 7.3.2.51 deleted.

	626
	Counter. Clause 7.3.2.51 deleted.

	627
	Counter. Clause 7.3.2.51 deleted.

	628
	Counter. Clause 7.3.2.51 deleted.

	629
	Accepted

	630
	Counter. Clause 7.3.2.51 deleted

	631
	Counter. Clause 7.3.2.51 deleted.

	632
	Counter. Clause 7.3.2.51 deleted

	635
	Counter. Clause 7.3.2.51 deleted

	636
	Counter. Clause 7.3.2.51 deleted

	637
	Counter. Clause 7.3.2.51 deleted

	650
	Counter. R1DISTIE deleted

	651
	Counter. R1DISTIE deleted

	652
	Counter. R1DISTIE deleted

	653
	Counter. R1DISTIE deleted

	654
	Counter. R1DISTIE deleted

	655
	Counter. R1DISTIE deleted

	656
	Counter. R1DISTIE deleted

	657
	Counter. R1DISTIE deleted

	658
	Counter. R1DISTIE deleted

	663
	Counter. R1DISTIE deleted

	664
	Counter. R1DISTIE deleted

	665
	Counter. R1DISTIE deleted

	666
	Counter. R1DISTIE deleted

	667
	Counter. R1DISTIE deleted

	668
	Counter. R1DISTIE deleted

	669
	Counter. R1DISTIE deleted

	670
	Counter. R1DISTIE deleted

	671
	Counter. R1DISTIE deleted

	672
	Counter. R1DISTIE deleted

	673
	Counter. R1DISTVIE deleted

	674
	Counter. R1DISTVIE deleted

	675
	Counter. R1DISTVIE deleted

	676
	Counter. R1DISTVIE deleted

	784
	Accepted. Text changes given in 11-06-xxxx.

	785
	Accepted. Text changes given in 11-06-xxxx.

	789
	Counter. Clause 8.5A.6 restored from D2.2. Text changes given in 11-06-xxxx.

	820
	Accepted. Text changes given in 11-06-xxxx.

	855
	Accepted. Changed to KDF-640. R0KH-Distribution-Key=L(R0-Key-Data, 384,256)

	865
	Accepted. Text changes given in 11-06-xxxx.

	866
	Accepted

	868
	Counter. Removed "mk = …..|| SPA)" sentence.  Changed KDF-384 to KDF-640 in R0-Key-Data derivation, and create additional keying material. Then, insert R0KH-Distribution-Key = L(R0-Key-Data, 384, 256).  Remove line 54 " - KDF-256 is the KDF … 256 bits".

	869
	Accepted

	872
	Counter. Removed "mk = …..|| SPA)" sentence.  Changed KDF-384 to KDF-640 in R0-Key-Data derivation, and create additional keying material. Then, insert R0KH-Distribution-Key = L(R0-Key-Data, 384, 256).  Remove line 54 " - KDF-256 is the KDF … 256 bits".

	873
	Rejected. Additional keying material is needed for securely pushing PMK-R1s to the R1KH

	874
	Counter. MK (or R0KH-Distribution-Key) can be derived just once, just like PMK-R0, or may be derived as often as the implementation desires (but will get the same result each time). No additional text is needed.

	876
	Counter. L(..256, 128), and definition of R0KH-Distribution-Key extracted from final 256 bits.

	887
	Accepted

	888
	Counter. Line “Distribution of PMK-R1” deleted.

	889
	Counter. Line “Distribution of PMK-R1” deleted.

	890
	Accepted

	896
	Counter. Removed "mk = …..|| SPA)" sentence.  Changed KDF-384 to KDF-640 in R0-Key-Data derivation, and create additional keying material. Then, insert R0KH-Distribution-Key = L(R0-Key-Data, 384, 256).  Remove line 54 " - KDF-256 is the KDF … 256 bits".

	920
	Counter. R1KH-ID consistently made 6 octets

	944
	Accepted. Text added to 8.5A.7 stating the assumptions being made.

	946
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	947
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	948
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	949
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	950
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	951
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	952
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	953
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	954
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	955
	Accepted. Text changes in 11-06-XXXX

	956
	Accepted. Text changes in 11-06-XXXX

	957
	Accepted. Text changes in 11-06-XXXX

	958
	Accepted. Text changes in 11-06-XXXX

	959
	Accepted. Text changes in 11-06-XXXX

	966
	Accepted. Text changes in 11-06-XXXX

	968
	Accepted. Text changes in 11-06-XXXX

	969
	Accepted. Text changes in 11-06-XXXX

	970
	Counter. Cited text restored. Further text changes in 11-06-XXXX

	972
	Accepted. Text changes in 11-06-XXXX

	974
	Accepted. Statement added to 8.5A.1.

	975
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	976
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	977
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	979
	Accepted. 

	980
	Accepted. 

	981
	Accepted. 

	982
	Accepted

	983
	Accepted

	984
	Accepted. Text changes in 11-06-XXXX

	985
	Accepted

	986
	Rejected. This protocol is out of scope, and stated as such in 8.5A.1. Assumptions about this protocol being made by TGr are contained in 8.5A.7

	987
	Accepted. Text changes in 11-06-XXXX

	996
	Accepted. Statement added to 8.5A.1

	998
	Accepted

	999
	Accepted. Text changes in 11-06-XXXX

	1000
	Accepted. Text changes in 11-06-XXXX

	1001
	Rejected. STA calculation of STA-contribution-key is required.

	1002
	Counter. D3.0 text in 8.5A.6 removed, and D2.2 text in 8.5A.6 restored. Further changes in 11-06-XXXX define a “push” model of key distribution.

	1003
	Counter. D3.0 text in 8.5A.6 removed, and D2.2 text in 8.5A.6 restored. Further changes in 11-06-XXXX define a “push” model of key distribution.

	1004
	Counter. Clause 8.5A.6 deleted. Further changes in 11-06-XXXX define a “push” model of key distribution.

	1005
	Counter. D3.0 text in 8.5A.6 removed, and D2.2 text in 8.5A.6 restored. Further changes in 11-06-XXXX define a “push” model of key distribution.

	1006
	Counter. D3.0 text in 8.5A.6 removed, and D2.2 text in 8.5A.6 restored. Further changes in 11-06-XXXX define a “push” model of key distribution.

	1007
	Counter. D3.0 text in 8.5A.6 removed, and D2.2 text in 8.5A.6 restored. Further changes in 11-06-XXXX define a “push” model of key distribution.

	1008
	Counter. D3.0 text in 8.5A.6 removed, and D2.2 text in 8.5A.6 restored. Further changes in 11-06-XXXX define a “push” model of key distribution.

	1009
	Counter. Text changes in 11-06-XXXX define a “push” model of key distribution.

	1011
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	1012
	Accepted. Text changes in 11-06-XXXX

	1035
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	1036
	Counter. Indicated text deleted

	1037
	Accepted. Text changes in 11-06-XXXX

	1038
	Accepted. Text changes in 11-06-XXXX

	1039
	Counter. Indicated text deleted

	1040
	Counter. Indicated text deleted

	1041
	Counter. Indicated text deleted

	1042
	Counter. Indicated text deleted. Other uses are in IEEE mandated boilerplate.

	1043
	Accepted. Indicated text deleted.

	1044
	Counter. Indicated text deleted.

	1045
	Counter. Indicated text deleted.

	1046
	Counter. Indicated text deleted.

	1049
	Accepted. Indicated text deleted.

	1050
	Counter. Indicated text deleted.

	1051
	Accepted. Indicated text deleted.

	1052
	Accepted. Indicated text deleted.

	1053
	Counter. Indicated text deleted.

	1056
	Counter. Indicated text deleted.

	1057
	Accepted. Indicated text deleted.

	1058
	Counter. Indicated text deleted.

	1059
	Counter. Indicated text deleted.

	1060
	Accepted. Indicated text deleted.

	1061
	Counter. Indicated text deleted.

	1062
	Accepted. Indicated text deleted.

	1064
	Accepted. Indicated text deleted.

	1065
	Counter. Indicated text deleted.

	1066
	Counter. Indicated text deleted.

	1067
	Counter. Indicated text deleted.

	1068
	Counter. Indicated text deleted.

	1069
	Counter. Indicated text deleted.

	1070
	Accepted

	1071
	Counter. D3.0 text in clause 8.5A.6 deleted

	1072
	Counter. D3.0 text in clause 8.5A.6 deleted

	1075
	Accepted. Text changes in 11-06-XXXX

	1076
	Counter. Indicated text deleted.

	1077
	Accepted. Text changes in 11-06-XXXX

	1078
	Counter. Indicated text deleted.

	1079
	Counter. Indicated text deleted.

	1080
	Counter. NAS-ID deleted.

	1081
	Counter. NAS-ID deleted.

	1082
	Counter. NAS-ID deleted.

	1084
	Counter. NAS-ID deleted.

	1085
	Counter. Indicated text deleted.

	1086
	Counter. Indicated text deleted.

	1087
	Accepted

	1088
	Counter. Indicated text deleted.

	1090
	Accepted. Statement added to 8.5A.7. Text changes in 11-06-XXXX.

	1091
	Counter. Indicated text deleted.

	1092
	Counter. Indicated text deleted.

	1094
	Accepted. Text changes in 11-06-XXXX

	1095
	Accepted. Text changes in 11-06-XXXX

	1096
	Rejected. This protocol is out of scope, and stated as such in 8.5A.1. Assumptions about this protocol being made by TGr are contained in 8.5A.7

	1097
	Accepted. Text changes in 11-06-XXXX

	1098
	Counter. Indicated text deleted.

	1099
	Counter. NAS-ID deleted

	1101
	Counter. Indicated text deleted.

	1102
	Counter. Indicated text deleted.

	1103
	Counter. Indicated text deleted.

	1104
	Counter. Indicated text deleted.

	1105
	Counter. Indicated text deleted.

	1106
	Accepted. Text changes in 11-06-XXXX

	1107
	Counter. Indicated text deleted.

	1109
	Counter. Indicated text deleted.

	1110
	Counter. Indicated text deleted.

	1111
	Counter. Text changes in 11-06-XXXX

	1112
	Counter. Indicated text deleted.

	1113
	Accepted. Text changes in 11-06-XXXX

	1114
	Counter. Indicated text deleted.

	1115
	Counter. Indicated text deleted.

	1116
	Counter. Text changes in 11-06-XXXX

	1117
	Counter. Text changes in 11-06-XXXX

	1118
	Accepted

	1119
	Accepted

	1120
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	1122
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	1123
	Counter. Indicated text deleted.

	1124
	Counter. Indicated text deleted.

	1125
	Counter. Indicated text deleted.

	1126
	Counter. Indicated text deleted.

	1127
	Counter. Indicated text deleted.

	1128
	Counter. Indicated text deleted.

	1129
	Counter. Text changes in 11-06-XXXX

	1130
	Counter. Indicated text deleted.

	1131
	Counter. Text changes in 11-06-XXXX

	1132
	Counter. Indicated text deleted.

	1133
	Counter. Indicated text deleted.

	1134
	Counter. Indicated text deleted.

	1196
	Counter. NAS-ID deleted

	1197
	Accepted

	1316
	Accepted. R0KH is the NAS-ID of the authenticator for initial association. Text restored to 8.5A.6.

	1339
	Accepted. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	1342
	Counter. Indicated text deleted.

	1344
	Counter. Indicated text deleted.

	1345
	Counter. Indicated text deleted.

	1346
	Counter. Indicated text deleted.

	1347
	Counter. Indicated text deleted.

	1348
	Counter. Indicated text deleted.

	1349
	Counter. Indicated text deleted.

	1350
	Counter. Indicated text deleted.

	1351
	Counter. Indicated text deleted.

	1352
	Counter. Indicated text deleted.

	1353
	Accepted

	1354
	Accepted

	1355
	Counter. Indicated text deleted.

	1356
	Counter. Indicated text deleted.

	1364
	Accepted. Text changes in 11-06-XXXX

	1369
	Counter. Indicated text deleted.

	1370
	Counter. Indicated text deleted.

	1371
	Counter. Indicated text deleted.

	1372
	Counter. Indicated text deleted.

	1373
	Counter. Indicated text deleted.

	1374
	Counter. Indicated text deleted.

	1375
	Counter. Indicated text deleted.

	1376
	Counter. Indicated text deleted.

	1377
	Counter. Indicated text deleted.

	1378
	Counter. Indicated text deleted.

	1379
	Accepted. Text changes in 11-06-XXXX

	1380
	Accepted. Text changes in 11-06-XXXX

	1381
	Counter. Indicated text deleted.

	1382
	Counter. Indicated text deleted.

	1453
	Accepted. Text changes in 11-06-XXXX

	1454
	Counter. R1 distribution row deleted

	1456
	Counter. R1 distribution row deleted

	1459
	Counter. Text changes in 11-06-XXXX

	1460
	Counter. Indicated text deleted.

	1461
	Counter. Indicated text deleted.

	1462
	Counter. Indicated text deleted.

	1471
	Counter. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	1472
	Counter. Indicated text deleted.

	1474
	Counter. Text changes in 11-06-XXXX

	1475
	Counter. Indicated text deleted.

	1491
	Counter. D3.0 text in 8.5A.6 removed. Further changes in 11-06-XXXX

	1492
	Counter. Indicated text deleted.

	1494
	Counter. Text changes in 11-06-XXXX

	1495
	Counter. Indicated text deleted.

	1496
	Counter. Indicated text deleted.

	1497
	Counter. Text changes in 11-06-XXXX

	1559
	Counter. Text changes in 11-06-XXXX

	1567
	Counter. Text changes in 11-06-XXXX

	1572
	Counter. Push mechanism added. Text changes in 11-06-XXXX

	1580
	Counter. Push mechanism added. Text changes in 11-06-XXXX

	1657
	Counter. Text changes in 11-06-XXXX

	2031
	Accepted. Text changes in 11-06-XXXX

	2032
	Accepted. Text changes in 11-06-XXXX

	2034
	Counter. IEs deleted. Text changes in 11-06-XXXX

	2037
	Accepted. Text changes in 11-06-XXXX

	2041
	Counter. NAS-ID deleted

	2042
	Accepted. Text changes in 11-06-XXXX

	2046
	Accepted. Text included in 8.5A.6. See 11-06-XXXX

	2049
	Accepted. Text included in 8.5A.6. See 11-06-XXXX

	2051
	Counter. NAS-ID deleted

	2052
	Counter. NAS-ID deleted

	2053
	Accepted. NAS-ID deleted
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Abstract


This document proposes a resolution to the LB87 comments categorized as “technical issue #31” on requesting that the PMK-R1 Key distribution scheme include a “push” model as an alternative to the “pull” model of D3.0. Many other comments are also resolved as side-effects.





A total of 331 LB87 comments are resolved by this submission.
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