November 2006

doc.: IEEE 802.11-06/1612r0

IEEE P802.11
Wireless LANs

	Key distribution – resolution of 23 “general” comments

	Date:  2006-10-25

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Bill Marshall
	TGr Editor
	180 Park Ave, Florham Park, NJ 07932
	973-360-8718
	wtm@research.att.com





Make the following changes to D3.0:
7.2.3.1: 

Delete row 31 of Table 8, NAS-ID.

7.2.3.9: 

Delete row 30 of Table 15, NAS-ID.

7.2.3.10: 

Delete rows 10 and 11 of Table 16, R1 Distribution Token, and R1 Distribution Valid. Delete mention of R1 distribution token and R1 distribution valid from Table 17.

7.3.2:

Delete Element ID 58 and 59 from Table 26, R1 Distribution Token and R1 Distribution Valid.

7.3.2.49:

Delete this clause.

7.3.2.50:

Delete this clause.

7.3.2.51:

Delete this clause.

7.4.7.1:

Delete row 4 of Table 57C, R1DISTIE.

7.4.7.2:

Delete rows 4 and 5 of Table 57D, R1DISTIE and R1DISTVIE.

8.5A.1:

Change fifth paragraph as follows:

The FT key hierarchy derives its keys using a Key Derivation Function (KDF) as defined in 8.5A.3 with separate labels to further distinguish derivations. Each level of the hierarchy derives keys for the level below it. The distribution of keys from the PMK-R0 key holder to the PMK-R1 key holders is outside the scope of this specification. However, to ensure security, this key hierarchy requires that keys only be distributed down the key hierarchy, and by the use of a secure transport protocol.
8.5A.4:

Delete key derivation for “mk”. Delete dash list items for KDF-256, mk, and “Distribution of PMK-R1”.

8.5A.6:

Replace this clause with:

8.5A.6 Fast BSS Transition key holders

8.5A.6.1 Key Holder requirements 
The R0 and R1 key holders are responsible for the derivation of keys in the FT key hierarchy. For Fast BSS Transition, the functions of the IEEE 802.1X Authenticator are distributed among the R0KH, and R1KH. Each key holder shall have a name that is communicated to the STA and other key holders which is bound into the key derivation. Each key holder name shall be mapped to a physical entity in the DS where it resides. 
The R0KeyHolder shall meet the following requirements: 
— The R0KeyHolder shall be co-resident with the NAS Client functionality of the IEEE 802.1X Authenticator. 
— The R0KeyHolder identifier (R0KH-ID) shall be set to the NAS ID as defined in RFC 2865. 
— When the PMK-R0 lifetime expires, the R0KeyHolder shall delete the PMK-R0 SA and should revoke all PMK-R1s derived from the PMK-R0. 
The R1KeyHolder shall meet the following requirements: 
— The R1KeyHolder identity (R1KH-ID) shall be set to the MAC address of the physical entity that stores the PMK-R1 and uses it to generate the PTK. That same MAC address shall be used to advertise the PMK-R1 identity to the STA and the R0KeyHolder. 
— The R1KeyHolder shall provide the IEEE 802.1X Authenticator function to derive and distribute the GTK to all connected STA's. 
— When the PMK-R1 lifetime expires, the R1KeyHolder shall delete the PMK-R1 SA and shall revoke all PTKs derived from the PMK-R1 using the MLME-DELETEKEYS primitive. 
8.5A.6.2 PMK-R1 distribution within a Mobility Domain Assumptions

The STA first derives PMK-R0 keys for use in fast BSS transitions (via the FT Initial Mobility Domain Association procedures defined in 8A.2) utilizing information from the target AP as defined in 8.5A.4. When the AKM negotiated is 00-0F-AC:3, the PMK-R0 Key Holder derives the PMK-R0 key utilizing the MSK acquired through IEEE 802.1X authentication; when the AKM negotiated is 00-0F-AC:4, the PMKR0 key is derived using the PSK. 
Each PMK-R0 Key Holder is responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain. The PMK-R0 Key Holder is responsible for transmitting the derived PMK-R1 keys securely to those key holders, along with the PMKR1Name value and KeyLifetime associated with that PMK-R1. 
Each PMK-R1 Key Holder shall derive the PTK mutually with the STA. 
The PMK-R0 shall be stored in a component called the PMK-R0 Key Holder. The PMK-R1 shall be stored in a component called the PMK-R1 Key Holder. The PMK-R1 can be pushed from the PMK-R0 Key Holder to the PMK-R1 Key Holder, or pulled by the PMK-R1 Key Holder from the PMK-R0 Key Holder. 
The PMK-R0 Key Holder and the PMK-R1 Key Holder have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties. This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context and the associated key authorizations. 
Each Key Holder is assumed to be addressable as a distinct entity. Each Key Holder is assumed to be expressed as a unique identifier within the Mobility Domain. The identities of the Key Holders are assumed to be the same as those advertised to the STA.
8A.1.1:

Delete “The NAS-Id of the authenticator associated with the AP advertising Fast BSS Transition capability shall be the value of dot11FTNASID.”

8A.3.1 and 8A.3.2:

Change “If the STA has no record of authorizing the target AP to be a PMK-R1 holder it shall include an R1DIST IE in its Authentication-Request (see clause 8.5A.6). If an R1DIST IE was present in the Authentication-Request than an R1DIST IE and an R1DISTV IE must be in the accompanying Authentication-Response (and must be correctly processed according to clause 8.5A.6) or authentication shall be deemed to have failed.”

To “If the target AP does not have the key identified by PMKR1Name, it may retrieve that key from the R0KH identified by the STA. See clause 8.5A.6.”

8A.5:

Change “In an RSN the first two messages in the sequence, ‘Fast BSS Transition Request’ and ‘Fast BSS Transition Response,’ are used to authorize the target AP to become a valid PMK-R1 holder and to allow the STA and target AP to provide their random contributions, SNonce and ANonce, respectively.”

To “In an RSN the first two messages in the sequence, ‘Fast BSS Transition Request’ and ‘Fast BSS Transition Response,’ are used to allow the STA and target AP to provide their random contributions, SNonce and ANonce, respectively.”

8A.5:

Delete rows “R1 Distribution” and “R1 Distribution Valid” from Table 64A.

8A.5.1:

Change “If the STA has no record of previously authorizing the NAS identified by the target AP’s NAS-Id it includes an R1DIST IE. The target AP uses the R0KH-ID, the STA MAC, and the token conveyed in the R1DIST IE to obtain the appropriate PMK-R1.”

To “The target AP can use the PMKR0Name to derive the PMKR1Name, and if the target AP does not have the key identified by PMKR1Name, it may attempt to retrieve that key from the R0KH identified by R0KH-ID. See 8.5A.6.”

8A.5.1:

Delete paragraph starting “The R1DIST IE shall be present…”

8A.5.2:

Delete paragraph starting “The R1DIST IE shall be present…” and paragraph starting “The R1DISTV IE shall be present…”

Annex D:

Delete dot11FastBSSTransitionConfigEntry dot11FTNASId.

Delete dot11FTNASID.

Resolve LB87 comments as follows:
	14
	Counter. NAS-ID deleted.

	72
	Counter. NAS-ID deleted.

	73
	Counter. NAS-ID deleted.

	88
	Counter. NAS-ID deleted.

	92
	Accepted

	102
	Accepted

	106
	Counter. NAS-ID deleted.

	107
	Counter. NAS-ID deleted.

	292
	Counter. NAS-ID deleted.

	293
	Counter. NAS-ID deleted.

	294
	Counter. NAS-ID deleted.

	295
	Counter. NAS-ID deleted.

	296
	Accepted

	297
	Accepted. NAS-ID deleted.

	298
	Counter. NAS-ID deleted.

	299
	Counter. NAS-ID deleted.

	300
	Accepted

	381
	Counter. NAS-ID deleted.

	382
	Accepted

	383
	Counter. NAS-ID deleted.

	385
	Accepted

	394
	Counter. Row deleted from table

	395
	Counter. Row deleted from table

	396
	Counter. Row deleted from table

	397
	Counter. Row deleted from table

	398
	Counter. Row deleted from table

	403
	Counter. R1 distribution token deleted

	404
	Counter. R1 distribution token deleted

	405
	Counter. R1 distribution token deleted

	406
	Counter. R1 distribution token deleted

	407
	Counter. R1 distribution token deleted

	408
	Counter. R1 distribution token deleted

	409
	Counter. R1 distribution token deleted

	410
	Counter. R1 distribution token deleted

	411
	Counter. R1 distribution token deleted

	412
	Counter. R1 distribution token deleted

	413
	Counter. R1 distribution token deleted

	414
	Counter. R1 distribution token deleted

	415
	Counter. R1 distribution token deleted

	416
	Counter. R1 distribution token and R1 distribution valid deleted

	417
	Counter. R1 distribution token and R1 distribution valid deleted

	418
	Counter. R1 distribution token and R1 distribution valid deleted

	419
	Counter. R1 distribution token and R1 distribution valid deleted

	420
	Counter. R1 distribution token and R1 distribution valid deleted

	421
	Counter. R1 distribution token and R1 distribution valid deleted

	422
	Counter. R1 distribution token and R1 distribution valid deleted

	423
	Counter. R1 distribution token and R1 distribution valid deleted

	424
	Counter. R1 distribution token and R1 distribution valid deleted

	427
	Counter. Clause 8.5A.6 deleted

	429
	Counter. Clause 8.5A.6 deleted

	433
	Counter. R1 distribution token and R1 distribution valid deleted

	436
	Counter. R1 distribution token and R1 distribution valid deleted

	441
	Counter. NAS-ID deleted.

	442
	Counter. NAS-ID deleted.

	443
	Counter. NAS-ID deleted.

	485
	Counter. Clause 8.5A.6 deleted.

	545
	Counter. NAS-ID deleted.

	551
	Accepted. Text added to 8.5A.6.1.

	552
	Counter. NAS-ID deleted.

	604
	Accepted

	605
	Counter. NAS-ID deleted.

	606
	Counter. NAS-ID deleted.

	607
	Accepted

	608
	Counter. NAS-ID deleted.

	610
	Counter. NAS-ID deleted.

	611
	Accepted. Clause deleted.

	612
	Accepted

	613
	Counter. Clause 7.3.2.50 deleted.

	615
	Counter. Clause 7.3.2.50 deleted.

	616
	Counter. Clause 7.3.2.50 deleted.

	617
	Counter. Clause 7.3.2.50 deleted.

	618
	Counter. Clause 7.3.2.50 deleted.

	620
	Accepted

	621
	Counter. Clause 7.3.2.50 deleted.

	622
	Accepted

	623
	Counter. Clause 7.3.2.51 deleted.

	624
	Counter. Clause 7.3.2.51 deleted.

	625
	Counter. Clause 7.3.2.51 deleted.

	626
	Counter. Clause 7.3.2.51 deleted.

	627
	Counter. Clause 7.3.2.51 deleted.

	628
	Counter. Clause 7.3.2.51 deleted.

	629
	Accepted

	630
	Counter. Clause 7.3.2.51 deleted

	631
	Counter. Clause 7.3.2.51 deleted.

	632
	Counter. Clause 7.3.2.51 deleted

	635
	Counter. Clause 7.3.2.51 deleted

	636
	Counter. Clause 7.3.2.51 deleted

	637
	Counter. Clause 7.3.2.51 deleted

	650
	Counter. R1DISTIE deleted

	651
	Counter. R1DISTIE deleted

	652
	Counter. R1DISTIE deleted

	653
	Counter. R1DISTIE deleted

	654
	Counter. R1DISTIE deleted

	655
	Counter. R1DISTIE deleted

	656
	Counter. R1DISTIE deleted

	657
	Counter. R1DISTIE deleted

	658
	Counter. R1DISTIE deleted

	663
	Counter. R1DISTIE deleted

	664
	Counter. R1DISTIE deleted

	665
	Counter. R1DISTIE deleted

	666
	Counter. R1DISTIE deleted

	667
	Counter. R1DISTIE deleted

	668
	Counter. R1DISTIE deleted

	669
	Counter. R1DISTIE deleted

	670
	Counter. R1DISTIE deleted

	671
	Counter. R1DISTIE deleted

	672
	Counter. R1DISTIE deleted

	673
	Counter. R1DISTVIE deleted

	674
	Counter. R1DISTVIE deleted

	675
	Counter. R1DISTVIE deleted

	676
	Counter. R1DISTVIE deleted

	784
	Accepted

	785
	Accepted

	789
	Counter. Clause 8.5A.6 restored from D2.2

	820
	Accepted

	855
	Counter. Mk deleted.

	865
	Accepted

	866
	Accepted

	868
	Counter. Mk deleted.

	869
	Counter. Mk deleted.

	872
	Counter. Mk deleted.

	873
	Counter. Clause 8.5A.6 deleted

	874
	Counter. Mk deleted.

	876
	Counter. Mk deleted.

	887
	Counter. Mk deleted.

	888
	Counter. Mk deleted.

	889
	Counter. Mk deleted.

	896
	Counter. Mk deleted

	890
	Accepted

	920
	Counter. NAS-ID deleted.

	944
	Counter. Clause 8.5A.6 deleted

	946
	Accepted

	947
	Accepted

	948
	Accepted

	949
	Accepted

	950
	Accepted

	951
	Accepted

	952
	Accepted

	953
	Accepted

	954
	Accepted

	955
	Counter. Clause 8.5A.6 deleted

	956
	Counter. Clause 8.5A.6 deleted

	957
	Accepted

	958
	Counter. Clause 8.5A.6 deleted

	959
	Counter. Clause 8.5A.6 deleted

	966
	Accepted

	968
	Accepted

	969
	Accepted

	970
	Accepted

	972
	Accepted

	974
	Accepted. Statement added to 8.5A.1.

	975
	Counter. Clause 8.5A.6 deleted

	976
	Counter. Clause 8.5A.6 deleted

	977
	Accepted

	979
	Accepted

	980
	Accepted

	981
	Accepted

	982
	Accepted

	983
	Accepted

	984
	Accepted

	985
	Accepted

	986
	Counter. Clause 8.5A.6 deleted

	987
	Counter. Clause 8.5A.6 restored from D2.2

	996
	Accepted. Statement added to 8.5A.1

	998
	Accepted

	999
	Accepted

	1000
	Counter. Clause 8.5A.6 restored from D2.2

	1001
	Counter. Clause 8.5A.6 deleted

	1002
	Counter. Clause 8.5A.6 restored from D2.2

	1003
	Counter. Clause 8.5A.6 restored from D2.2

	1004
	Counter. Clause 8.5A.6 deleted

	1005
	Counter. Clause 8.5A.6 deleted

	1006
	Counter. Clause 8.5A.6 restored from D2.2

	1007
	Counter. Clause 8.5A.6 deleted

	1008
	Accepted. Clause 8.5A.6 deleted

	1009
	Counter. Clause 8.5A.6 deleted

	1011
	Accepted

	1012
	Accepted

	1035
	Accepted

	1036
	Counter. Clause 8.5A.6 deleted

	1037
	Accepted

	1038
	Accepted

	1039
	Counter. Clause 8.5A.6 deleted

	1040
	Counter. Clause 8.5A.6 deleted

	1041
	Counter. Clause 8.5A.6 deleted

	1042
	Counter. Clause 8.5A.6 deleted. Other uses are in IEEE mandated boilerplate.

	1043
	Accepted

	1044
	Accepted

	1045
	Accepted

	1046
	Accepted

	1049
	Accepted

	1050
	Counter. Clause 8.5A.6 deleted

	1051
	Accepted

	1052
	Accepted

	1053
	Counter. Clause 8.5A.6 restored from D2.2

	1056
	Accepted

	1057
	Accepted

	1058
	Counter. Clause 8.5A.6 deleted

	1059
	Accepted. Clause 8.5A.6 deleted

	1060
	Accepted. Clause 8.5A.6 deleted

	1061
	Counter. Clause 8.5A.6 deleted

	1062
	Accepted. Clause 8.5A.6 deleted

	1064
	Accepted

	1065
	Counter. Clause 8.5A.6 deleted

	1066
	Counter. Clause 8.5A.6 deleted

	1067
	Accepted. Clause 8.5A.6 deleted

	1068
	Counter. Clause 8.5A.6 deleted

	1069
	Accepted

	1070
	Accepted

	1071
	Counter. Clause 8.5A.6 deleted

	1072
	Counter. Clause 8.5A.6 deleted

	1075
	Accepted

	1076
	Counter. Clause 8.5A.6 deleted

	1077
	Counter. Clause 8.5A.6 deleted

	1078
	Counter. Clause 8.5A.6 deleted

	1079
	Counter. Clause 8.5A.6 deleted

	1080
	Accepted

	1081
	Counter. NAS-ID deleted.

	1082
	Accepted

	1084
	Counter. NAS-ID deleted.

	1085
	Accepted

	1086
	Counter. Clause 8.5A.6 deleted

	1087
	Counter. Clause 8.5A.6 deleted

	1088
	Counter. Clause 8.5A.6 deleted

	1090
	Counter. Clause 8.5A.6 deleted

	1091
	Counter. Clause 8.5A.6 deleted

	1092
	Counter. Clause 8.5A.6 deleted

	1094
	Counter. Clause 8.5A.6 deleted

	1095
	Counter. Clause 8.5A.6 deleted

	1096
	Counter. Clause 8.5A.6 deleted

	1097
	Counter. Clause 8.5A.6 deleted

	1098
	Counter. Clause 8.5A.6 deleted

	1099
	Accepted

	1101
	Counter. Clause 8.5A.6 deleted

	1102
	Counter. Clause 8.5A.6 deleted

	1103
	Counter. Clause 8.5A.6 deleted

	1104
	Counter. Clause 8.5A.6 deleted

	1105
	Counter. Clause 8.5A.6 deleted

	1106
	Accepted

	1107
	Counter. Clause 8.5A.6 deleted

	1109
	Counter. Clause 8.5A.6 deleted

	1110
	Counter. Clause 8.5A.6 deleted

	1111
	Counter. Clause 8.5A.6 deleted

	1112
	Counter. Clause 8.5A.6 deleted

	1113
	Counter. Clause 8.5A.6 deleted

	1114
	Counter. Clause 8.5A.6 deleted

	1115
	Counter. Clause 8.5A.6 deleted

	1116
	Counter. Clause 8.5A.6 deleted

	1117
	Counter. Clause 8.5A.6 deleted

	1118
	Counter. Clause 8.5A.6 deleted

	1119
	Counter. Clause 8.5A.6 deleted

	1120
	Accepted

	1122
	Accepted

	1123
	Counter. Clause 8.5A.6 deleted

	1124
	Counter. Clause 8.5A.6 deleted

	1125
	Counter. Clause 8.5A.6 deleted

	1126
	Counter. Clause 8.5A.6 deleted

	1127
	Counter. Clause 8.5A.6 deleted

	1128
	Counter. Clause 8.5A.6 deleted

	1129
	Counter. Clause 8.5A.6 deleted

	1130
	Counter. Clause 8.5A.6 deleted

	1131
	Counter. Clause 8.5A.6 deleted

	1132
	Counter. Clause 8.5A.6 deleted

	1133
	Counter. Clause 8.5A.6 deleted

	1134
	Counter. Clause 8.5A.6 deleted

	1196
	Counter. Clause 8.5A.6 deleted

	1197
	Accepted

	1316
	Accepted. R0KH is the NAS-ID of the authenticator for initial association. Text restored to 8.5A.6.1.

	1339
	Accepted

	1342
	Counter. Indicated text deleted.

	1344
	Counter. Indicated text deleted.

	1345
	Counter. Indicated text deleted.

	1346
	Counter. Indicated text deleted.

	1347
	Counter. Indicated text deleted.

	1348
	Counter. Indicated text deleted.

	1349
	Counter. Indicated text deleted.

	1350
	Counter. Indicated text deleted.

	1351
	Counter. Indicated text deleted.

	1352
	Counter. Indicated text deleted.

	1353
	Accepted

	1354
	Accepted

	1355
	Counter. Indicated text deleted.

	1356
	Counter. Indicated text deleted.

	1364
	Counter. Clause 8.5A.6 deleted

	1369
	Counter. Indicated text deleted.

	1370
	Counter. Indicated text deleted.

	1371
	Counter. Indicated text deleted.

	1372
	Counter. Indicated text deleted.

	1373
	Counter. Indicated text deleted.

	1374
	Counter. Indicated text deleted.

	1375
	Counter. Indicated text deleted.

	1376
	Counter. Indicated text deleted.

	1377
	Counter. Indicated text deleted.

	1378
	Counter. Indicated text deleted.

	1379
	Accepted

	1380
	Accepted

	1381
	Counter. Indicated text deleted.

	1382
	Counter. Indicated text deleted.

	1453
	Accepted

	1454
	Counter. R1 distribution row deleted

	1456
	Counter. R1 distribution row deleted

	1459
	Counter. Clause 8.5A.6 deleted

	1460
	Counter. Indicated text deleted.

	1461
	Counter. Indicated text deleted.

	1462
	Counter. Indicated text deleted.

	1471
	Accepted

	1472
	Counter. Indicated text deleted.

	1474
	Counter. Clause 8.5A.6 deleted.

	1475
	Counter. Indicated text deleted.

	1491
	Accepted

	1492
	Counter. Indicated text deleted.

	1494
	Counter. Clause 8.5A.6 deleted

	1495
	Counter. Indicated text deleted.

	1496
	Counter. Indicated text deleted.

	1497
	Counter. Clause 8.5A.6 deleted.

	1559
	Counter. Clause 8.5A.6 deleted.

	1567
	Counter. Clause 8.5A.6 deleted.

	1572
	Counter. Clause 8.5A.6 deleted

	1580
	Counter. Clause 8.5A.6 deleted

	1657
	Counter. Clause 8.5A.6 deleted

	2031
	Accepted

	2032
	Accepted

	2034
	Counter. Clause 8.5A.6 deleted

	2037
	Counter. Clause 8.5A.6 deleted

	2041
	Counter. Clause 8.5A.6 deleted

	2042
	Accepted

	2046
	Accepted. Text included in 8.5A.6.1

	2049
	Accepted. Text included in 8.5A.6.1

	2051
	Counter. NAS-ID deleted

	2052
	Counter. Clause 8.5A.6 deleted

	2053
	Accepted. NAS-ID deleted
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Abstract


This document contains the text changes needed to implement the proposed resolution to twenty three of the LB87 comments categorized as “issue #30: Key Distribution - General”, specifically #865, 946, 947, 952, 954, 970, 977, 979, 980, 981, 983, 998, 1011, 1035, 1043, 1085, 1120, 1122, 1339, 1471, 1491, 2031, and 2032.





Many other comments are resolved as side-affects of these; a total of 329 LB87 comments would be resolved by acceptance of this submission.
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