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Overview
NAS-ID is being removed from Beacons and Probe Responses. R1KH-ID is being included in those frames in its place.  The key distribution scheme in D3.0 8.5A.6 needs to know the value of R1KH-ID  in order to generate the R1DIST value for message #1 of the authentication sequence, so its appearance in Beacons and Neighbor reports is required.

R1DIST and R1DISTV are added to the FTIE, instead of separate information elements.

8.5A.6.1 and 8.5A.6.2 restored from D2.2, with Key Holder identity and key transfer requirements

Make the following changes to D3.0:
3.122a 

Add “R1DIST: Authentication information exchanged between the STA and the PMK-R0 key holder with which it performed the initial association, cryptographically protected, which authorizes a PMK-R1 key holder.”

3.122b 

Add “R1DISTV: Authentication information exchanged between the PMK-R1 key holder and the STA that demonstrates the R1KH’s authorization to be a PMK-R1 key holder.”

7.2.3.1: 

Change row 31 of Table 8, NAS-ID, to Fast Transition Information, with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”
7.2.3.9: 

Change row 30 of Table 15, NAS-ID, to Fast Transition Information, with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”
7.2.3.10: 

Delete rows 10 and 11 of Table 16, R1 Distribution Token, and R1 Distribution Valid. Delete mention of R1 distribution token and R1 distribution valid from Table 17.

7.3.2:

Delete Element ID 58 from Table 26, R1 Distribution Token.

Delete Element ID 59 from Table 26, R1 Distribution Valid.

7.3.2.37:

Insert a new row into Table 43b with Sub-Element ID=3, and Name= “PMK-R1 Key Holder ID”
Change the row marked “Reserved” to 4-220.

Before the final paragraph of 7.3.2.37 (which starts “The Vendor Specific sub-element…”) insert the following:

The PMK-R1 Key Holder ID sub-element contains the R1KH-ID subfield as shown in Figure 112ga. The R1KH-ID subfield shall not be included if the R1KH-ID of the reported AP is not known.

Add Figure 112ga, 1 octet Sub-Element ID, 1 octet Length, 6 octets R1KH-ID, and title “PMK-R1 Key Holder ID sub-element format”

The value of the PMK-R1 sub-element length field in octets is 6.

The R1KH-ID field is 6 octets long and contains the R1KH-ID of the reported AP.

7.3.2.46:

Change Figure 112U to show R1KH-ID as the first item. R1KH-ID length 6.

Add to the paragraph starting “The Length field…” “If the FTIE contains only the R1KH-ID, then the length field contains the value 6.”

Add paragraph below Figure 112U “R1KH-ID indicates the AP’s key holder identity, which is used by the STA for deriving the PMK-R1 keys. It is encoded following the conventions from 7.1.1.” (as updated by approved comments directed to this existing text).

Delete row “R1KH-ID” in Table 34A. Change row “GTK” to use value 1.
Add two new rows after “GTK”

Value 2, R1DIST, length variable.

Value 3, R1DISTV, length 32.

Delete paragraph below table “R1KH-ID”, which was moved to appear earlier in this subclause.

After paragraph “GTK”, add two new paragraphs.

R1DIST is used to carry an authentication and authorization token between the STA and the PMK-R0 key holder. Its contents are described in 8A.5.1 and 8A.5.2.
R1DISTV is used to convey an authentication and authorization token between the PMK-R1 key holder and the STA. Its contents are described in 8A.5.2.

7.3.2.49:

Delete this clause.
7.3.2.50:

Delete this clause.

7.3.2.51:

Delete this clause.

7.4.7.1:

Delete row 4 of Table 57C, R1DISTIE.

7.4.7.2:

Delete rows 4 and 5 of Table 57D, R1DISTIE and R1DISTVIE.

8.5A.1:

Change fifth paragraph as follows:

The FT key hierarchy derives its keys using a Key Derivation Function (KDF) as defined in 8.5A.3 with separate labels to further distinguish derivations. Each level of the hierarchy derives keys for the level below it. The protocol for distribution of keying material from the PMK-R0 key holder to the PMK-R1 key holders is outside the scope of this specification. However, to ensure security, this key hierarchy requires that keys only be distributed down the key hierarchy, and by the use of a secure transport protocol.
8.5A.6:

Insert the following before 8.5A.6, and renumber existing 8.5A.6 as 8.5A.7:

8.5A.6 Fast BSS Transition key holders

The PMK-R0 shall be stored in a component called the PMK-R0 Key Holder. The PMK-R0 Key Holder derives the PMK-R0 key for use in the Mobility Domain utilizing either the MSK (when the AKM negotiated is 00-0F-AC:3) or the PSK (when the AKM negotiated is 00-0F0AC:4). The PMK-R0 Key Holder shall be responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain. 
The PMK-R1 shall be stored in a component called the PMK-R1 Key Holder. The PMK-R1 Key Holder shall derive the PTK mutually with the STA. 
The R0KH and R1KH are responsible for the derivation of keys in the FT key hierarchy. For Fast BSS Transition, the functions of the IEEE 802.1X Authenticator are distributed among the R0KH, and R1KH in the AP. Each Key Holder is assumed to be addressable as a distinct entity. Each Key Holder name is assumed to be expressed as a unique identifier within the Mobility Domain. This identifier is communicated to the STA and other key holders, and is bound into the key derivation. Each key holder name shall be mapped to a physical entity in the DS where it resides. 
The R0KeyHolder shall meet the following requirements: 
— The R0KeyHolder shall be co-resident with the NAS Client functionality of the IEEE 802.1X Authenticator. 
— The R0KeyHolder identifier (R0KH-ID) shall be set to the NAS ID as defined in RFC 2865. 
— When the PMK-R0 lifetime expires, the R0KeyHolder shall delete the PMK-R0 SA and should revoke all PMK-R1s derived from the PMK-R0. 
The R1KeyHolder shall meet the following requirements: 
— The R1KeyHolder identity (R1KH-ID) shall be set to the MAC address of the physical entity that stores the PMK-R1 and uses it to generate the PTK. That same MAC address shall be used to advertise the PMK-R1 identity to the STA and the R0KH. 
— The R1KeyHolder shall provide the IEEE 802.1X Authenticator function to derive and distribute the GTK to all connected STAs. 
— When the PMK-R1 lifetime expires, the R1KeyHolder shall delete the PMK-R1 PMKSA and shall revoke all PTKSAs derived from the PMK-R1 using the MLME-DELETEKEYS primitive. 
Change title of existing 8.5A.6 from “PMK-R1 distribution within a mobility domain” to the following:
8.5A.7 Assumptions for PMK-R1 distribution within a Mobility Domain

Delete the first five paragraphs of existing 8.5A.6 and insert in their place:

The PMK-R0 Key Holder and the PMK-R1 Key Holder are assumed to have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties.  This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context, and the associated key authorizations.  The protocol for distribution of keying material from the PMK-R0 key holder to the PMK-R1 key holder is outside the scope of this specification.
In sixth paragraph of 8.5A.6, change “identity of the target AP as determined by the NASID Information Element in its beacons and probe responses” to “identity of the R1KH of the target AP”.

In seventh paragraph of 8.5A.6, change “The target AP shall extract the token from the R1DIST Information Element and send it along with the MAC address” to “The target AP shall send the R1DIST value from the FTIE, along with the MAC address…”

In eighth paragraph of 8.5A.6, change “The R0KH compares the NAS-Id from the unwrapped token with the identity of the target AP used during when establishing its shared security association” to “The R0KH compares the R1KH-ID from the unwrapped token with the identity of the R1KH of the target AP used when establishing its shared security association.”

In final paragraph of 8.5A.6, change “and compare the enclosed NAS-Id with the one it received from the taget AP” to “and compare the enclosed R1KH-ID with the one it received from the target AP”.

8A.1.1:

Change “The NAS-Id of the authenticator associated with the AP advertising Fast BSS Transition capability shall be the value of dot11FTNASID.” to: “The R1KH-ID in the FTIE shall be the value of dot11FTR1KeyHolderID.”
8A.3.1 and 8A.3.2:

Remove R1DIST and R1DISTV as separate IEs in the message exchanges (if added by other comments).

Add R1DIST and R1DISTV as parameters in the FTIE.

Change “If the STA has no record of authorizing the target AP to be a PMK-R1 holder it shall include an R1DIST IE in its Authentication-Request (see clause 8.5A.6). If an R1DIST IE was present in the Authentication-Request than an R1DIST IE and an R1DISTV IE must be in the accompanying Authentication-Response (and must be correctly processed according to clause 8.5A.6) or authentication shall be deemed to have failed.”

To “If the STA has no record of authorizing the target AP to be a PMK-R1 holder it shall include an R1DIST in the FTIE in its Authentication-Request (see clause 8.5A.6). If an R1DIST was present in the Authentication-Request then an R1DIST and an R1DISTV shall be in the accompanying Authentication-Response (and must be correctly processed according to clause 8.5A.6) or authentication shall be deemed to have failed.”

8A.5:

Delete rows “R1 Distribution” and “R1 Distribution Valid” from Table 64A.

8A.5.1:

Change “If the STA has no record of previously authorizing the NAS identified by the target AP’s NAS-Id it includes an R1DIST IE. The target AP uses the R0KH-ID, the STA MAC, and the token conveyed in the R1DIST IE to obtain the appropriate PMK-R1.”

To “If the STA has no record of previously authorizing the R1KH identified by the target AP’s R1KH-ID it includes an R1DIST optional parameter in the FTIE. The R1KH of the target AP uses the R0KH-ID, the STA MAC, and the R1DIST value conveyed in the FTIE to obtain the appropriate PMK-R1.”

8A.5.1:

Insert bullet 2.333 in the FTIE description, with text “R1KH-ID shall be the value of R1KH-ID for the target AP, obtained by the STA through either a Beacon, Probe Response, or Neighbor Report.”

Insert bullet 2.666 in the FTIE description, with text “If the STA has no record of having authorized this R1KH-ID to hold a PMK-R1, then an R1DIST optional parameter shall be included in the FTIE. The value of this optional parameter shall be the AES-KeyWrap of (Ns || R1KH-ID), where Ns is a sixteen octet random number chosen by the STA, and R1KH-ID is the identity of the R1KH of the AP advertised in its beacons and probe responses. The key used to perform this wrapping shall be R0KH-Distribution-Key described in 8.5a.4.
Delete paragraph starting “The R1DIST IE shall be present…”

8A.5.2:
Insert bullet 3.333 in the FTIE description, with text “If the STA included an R1DIST optional parameter in the fast BSS transition request, then an R1DIST optional parameter shall be present. The value of the R1DIST optional parameter shall be the AES-KeyWrap of (R1KH-ID || Na), where Na is a sixteen (16) octet random number cho​sen by the R0KH according to the recommendations of 8.5.8. The wrapping shall use R0KH-Distribution-Key described in 8.5a.4.
Insert bullet 3.666 in the FTIE description, with text “If the STA included an R1DIST optional parameter in the fast BSS transition request, then an R1DISTV optional parameter shall be present. The value of the optional parameter shall be calculated as SHA-256(Ns || Na).

Delete paragraph starting “The R1DIST IE shall be present…” and paragraph starting “The R1DISTV IE shall be present…”

Annex A:

Add a PICS entry: PC35.13 “R1KH Authentication procedures” referencing 8.5A.7, Status PC35:M, with support Y/N/N/A.

Annex D:

Delete dot11FastBSSTransitionConfigEntry dot11FTNASId.

Delete dot11FTNASID.

Resolve LB87 comments as follows:

	14
	Rejected. There is a need for distinct names of R0KH-ID and R1KH-ID, and R0KH-ID is defined as the NAS-ID.

	72
	Counter. NAS-ID deleted.

	73
	Counter. NAS-ID deleted.

	88
	Rejected. There is a need for distinct names of R0KH-ID and R1KH-ID, and R0KH-ID is defined as the NAS-ID.

	92
	Counter. Added 3.122a R1DIST: Authentication information exchanged between the STA and the PMK-R0 key holder with which it performed the initial association, cryptographically protected, which authorizes a PMK-R1 key holder. Added 3.122b R1DISTV: Authentication information exchanged between the PMK-R1 key holder and the STA that demonstrates the R1KH’s authorization to be a PMK-R1 key holder.

	102
	Counter. Definitions added to clause 3.

	106
	Counter. NAS-ID deleted.

	107
	Counter. NAS-ID deleted.

	292
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	293
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	294
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	295
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	296
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	297
	Counter. Suggested text, with NAS-ID changed to FTIE.

	298
	Counter. Changed to "The FTIE is present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true."

	299
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	300
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	381
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	382
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	383
	Counter. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	385
	Accepted. NAS-ID deleted. Row changed to “Fast Transition Information” with note stating “The FTIE shall be present when dot11FastBSSTransitionEnabled is set to true and dot11RSNAEnabled is set to true.”

	394
	Counter. Row deleted from table

	395
	Counter. Row deleted from table

	396
	Counter. Row deleted from table

	397
	Counter. Row deleted from table

	398
	Counter. Row deleted from table

	403
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	404
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	405
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	406
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	407
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	408
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	409
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	410
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	411
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	412
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	413
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	414
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	415
	Counter. R1 distribution token incorporated into FTIE instead of a separate IE

	416
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	417
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	418
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	419
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	420
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	421
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	422
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	423
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	424
	Counter. R1 distribution token and R1 distribution valid incorporated into FTIE instead of separate IEs

	427
	Accepted. Procedures in 8.5A.6 specify the use of status code 38 for all errors. No new status codes are needed.

	429
	Counter. Procedures in 8.5A.6 specify the use of status code 38 for all errors. No new status codes are needed.

	433
	Counter. R1 distribution token and R1 distribution valid combined into FTIE

	436
	Counter. R1 distribution token and R1 distribution valid combined into FTIE

	441
	Counter. NAS-ID deleted.

	442
	Counter. NAS-ID deleted.

	443
	Counter. NAS-ID deleted.

	485
	Rejected. 3-party protocol is mandatory; no capability indication is needed.

	545
	Counter. R1KH-ID made first item in this IE, and present in every FTIE. Removed from table of Optional Parameters.

	551
	Accepted. Text added to 8.5A.6.

	552
	Counter. NAS-ID deleted.

	604
	Accepted

	605
	Counter. NAS-ID deleted.

	606
	Counter. NAS-ID deleted.

	607
	Accepted

	610
	Counter. NAS-ID deleted.

	611
	Accepted. Clause deleted.

	612
	Accepted

	615
	Accepted

	616
	Counter. Clause 7.3.2.50 deleted.

	617
	Counter. Clause 7.3.2.50 deleted.

	618
	Counter. Clause 7.3.2.50 deleted.

	620
	Accepted

	621
	Counter. Clause 7.3.2.50 deleted.

	622
	Accepted

	623
	Counter. Clause 7.3.2.51 deleted.

	624
	Accepted

	625
	Counter. Clause 7.3.2.51 deleted.

	626
	Counter. Clause 7.3.2.51 deleted.

	627
	Counter. Clause 7.3.2.51 deleted.

	628
	Counter. R1DISTV merged into FTIE. Clause 7.3.2.51 deleted.

	629
	Accepted

	630
	Counter. Clause 7.3.2.51 deleted

	631
	Counter. Clause 7.3.2.51 deleted.

	632
	Counter. Clause 7.3.2.51 deleted

	635
	Counter. Clause 7.3.2.51 deleted

	636
	Counter. Clause 7.3.2.51 deleted

	637
	Counter. Clause 7.3.2.51 deleted

	650
	Counter. R1DISTIE deleted

	651
	Counter. R1DISTIE deleted

	652
	Counter. R1DISTIE deleted

	653
	Counter. R1DISTIE deleted

	654
	Counter. R1DISTIE deleted

	655
	Counter. R1DISTIE deleted

	656
	Accepted

	657
	Counter. R1DISTIE deleted

	658
	Counter. R1DISTIE deleted

	663
	Counter. R1DISTIE deleted

	664
	Counter. R1DISTIE deleted

	665
	Counter. R1DISTIE deleted

	666
	Counter. R1DISTIE deleted

	667
	Counter. R1DISTIE deleted

	668
	Counter. R1DISTIE deleted

	669
	Counter. R1DISTIE deleted

	670
	Accepted

	671
	Counter. R1DISTIE deleted

	672
	Counter. R1DISTIE deleted

	673
	Counter. R1DISTVIE deleted

	674
	Counter. R1DISTVIE deleted

	675
	Counter. R1DISTVIE deleted

	676
	Counter. R1DISTVIE deleted

	789
	Counter. Clause 8.5A.6 restored from D2.2. Text changes given in 11-06-1596.

	855
	Accepted. Changed to KDF-640. R0KH-Distribution-Key=L(R0-Key-Data, 384,256)

	866
	Accepted

	868
	Counter. Removed "mk = …..|| SPA)" sentence.  Changed KDF-384 to KDF-640 in R0-Key-Data derivation, and create additional keying material. Then, insert R0KH-Distribution-Key = L(R0-Key-Data, 384, 256).  Remove line 54 " - KDF-256 is the KDF … 256 bits".

	872
	Counter. Removed "mk = …..|| SPA)" sentence.  Changed KDF-384 to KDF-640 in R0-Key-Data derivation, and create additional keying material. Then, insert R0KH-Distribution-Key = L(R0-Key-Data, 384, 256).  Remove line 54 " - KDF-256 is the KDF … 256 bits".

	873
	Rejected. Additional keying material is needed for securely pushing PMK-R1s to the R1KH

	874
	Counter. MK (or R0KH-Distribution-Key) can be derived just once, just like PMK-R0, or may be derived as often as the implementation desires (but will get the same result each time). No additional text is needed.

	876
	Counter. L(..256, 128), and definition of R0KH-Distribution-Key extracted from final 256 bits.

	888
	Counter. Line “Distribution of PMK-R1” deleted.

	889
	Counter. Line “Distribution of PMK-R1” deleted.

	890
	Accepted

	896
	Counter. Removed "mk = …..|| SPA)" sentence.  Changed KDF-384 to KDF-640 in R0-Key-Data derivation, and create additional keying material. Then, insert R0KH-Distribution-Key = L(R0-Key-Data, 384, 256).  Remove line 54 " - KDF-256 is the KDF … 256 bits".

	920
	Counter. R1KH-ID consistently made 6 octets

	944
	Accepted. Text added to 8.5A.7 stating the assumptions being made.

	953
	Accepted. Text changes in 11-06-1596

	955
	Accepted. Text changes in 11-06-1596

	956
	Accepted. Text changes in 11-06-1596

	958
	Accepted. Text changes in 11-06-1596

	959
	Accepted. Text changes in 11-06-1596

	974
	Accepted. Statement added to 8.5A.1.

	982
	Counter. Clause 8.5A.6 restored from D2.2. Text changes given in 11-06-1596.

	985
	Counter. Clause 8.5A.6 restored from D2.2. Text changes given in 11-06-1596.

	986
	Rejected. This protocol is out of scope, and stated as such in 8.5A.1. Assumptions about this protocol being made by TGr are contained in 8.5A.7

	987
	Counter. Clause 8.5A.6 restored from D2.2. Text changes given in 11-06-1596.

	996
	Accepted. Statement added to 8.5A.1

	999
	Accepted. Text changes in 11-06-1596

	1000
	Accepted. Text changes in 11-06-1596

	1001
	Rejected. STA calculation of R1DIST is required.

	1002
	Rejected. STA calculation of R1DIST is required.

	1003
	Rejected. STA calculation of R1DIST is required.

	1004
	Rejected. STA calculation of R1DIST is required.

	1005
	Rejected. STA calculation of R1DIST is required.

	1006
	Rejected. STA calculation of R1DIST is required.

	1007
	Rejected. STA calculation of R1DIST is required.

	1008
	Rejected. STA calculation of R1DIST is required.

	1009
	Rejected. STA calculation of R1DIST is required.

	1036
	Counter. Indicated text deleted

	1037
	Accepted. Text changes in 11-06-1596

	1038
	Accepted. Text changes in 11-06-1596

	1039
	Counter. Indicated text deleted

	1040
	Counter. Indicated text deleted

	1041
	Counter. Indicated text deleted

	1042
	Counter. Indicated text deleted. Other uses are in IEEE mandated boilerplate.

	1044
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1045
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1046
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1049
	Accepted. All mention of a Mobility Domain Controller deleted from the draft.

	1050
	Counter. Paragraph on MDC deleted. Restored text from D2.2 gives assumptions about secure key transfers.

	1051
	Accepted. All mention of a Mobility Domain Controller deleted from the draft.

	1052
	Accepted. All mention of a Mobility Domain Controller deleted from the draft.

	1053
	Counter. All mention of a Mobility Domain Controller deleted from the draft. Clause 8.5A.6 restored from D2.2. Text changes given in 11-06-1596.

	1056
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1057
	Accepted. All mention of a Mobility Domain Controller deleted from the draft.

	1058
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1059
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1060
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1061
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1062
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1064
	Accepted. All mention of a Mobility Domain Controller deleted from the draft.

	1065
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1066
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1067
	Counter. All mention of a Mobility Domain Controller deleted from the draft.

	1068
	Counter. Indicated text deleted.

	1069
	Counter. Indicated text deleted.

	1070
	Accepted

	1071
	Counter. Indicated text deleted.

	1072
	Counter. Indicated text deleted.

	1075
	Accepted. Text changes in 11-06-1596

	1076
	Counter. Indicated text deleted.

	1077
	Accepted. Text changes in 11-06-1596

	1079
	Counter. Text in 8A.5.1 “The value of this optional parameter shall be the AES-KeyWrap of (Ns || R1KH-ID), where Ns is a sixteen octet random number chosen by the STA, and R1KH-ID is the identity of the R1KH of the AP advertised in its beacons and probe responses.”

	1080
	Counter. NAS-ID deleted.

	1081
	Counter. NAS-ID deleted.

	1082
	Counter. NAS-ID deleted.

	1084
	Counter. NAS-ID deleted.

	1090
	Accepted. Statement added to 8.5A.7. Text changes in 11-06-1596

	1094
	Counter. MK is not needed at the target AP. Text changed to “The target AP shall send the R1DIST value from the FTIE, along with the MAC address…”

	1095
	Counter. MK is not needed at the target AP. Text changed to “The target AP shall send the R1DIST value from the FTIE, along with the MAC address…”

	1096
	Rejected. This protocol is out of scope, and stated as such in 8.5A.1. Assumptions about this protocol being made by TGr are contained in 8.5A.7

	1097
	Accepted. Text changes in 11-06-1596

	1099
	Counter. NAS-ID deleted

	1106
	Accepted. Text changes in 11-06-1596

	1109
	Rejected. This protocol is out of scope, and stated as such in 8.5A.1. Assumptions about this protocol being made by TGr are contained in 8.5A.7

	1111
	Counter. Text changes in 11-06-1596

	1113
	Accepted. Text changes in 11-06-1596

	1115
	Counter. Text changes in 11-06-1596

	1116
	Counter. Text changes in 11-06-1596

	1131
	Counter. Text changes in 11-06-1596

	1196
	Counter. NAS-ID deleted

	1197
	Accepted

	1353
	Accepted. Text changes in 11-06-1596

	1354
	Accepted. Text changes in 11-06-1596

	1364
	Accepted. Text changes in 11-06-1596

	1379
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Abstract


This document proposes a resolution to several of the LB87 comments directed to the key distribution scheme added in D3.0. These were briefly discussed at the TGr ad-hoc, generally believed non-controversial, but in need of a submission to identify the changes.





NAS-ID is being removed from Beacons and Probe Responses. R1KH-ID is being included in those frames in its place.  The key distribution scheme in D3.0 8.5A.6 needs to know the value of R1KH-ID  in order to generate the R1DIST value for message #1 of the authentication sequence, so its appearance in Beacons and Neighbor reports is required.





R1DIST and R1DISTV are added to the FTIE, instead of separate information elements.





8.5A.6.1 and 8.5A.6.2 restored from D2.2, with Key Holder identity and key transfer requirements
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