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Overview

The D2.0 draft (as modified by previous accepted submissions) used the following sequence of information elements to perform the authentication sequence in an RSN:

1. MIC Extent – to tell the number of IEs covered by the MIC in the later IE, present in msg#3 and msg#4.

2. Mobility Domain IE – to give the Mobility Domain identifier and various policy information about the Mobiity Domain

3. FTIE – to tell the Key Holder identifier (R0KH-ID) used in the Initial Association, and the Key Holder identifier (R1KH-ID) of the current AP

4. RSN IE – to give the RSN parameters

5. RIC – to specify the resources requested, or result of a resource request, optional in msg#3 and msg#4

6. EAPOL-Key IE – to pass various Nonces and MIC, and to encapsulate the GTK in a Reassociation frame

This submission changes the sequence of IEs to be:

1. Mobility Domain IE, unchanged from above

2. FTIE, extended with Nonces and MIC and encapsulated GTK

3. RSN IE, unchanged from above

4. RIC, unchanged from above

The FTIE is defined in an extensible way, so that additional items may be added in the future.

This restructuring is intended to accomplish the following: (1) reduce some of the architectural confusion of the previous use of the EAPOL-Key message format as a Nonce and MIC carrier in a non-802.1X message, (2) remove the MIC Extent IE, the subject of numerous comments, (3) reduce the number of IEs being defined by TGr by 2, addressing several comments, and (4) address several of the security problems identified in 11-06-0624-00.

Changes to the draft are based on D2.0, as modified by the motions accepted during the TGr session on May 15 and May 16. Editor to resolve inconsisencies.

Two alternative sets of changes are given in this submission. One alternative keeps the sequence of IEs contiguous, so that the MIC calculation can be done after building a frame and before sending it, or on a received frame before unpacking it. The second alternative adds the new IEs at the end of the existing frames, and requires either a more complex MIC calculation routine, or a temporary buffer to accumulate the items to be included in the MIC. Since D2.0 defined the MIC calculation based on a pseudo-header which didn’t appear in the actual frame, it is unclear whether the strict ordering requirements given in D2.0 are even useful. The motion to incorporate the changes will specify which alternative is to be done.

The MIC is calculated by using KCK; the changes to derive a new KCK11 and KCK1X are not included in this submission.

Both SNonce and ANonce are included in each message of the FT Authentication sequence after the first where they previously appeared. This partially addresses several of the security issues described in 11-06-0624-00.

Changes to the draft:

7.2.3.6, Table 12, remove MIC Extent and EAPOL-Key

(alt#2) change order for MDIE and FTIE to 11 and 12, and change RIC to 13.

7.2.3.7, Table 13, remove MIC Extent and EAPOL-Key

7.2.3.10, Table 16, remove MIC Extent and EAPOL-Key

7.2.3.10, Table 17, remove all uses of MIC Extent and EAPOL-Key

7.3.1.9, Table 23, remove “55 Invalid EAPOL-Key information element”

7.3.2, Table 26, remove MIC Extent and EAPOL-Key, repacking the element IDs assigned, and adding an Editor’s Note at the bottom of the table stating that two ANA assignments need to be released, and the remaining ANA assignments need to be updated.

7.3.2, Table 26, change length of FTIE to 68-253

7.3.2.42, MIC Extent, delete this clause

7.3.2.44, FTIE, change first paragraph as follows:

The Fast BSS Transition information element includes information needed to perform the Authentication sequence during a Fast BSS Transition in an RSN. This information element is depicted in Figure 113N.

7.3.2.44, FTIE, replace Figure 113N with:

	
	ID
	Length
	MIC control
	MIC
	ANonce
	SNonce
	R0KH-ID
	Optional parameters

	Octets
	1
	1
	2
	16
	16
	16
	16
	variable


 Figure 113N: Fast BSS transition information element (FTIE)
7.3.2.44, FTIE, replace text below Figure 113N with:

The Length field for this element indicates the length of the information field, as defined below.

The MIC Control field is two octets, and is defined in Figure 113NA:
	
	MIC algorithm
	Reserved
	Information element count

	Bit:
	0-3
	4-7
	8-16


Figure 113NA: MIC control field

The MIC algorithm is one of the values from Table 34A:
Table 34A: MIC algorithms

	Value
	Algorithm Description

	0
	Reserved

	1
	HMAC-MD5: IETF RFC 2104 and IETF RFC 1321 together define this function

	2
	HMAC-SHA1-128

	3-15
	Reserved


The Information Element Count of the MIC Control field contains the number of information elements that are included in the MIC calculation.  A value of zero indicates no MIC is present.

The MIC field contains a Message Integrity Check, calculated using the algorithm selected by the MIC algorithm field of the MIC Control field.

The ANonce field contains a nonce value chosen by the R1KH in the AP.

The SNonce field contains a nonce value chosen by the STA.

The R0KH-ID field indicates the PMK-R0 holder with which the STA negotiated its current PMK-R0 PMKSA.

The format of the optional parameters is shown in Figure 113NB:
	
	Sub-element IE
	Length
	data

	Octets
	1
	1
	variable


Figure 113NB: Optional parameters field

The Sub-element ID is one of the values from Table 34B:

Table 34B: Sub-element IDs

	Value
	Contents of data field
	Length

	0
	Reserved
	

	1
	R1KH-ID
	16

	2
	GTK
	8

	3-15
	Reserved
	


R1KH-ID indicates the AP’s key holder identity, which is used by the STA for deriving the PMK-R1 keys.

GTK contains the Group Key, is encrypted (see procedures in 8A.5.4), and is defined in Figure 143 of 8.5.2.

7.3.2.47, EAPKIE, delete

7.4.6.1, Table 57C, delete EAPOL-Key

7.4.6.2, Table 57D, delete EAPOL-Key

7.4.6.3, Table 57E, delete MIC Extent and EAPOL-Key

7.4.6.4, Table 57F, delete MIC Extent and EAPOL-Key

8.5.2, delete our changes

8A.1, change NOTE to remove the last sentence regarding EAPKIE

8A.1.2, Figure 154B, remove EAPKIE, note SNonce and ANonce and and GTK[N] and MIC in FTIE

8A.1.2, Figure 154C, remove EAPKIE, note SNonce and ANonce and and GTK[N] and MIC in FTIE

8A.1.3, Figure 154F, remove EAPKIE, note SNonce and ANonce and and GTK[N] and MIC in FTIE

8A.1.3, Figure 154G, remove EAPKIE, note SNonce and ANonce and and GTK[N] and MIC in FTIE

8A.2.1, insert in paragraph that starts “The (Re)association Response…”

The FTIE shall indicate a MIC Information element count of zero (i.e., no MIC present), and have nonce and MIC values of zero.

8A.3.3, change fourth paragraph as follows:

The STA includes identical FT capabilities and security policies in the MDIESTA and RSNIESTA as it specified in the IEEE 802.11 Authentication Request or Fast BSS Transition Request. In the same Reassociation Request, the STA may make a request for resources by including a RIC-Request. To authenticate the request, the STA calculates a message integrity check and places it in the MIC field of the FTIE.

8A.5, Table 62A, delete MIC Extent and EAPOL-Key
8A.5.1, insert in paragraph “The Fast BSS Transition information element…” at end of dash list:

· SNonce shall be set to a value chosen randomly by the STA, following the recommendations of 8.5.8.

· All other fields shall be set to 0.

8A.5.1, delete paragraph “The EAPOL-Key…”

8A.5.2, insert in paragraph “The Fast BSS Transition information element…” at end of dash list:

· ANonce shall be set to a value chosen randomly by the target AP, following the recommendations of 8.5.8.

· SNonce shall be set to the value contained in the first message of this sequence.

· All other fields shall be set to 0.

8A.5.2, delete paragraph “The EAPOL-Key…”

8A.5.3, delete paragraph “The MIC Extent…”

8A.5.3, change “If present, the FTIE shall be identical to the FTIE presented in the second message of this sequence” to:

If present, the FTIE shall be set as follows:

· ANonce, R0KH-ID, and R1KH-ID shall be set to the values contained in the second message of this sequence.

· SNonce shall be set to the value contained in the first message of this sequence.

· The Information element count field of the MIC Control field shall be set to the number of information elements in the authentication sequence in this frame (variable).
· The MIC algorithm of the MIC Control field shall be set to one of the values given in Table 34A in 7.3.2.44.

· The MIC shall be calculated using the KCK, by the algorithm selected by the MIC algorithm of the MIC Control field, on the concatenation, in the following order, of:

· STA MAC address (6 octets)

· Target AP MAC address (6 octets)

· Transaction sequence number (1 octet) which shall be set to the value 3

· Contents of the MDIE, 

· Contents of the FTIE, with the MIC field of the FTIE set to 0

· Contents of the TIE (if present)

· Contents of the RSNIE

· Contents of the RIC (if present).

· All other fields shall be set to zero

8A.5.3, delete paragraph “The EAPOL-Key…”

8A.5.4, delete paragraph “The MIC Extent…”

8A.5.4, change “If present, the FTIE shall be identical to the FTIE presented in the second message of this sequence” to:

If present, the FTIE shall be set as follows:

· ANonce, R0KH-ID, and R1KH-ID shall be set to the values contained in the second message of this sequence.

· SNonce shall be set to the value contained in the first message of this sequence.

· The MIC algorithm of the MIC Control field shall be set to one of the values given in Table 34A in 7.3.2.44.

· When this message of the authentication sequence appears in a Reassociation Response, the Optional parameters may include a GTK.  If a GTK is included, it shall be encrypted as follows:

· If the MIC algorithm is 1 (HMAC-MD5), then the GTK shall be encrypted using ARC4

· If the MIC algorithm is 2 (HMAC-SHA1-128), then the GTK shall be encrypted using NIST AES Key Wrap algorithm, as defined in RFC 3394.

· The Information element count field of the MIC Control field shall be set to the number of information elements in the authentication sequence in this frame (variable).

· The MIC shall be calculated using the KCK, by the algorithm selected by the MIC algorithm of the MIC Control field, on the concatenation, in the following order, of:

· STA MAC address (6 octets)

· Target AP MAC address (6 octets)

· Transaction sequence number (1 octet) which shall be set to the value 4

· Contents of the MDIE, 
· Contents of the FTIE, with the MIC field of the FTIE set to 0

· Contents of the TIE (if present)
· Contents of the RSNIE
· Contents of the RIC (if present).

· All other fields shall be set to zero

8A.5.4, delete paragraph “The EAPOL-Key…”

A.4, delete PICS entry PC35.3 and PC35.5, renumbering to condense the remaining entries.
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Abstract


This submission implements several items from the discussion at the TGr sessions on Tuesday May 16.  Specifically, it (1) removes the MIC Extent IE, (2) removes the EAPOL-Key IE, (3) expands the FTIE to include various Nonces and MIC parameters.  It also clarifies some of the architectural confusion that resulted from the D2.0 re-use of an 802.1X message format in a non-802.1X message.
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