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Clause 5.6 of the 802.11 standard includes a classification of frames into three classes, and gives rules as to whether each class of frames may be sent based on the authenticated/associated state of the pair of STAs.

TGr D1.0 updated this clause in order to support the Fast BSS Transition, and did this in a way that maintains the original meaning of State 2 “Authenticated”.  Thus the STA stayed in State 1 (Unauthenticated, Unassociated) until the Reassociation frame, which completed both the Authentication procedures and the Association procedures – thus a transition directly from State 1 to State 3.

These changes generated numerous comments in LB79 (possibly due to badly worded changed text), and again in LB82.

Discussion in TGr regarding the changes to clause 5.6 resulted in four options:
1. (as we have been) Continue to fight the battle that “Authenticated” means something in State 2, and hope that future amendments and revisions will continue this tradition.

2. (give in) Admit that State 2 only means that an exchange of frames named “Authentication” has happened, not that the STA is Authenticated. Leave clause 5.6 untouched. Go to state 2 after exchange of the FT Request/Response.

3. (go further) Deprecate State 2 completely, and combine everything currently in State 2 into State 1. This would fix the base draft so that “Authenticated” doesn’t appear in Figure 8.

4. (go even further) Fix the procedures for RSN so that State 2 is entered part way through the 4-way handshake. Thus (Re)associate would be allowed in State 1 (since the STA completes its association before authenticating), and some data frames are allowed in State 1 (those through the 802.1X uncontrolled part) and the term “Authenticated” means something in Figure 8.  This fixed the problem introduced by 802.11i.

This submission documents the changes needed to implement choice #2.

Delete all editing instruction for 5.6.
Change the fifth paragraph of 8A.3.1 as follows:

If the Status returned by the target AP is 0, indicating success, the STA and target AP transition to State 2 (as defined in 5.6); the STA may continue with (re)association (8A.3.3). Handling of errors returned in the Status shall be as specified in clause 11.3.

Change the fifth paragraph of 8A.3.2 as follows:

If the Status returned by the target AP is 0, indicating success, the STA and target AP transition to State 2 (as defined in 5.6); the STA may continue with (re)association (8A.3.3). Handling of errors returned in the Status shall be as specified in clause 11.3.

Change the third paragraph of 8A.3.4 as follows:

If the Status returned by the target AP is 0, indicating success, the STA and target AP transition to State 2 (as defined in 5.6); the STA may continue with (re)association (8A.3.6). Handling of errors returned in the Status shall be as specified in clause 11.3.

Change the third paragraph of 8A.3.5 as follows:

If the Status returned by the target AP is 0, indicating success, the STA and target AP transition to State 2 (as defined in 5.6); the STA may continue with (re)association (8A.3.6). Handling of errors returned in the Status shall be as specified in clause 11.3.
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Abstract


Discussion within TGr on the possible ways to update the text and figures in clause 5.6 resulted in four options.  This submission details option #3.
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