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1 Introduction

This document describes a proposal to satisfy Emergency Services in the 802.11 access network. With the proliferation of VoWLAN capabilities and improvement in WLAN mobility 802.11 networks are being increasingly used to support Voice calls. Various devices with WiFi capability are now supporting Voice calls and these devices are also required to support Emerency Services such as e911 calling. Supporting emergency services such as e911 calling requires a multi-layer solution with support at various layers. Apart from MAC level access and support for transfer of data between STA and AP with appropriate QoS there is a need to setup the call, conduct call control and management, and use an appropriate standardized audio codec.
This document discusses the changes required at the 802.11 layer to support e911 services. Other essential changes that are required at other layers may be mentioned in this document. But a complete and detailed description of these services is outside the scope of this document.
There is a need to support these emergency services both when the user has a relationship with the 802.11 network (credentials to access the network) and when it does not have any relationship with the 802.11 network. In the latter case the STA must be able to access the network in unauthenticated state and make an emergency service call. (As a use case consider the example when a user arrives in a new country and needs to make an emergency call where it has no relationship with current network. However all 802.11 networks (such as private networks at home etc.) may not be required to support these emergency services.
1.1 System aspects for supporting Emergency Services
Different signaling systems such as SIP, H.323, etc. can be deployed for supporting e911 calling. Clients can also use different codecs such as G.711, AMR, Skype-like, etc. The access network like 802.11 by itself cannot ensure that all factors are compatible for e911 call to actually take place. The client device needs to register with a call manager (SIP agent or some other signaling endpoint) for the call to be placed successfully. The call manager may also verify that an appropriate e911 call is being placed so that appropriate level of resources can be granted to the emergency call.
1.2 Requirements in TGu for Supporting Emergency Services
This section identifies specific requirements for Emergency services that need to be satisfied by proposals in TGu.
· Capability Advertisement: There needs to be an indication from the network about it’s ability to support Emergency services. There needs to be an indication for availability of location services (TGk/v), availability of appropriate QoS services (TGe/v), availability of network access in different states (TGu) and availability of a high level entity to manage overall call process (broadcast of appropriate SSPN).
· Network access: The user should be able to access the network and make an e911 call both when it has credentials to access the network (State 3) and also when it does not have credentials to access the network (State 1). In both cases the user should preferably use a common mechanism to initiate the e911 call. It would be preferable if this can be a common access mechanism across different 802 networks such as 802.11, 802.16, etc. as well.
· The network should provide a mechanism for appropriate QoS capabilities to initiate the e911 call. However for unauthenticated users there needs to be some implementation of rate control to limit the impact of rogue users making crank e911 calls. The possibility of DoS attack already exists when supporting emergency services for unauthenticated users and not much can be done about it at the 802.11 level. Other higher layers in the system need to recognize this and take appropriate steps.
· When users have already authenticated with the network they should preferably not be required to tear down their existing security association when making e911 call. Also any user activity prior to making e911 call should preferably continue unhindered even during and after the completion of e911 call.
· Fast BSS transition solutions as developed by TGr should contine to apply for all cases under which user makres an e911 call. Solutions developed to support e911 Emergency calling should not impact mechanisms developed by TGr.
2 Proposed Solution
There are two methods by which emergency services can be supported.

1] Use of Virtual AP for Emergency Services.
A Virtual AP provides a completely separate network for handling emergency services. A standardized set of SSIDs can indicate this service. The SSID information can be provided in beacons, probe response and neighbour reports.
2] New Ethertype for Emergency Services

The 802.1x port access entity shall allow data frames using this new Emergency services ethertype to pass through it’s uncontrolled port. Since the uncontrolled port is always open, frames of the e911 service shall always pass through this port, irrespective of authentication or whether keys are in place or not. Further this mechanism is now scalable across different networks since the same ethertype can be used across different networks.
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2.1 Capability Indication

A new MIB variable dot11EmergencyServicesEnabled is defined. 
The EmergencyServices IE is set in beacons, probe-response and neighbour reports when dot11EmergencyServicesEnabled is set to TRUE. 
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Other services need to be advertised appropriately as well. (support through TGe/Tgv for QoS, TGV for location, and an appropriate SSPN for availability of Call Manager and other higher layer services to provide end to end support for Emergency call services.
2.2 Network Access

A new Emergency Services ethertype is defined. STA transfer data using this new Emergency Services ethertype. This is true both for STAs that have authenticated with the network and also for those that have NOT authenticated with the network. The 802.1x PAE (Port Access Entity) shall allow frames using the Emergency Services ethertype to pass through the uncontrolled port. Since the uncontrolled port is always open this allows Emergency Services frames to always pass through irrespective of the authentication state of the client. Frames passing through this uncontrolled port are suitably routed to Emergency Services call centers by higher layers.
Since the STA uses a new ethertype for Emergency Services, all other regular STA traffic can continue depending on authentication status of the STA. There is no need to tear down any existing or pre-established security associations. Further there is no need to indicate any special capabilities during association as well.


[image: image3]
2.3 Data Logging

Once the user starts using the e911 calling service, some kind of logging activity with a view to performing basic accountability check needs to be performed. The STA’s MAC address shall be recorded. In addition other statistics such as number of packets sent (bandwidth consumed), number/frequency of calls made per MAC address etc. may be computed so that there is some accountability for crank calls and other abuses of the system. These services may be performed by other higher layers in the system.
2.4 802.11i State Machine changes
On systems that are 802.11i enabled the 802.11i state machine executes as soon as the association request is processed. Currently this results in tear down of the link if authentication or key management fails. The 802.11i state machine needs to be modified so that this does not occur when an Emergency Services session is initiated in the unauthenticated state.
2.5 QoS and Admission Control

IEEE 802.11e provides the ADDTS action frame for admission control and power-saving mechanisms. A STA can use the ADDTS action frame to indicate parameters and request bandwidth for a traffic stream. The traffic stream parameters are included in the TSPEC element. Reserved bits in the TSINFO field of the TSPEC element could be used to indicate that the traffic stream is for an emergency service. This mechanism preserves the existing 802.11 protocol message content with a minor change to the TSPEC element.
Emergency signaling can be piggy-backed on ADDTS frame. ADDTS can be used at any time (no state changes associated with the message).  STA can use its existing association to perform the emergency signaling.

The Emergency Service bit can indicate to the network that this call is an emergency call. In certain cases (such as when user is authenticated with network) this may allow the network to transmit other related functionality (e.g. user location ) as added information along with the call.
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2.6 Handling DoS attack
The 802.11 AP has no control (in unauthenticated state) over who initiates the e911 call. As such there is no defense at the 802.11 level against DoS attacks. However this already exists even in todays cellular networks. No other new threats are enabled through this mechanism. The AP can optionally implement some kind of basic rate control and metering of packets as well.  However it is up to the other higher application layers to address this requirement in entirety and address any other issues arising out of DoS attack.
2.7 Support for Fast Transition (TGr)
The proposed solution does not introduce any changes in normal connection establishment and network access mechanisms. As such fast Transition mechanisms being developed by TGr group should continue to work as is with this proposal.
2.8 Location

Either the client device or the infrastructure can provide information about location to emergency call centers. Mecahnisms are under development in other groups (IETF geopriv) to address this requirement. 
3 Annex
3.1 Analysis w.r.t G1:
All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices. This proposal does not impose any additional constraints on battery life.
3.2 Analysis w.r.t G2: G2: 
All proposals (whichever requirements they address) shall describe the security aspects being addressed. This proposal allows segregation of emergency control traffic in both authenticated and unauthenticated mode of operation. It allows other higher layers to monitor emergency control traffic and perform necessary monitoring, logging and accountability checking for this purpose.
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Abstract


This contribution is a proposal for supporting Emergency Services.
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L2 802.11 Frame Format for transporting Emergency Services Frames
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Architecture for supporting e911 Emergency Services in 802.11
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