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1 Introduction
This document specifies a proposal to address the requirements of the online enrollment cluster for IEEE 802.11u.

1.1 Background

The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.

The scope of this proposal is to address TGu requirements on the online enrollment cluster as referred to in reference [1].

1.2 Definitions

2 Motivation and Assumptions

This document addresses the requirements in the “online enrollment cluster” for IEEE 802.11 TGu [1].

Overall there are three requirements in the online enrollment cluster, from which one is “required” and two are “optional”.

Online enrollment, which means new user sign-up and authentication, is desirable when users enter a new access network where they don’t own credentials for a valid subscription.

A common scenario is, a user enters a network for the first time and simply wants to access the internet. In case the user doesn’t want to use a roaming agreement with his normal operator, an online enrollment is necessary. (More use cases and usage scenarios are provided in the annex).
The goal is to provide online enrollment information to the user as soon as possible when entering the new network and to make the enrollment procedure as efficient and comfortable as possible.

The two requirements covered in this proposal are:

· R8E1 (required) - Define functionality by which the STA is able to determine what online enrollment methods are supported by the network:
The idea is to indicate to a STA if an online enrollment functionality is supported by the access network or not. If online enrollment is possible, then the STA should be able to determine which methods are available, e.g. WiFi’s Universal Access Method (UAM).
The proposal also contains other information, e.g. whether authentication for the network is needed at all and whether it is a public network free to use for everybody or a private network with restricted access only. Though this information is not directly relevant for online enrollment, it increases the user experience when selecting an appropriate access network.
Note: As online enrollment is closely related to network selection the solutions for the two clusters might be merged in future proposals.
· R8E4 (optional) - Functionality shall be provided by APs which can advertise (before connection) the charges that will be made for use of the network if a user enrolls with it:
A precise information about the network charges is, especially in unauthenticated state, not available. Therefore the idea is to provide a minimum of information about network charges and to indicate whether the network can be used free of charge or not, irrespective the services or the level of connectivity you are going to get.

The requirement not covered in this proposal is:

· R8E2 (optional) - Define functionality for online enrollment:
Currently the only widely adopted online enrollment mechanism is the Wi-Fi Alliance’s Universal Access Mechanism (UAM), which has some problems, e.g. it requires the user to start-up a web browser (and users who are restricted to VLAN connections may be unable to do so), it relies on piecewise, asymmetric security with many opportunities for compromise, it has no handover support. 
There are some ideas for new online enrollment mechanisms, but the solutions are not in scope of IEEE 802.11u.

· EAP based online enrollment (draft-mahy-eap-enrollment-00.txt)

· UAM style online enrollment based on EAP (browser enrollment as a local application)

· DHCP methods for configuration management

· 802.1X - modification of port based authentication

3 Proposed Solution

3.1 Basic information concept
3.1.1 Requirement E1: Determine online enrollment

The information envisaged to be conveyed for the online enrollment requirement is:

	Authentication Required Bit
	(Y/N)


This information indicates wheter the user needs to authenticate with some credentials to access the network or not. In case the ESS is a RSN (802.11i) this information could be derived from already existing information as the STA can already determine the authentication protocols in use though beacons and probe responses.
	Online Enrollment Supported Bit
	(Y/N)


This information indicates whether online enrollment is possible or not.
	Online Enrollment Methods
	{UAM, EAP, …}


If online enrollment is possible a list of all the supported online enrollment methods should be made available to the STA.

Note: Currently UAM is the only real established online enrollment method. Other methods being developped (e.g. based on EAP) could be added to list.
	Open Access Bit
	(Y/N)


The open access bit is needed to distinguish between public networks without authentication that are free for every user and between private networks that don’t utilize authentication mechanisms as an access control mechanism, but are prohibited to be used by every user.
3.1.2 Requirement E4: Advertise network charges

In order to cover this requirement define a bit to indicate at least whether the use of the network is free of charge or not.

	Access Charged Bit
	(Y/N)


Note: The question, whether we need a third option “We’re not saying!” is still pending.

Detailed information could be provided by a network cost information element. But as there is currently no universal and consistent way of presenting network cost information, this is not part of this proposal.

Several use cases to explain the usage and the added value of the information provided here are summarized in the annex (see chapter 5.1).
3.2 Information discovery

Note: As online enrollment is considered as additional information for network selection the query/response mechanism to obtain the information is aligned/identical. The main aspects of the envisaged mechanisms are described in this chapter. 

Passive discovery: A bit in the broadcast beacon indicates the support of 802.11u specification, suggesting the STA to query the network for further online enrollment information

Active discovery: A query/response mechanism allows the STA to query the network for information on online enrollment. This is supported through the same new action frame formats, which are also used for network selection purpose [2]. 
3.3 Information Formats
Note: The information provided for online enrollment is closely related to the information treated in the network selection cluster. Therefore the final information format should be defined as a common information element format. The common information format and even the proposed information for online enrollment leave possibilities for futher optimization. The information formats proposed here need to be aligned with the information formats proposed for network selection [2].
A new online enrollment information element (IE) is defined to contain information on the online enrollment capabilities and the supported online enrollment methods of the particular access network.
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Figure 1 – Online Enrollment Information Element

Overall 4 bits of information has been defined to support of the online enrollment cluster (4 bit reserved).
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Figure 2 – Online Enrollment Capability Bits

The online enrollment information bitmap contains a list of all the supported online enrollment methods (UAM, EAP, …).
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Figure 3 – Online Enrollment Information Bitmap

Note: Instead of an Online Enrollment Information Bitmap the information could also be coded as a string/text field containing the list of online enrollment methods, which makes the structure more flexible, but significantly increases the amount of data to be transmitted.

3.3.1 Summary and Assessment

A proposal to cover the requirements of the online enrollment cluster has been made.
Assessment of the general requirements:

R8G1: Minimize battery consumption

· Additional exchange of management frames to probe for new online enrollment related information elements may increase power consumption

R8G2: Security impact

· Enrollment functionality, that has been advertised, has to be checked in the enrollment procedure anyway

· Cost information has to be verified after authentication over a secured channel
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3.4 Use cases

The use cases described here contain various scenarios where the online enrollment information provides additional information for user (STA) to decide on an appropriate network selection:

	Scenario description
	Authentication required
	Online enrollment supported
	Open access
	Access charged
	Notes

	A community mesh network, free and open to all, with a link to the Internet.
	No
	No
	Yes
	n.a.
	

	A corporate private network
	Yes
	No
	No
	No
	Authorised users only

	IEEE 802 Meeting WLAN
	No
	No
	No
	n.a.
	Participants users only

	A hotspot that provides point of presence for other operators, but has no local customers
	Yes
	No
	No
	Yes
	

	A local commercial hotspot without any roaming agreements
	Yes
	Yes
	No
	Yes
	

	A hotspot that has both local users and roaming agreements
	Yes
	Yes
	No
	Yes
	

	A free to use network that requires people to register before using it (probably for legal reasons)
	Yes
	Yes
	No
	No
	

	A museum's local information service
	No
	No
	Yes
	n.a.
	


3.5 Usage scenarios

Here are some simple scenarios to describe the advantages for the user when online enrollment information is indicated to the STA
1. The user is looking for a hotspot supporting UAM to enroll with and enters an area where there are several hotspots present:
· without online enrollment information: in worst case the user has to associate with every AP, start the web browser and wait for redirection to the web-login

· with online enrollment information: the user can directly select an AP that supports UAM, so only one association is necessary. The adavanatges are time saving, reduced air traffic and better user experience.
2. The user is looking for freely available tourist information at a certain location (museum, tourist attraction):
· without online enrollment information: the user has to associate with every AP that is present, in most cases being rejected as he has to deliver some credentials

· with online enrollment information: the user can directly select from a list of free networks where no authentication/enrollment is necessary and public access is allowed. The adavanatges are time saving, reduced air traffic and better user experience.
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Abstract


This document specifies a proposal to address the online enrollment cluster requirements for IEEE 802.11u. The proposal has been produced by the WiNOT (Wireless NetwOrking Technology) consortium.
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