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Basic design
This submission extends the Fast BSS Transition procedures to a non-RSN. Intent is to support resource reservation as part of (re)association or as part of Authentication.

To do a “Base Mechanism over-the-air”, Authentication is performed using the Authentication frame with Authentication Algorithm set to “Fast BSS Transition” with sequence # set to 3 and 4, without a RIC. A RIC may appear in (re)association request and response frames. 
To do a “Base Mechanism over-the-DS”, Authentication is performed using the FT Confirm and FT Acknowledgement Action frames, without a RIC. A RIC may appear in (re)association request and response frames.

To do a “Base Mechanism with Reservation over-the-air”, allow an Authentication frame with Authentication Algorithm set to “Fast BSS Transition” with sequence# set to 3 and 4. This frame contains a RIC.

To do a “Base Mechanism with Reservation over-the-DS”, allow an FT Confirm and FT Acknowledgement frames, containing only a RIC.

Notes:

The detailed changes here assume the Fast Transition Mechanism value (currently in the FTIE) will be moved to the MDIE as part of the resolution of the “Beacon Bloat” issue. Therefore, the FTIE only contains Key Holder IDs, and is only applicable in an RSN; however the MDIE appears in all of these message exchanges.
Clause 8.5A.8 is no longer concerned only with the key hierarchy and authentication in RSN. So it is appropriate to move it to clause 8A, following 8A.4.  However, that will cause a changebar file to be rather useless.  So, the clause change is done without moving any of the text; it will be moved in the next draft.

Comments #298, 322, 323, 329, 332, 333, 349, 508, 1190 are being addressed by this submission.

Accepted. Text changes given in 11-06-0251-02.

Comment #319, 330 is being revised; 

Accepted. MIC Extent removed from this frame.

Comment #222 is being revised;
Accepted in principle. Figure changed to "Fast Transition request action frame body" to match Table 32P.  Similar changes to other clauses in 8.5A.8.

Changes (D1.1)
5.4.8.2, first sentence:

Fast BSS Transition services provide mechanisms to minimize the transition gap, both in a Robust Security network and in a non-secure network. Fast BSS Transition services:

5.4.8.2, fifth paragraph

Fast BSS Transitions can only take place within a mobility domain within an ESS. The STA’s fast BSS transition candidates are limited to APs that advertise the same Mobility Domain Identifier.

5.4.8.2, last paragraph

In summary, …. prior to (re)association. In a non-RSN environment, the Fast BSS Transition services describe mechanisms to support resource pre-establishment between a STA and an AP.
7.2.3.4 Association request frame format
MIC Extent: The MIC Extent IE is present only in an Association Request when dot11FastBSSTransitionEnabled is true and dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e. that is part of a Fast BSS Transition in an RSN)

FTIE: … present only in an Association Request when dot11FastBSSTransitionEnabled is true and dot11RSNAEnabled is true and the frame is being sent to an AP that advertised a Fast BSS Transition resource mechanism value in its Beacon or Probe Response (i.e. AP also has dot11FastBSSTransitionEnabled set to true)

MDIE: … present only in an Association Request when dot11FastBSSTransitionEnabled is true and the frame is being sent to an AP that advertised a Fast BSS Transition resource mechanism value in its Beacon or Probe Response (i.e. AP also has dot11FastBSSTransitionEnabled set to true)

RIC: … may be present in an Association Request when dot11FastBSSTransitionEnabled is true, the frame is being sent to an AP that advertised a Fast BSS Transition resource mechanism value in its Beacon or Probe Response (i.e. AP also has dot11FastBSSTransitionEnabled set to true), and either dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e., that is part of a Fast BSS Transition in an RSN) or dot11RSNAEnabled is set to false (i.e., that is not in an RSN).

EAPOL-Key: present only in an Association Request when dot11FastBSSTransitionEnabled is true and dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e. that is part of a Fast BSS Transition in an RSN)

7.2.3.5 Association response frame

MIC Extent: The MIC Extent IE is present in an Association Response only when dot11FastBSSTransitionEnabled is true and dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e. that is part of a Fast BSS Transition in an RSN)

FTIE: … present in an Association Response only when dot11FastBSSTransitionEnabled is true and dot11RSNAEnabled is true and the Association Request frame contained an FTIE (i.e. either a First Contact exchange, or that is part of a Fast BSS Transition)

MDIE: … present in an Association Response only when dot11FastBSSTransitionEnabled is true and the Association Request frame contained an MDIE (i.e. either a First Contact exchange, or that is part of a Fast BSS Transition)

RIC: … present in an Association Response only when dot11FastBSSTransitionEnabled is true, and the Association Request frame contained a RIC request.

EAPOL-Key: present only in an Association Response when dot11FastBSSTransitionEnabled is true and dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e. that is part of a Fast BSS Transition in an RSN)

7.2.3.6 Reassociation request frame format

MIC Extent: The MIC Extent IE is present only in a Reassociation Request when dot11FastBSSTransitionEnabled is true and dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e. that is part of a Fast BSS Transition in an RSN)

FTIE: … present only in a Reassociation Request when dot11FastBSSTransitionEnabled is true and dot11RSNAEnabled is true and the frame is being sent to an AP that advertised a Fast BSS Transition resource mechanism value in its Beacon or Probe Response (i.e. AP also has dot11FastBSSTransitionEnabled set to true)

MDIE: … present only in a Reassociation Request when dot11FastBSSTransitionEnabled is true and the frame is being sent to an AP that advertised a Fast BSS Transition resource mechanism value in its Beacon or Probe Response (i.e. AP also has dot11FastBSSTransitionEnabled set to true)

RIC: … may be present in a Reassociation Request when dot11FastBSSTransitionEnabled is true, the frame is being sent to an AP that advertised a Fast BSS Transition resource mechanism value in its Beacon or Probe Response (i.e. AP also has dot11FastBSSTransitionEnabled set to true), and either dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e., that is part of a Fast BSS Transition in an RSN) or dot11RSNAEnabled is set to false (i.e., that is not in an RSN).

EAPOL-Key: present only in a Reassociation Request when dot11FastBSSTransitionEnabled is true and dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e. that is part of a Fast BSS Transition in an RSN)

7.2.3.7 Reassociation response frame

MIC Extent: The MIC Extent IE is present in a Reassociation Response only when dot11FastBSSTransitionEnabled is true and dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e. that is part of a Fast BSS Transition in an RSN)

FTIE: … present in a Reassociation Response only when dot11FastBSSTransitionEnabled is true and dot11RSNAEnabled is true and the Reassociation Request frame contained an FTIE (i.e. either a First Contact exchange, or that is part of a Fast BSS Transition)

MDIE: … present in an Association Response only when dot11FastBSSTransitionEnabled is true and the Reassociation Request frame contained an MDIE (i.e. either a First Contact exchange, or that is part of a Fast BSS Transition)

RIC: … present in a Reassociation Response only when dot11FastBSSTransitionEnabled is true, and the Reassociation Request frame contained a RIC request.

EAPOL-Key: present only in a Reassociation Response when dot11FastBSSTransitionEnabled is true and dot11RSNAAuthenticationSuiteSelected is 3 or 4 (i.e. that is part of a Fast BSS Transition in an RSN)

7.2.3.10 Authentication frame format

Fast BSS Transition 1: Replace with: Mobility Domain Identifier shall be present. Fast BSS Transition Information, RSN, and EAPOL-Key shall be present if dot11RSNAEnabled is true.

Fast BSS Transition 2: Replace with: Mobility Domain Identifier shall be present. Fast BSS Transition Information, RSN, and EAPOL-Key shall be present if dot11RSNAEnabled is true. Timeout Interval (Reassociation Deadline) and Timeout Interval (Key Lifetime) may be present if dot11RSNAEnabled is true.

Fast BSS Transition 3: Replace with: Mobility Domain Identifier shall be present. MIC Extent, Fast BSS Transition Information, RSN, and EAPOL-Key shall be present if dot11RSNAEnabled is true. RIC may be present.

Fast BSS Transition 4: Replace with: Mobility Domain Identifier shall be present. MIC Extent, Fast BSS Transition Information, RSN, Timeout Interval (Key Lifetime), and EAPOL-Key shall be present if dot11RSNAEnabled is true. Timeout Interval (Reassociation Deadline) and RIC may both be present or both absent.

7.4.6.1 Fast BSS transition request action frame

Move EAPKIE into Table

Remove MIC Extent IE from figure

FTIE: a Fast BSS Transition Information Element shall be present if dot11RSNAEnabled is set true.

MDIE:  … shall be present.

RSN: … shall be present if dot11RSNAEnabled is set true.

EAPKIE: … shall be present if dot11RSNAEnabled is set true.

7.4.6.2 Fast BSS transition response action frame

Move EAPKIE into Table

Remove MIC Extent IE from figure

Timeout Interval (Reassociation Deadline): n/c

FTIE: a Fast BSS Transition Information Element shall be present if dot11RSNAEnabled is set true.

MDIE:  … shall be present.

RSN: … shall be present if dot11RSNAEnabled is set true.

Timeout Interval )(Key Lifetime): … may be present if dot11RSNAEnabled is set true.

EAPKIE: … shall be present if dot11RSNAEnabled is set true.

7.4.6.3 Fast BSS transition confirm action frame

Move MIC Extent IE and EAPKIE into Table

MIC Extent IE: The MIC Extent IE shall be present if dot11RSNAEnabled is set true.

FTIE: a Fast BSS Transition Information Element shall be present if dot11RSNAEnabled is set true.

MDIE:  … shall be present.

RSN: … shall be present if dot11RSNAEnabled is set true.

RIC: … n/c

EAPKIE: … shall be present if dot11RSNAEnabled is set true.

7.4.6.4 Fast BSS transition acknowledgement action frame

Move MIC Extent IE and EAPKIE into Table

MIC Extent IE: The MIC Extent IE shall be present if dot11RSNAEnabled is set true.

Timeout Interval (Reassociation Deadline): n/c

FTIE: a Fast BSS Transition Information Element shall be present if dot11RSNAEnabled is set true.

MDIE:  … shall be present.

RSN: … shall be present if dot11RSNAEnabled is set true.

RIC: … n/c

Timeout Interval )(Key Lifetime): … shall be present if dot11RSNAEnabled is set true.

EAPKIE: … shall be present if dot11RSNAEnabled is set true.

8.5A.8 Fast BSS transition authentication sequence
Change this clause to 8A.5, but leave in place for changebars

MIC Extent: Present in the third and fourth messages of the sequence if dot11RSNAEnabled is set true.

FTIE: Present in all messages of the sequence if dot11RSNAEnabled is set true.

RSN: Present in all messages of the sequence if dot11RSNAEnabled is set true.

Timeout Interval (Key Lifetime): Present in the fourth message of the sequence if dot11RSNAEnabled is set true. May optionally also appear in the second message of the sequence if dot11RSNAEnabled is set true.
8.5A.8.1 FT authentication sequence: contents of fast BSS transition request

Drop MIC Extent
Fast BSS Transition Request is used by the STA to initiate a Fast BSS Transition. When RSNA is enabled, the STA shall include the Key Holder IDs (R0KH-ID and R1KH-ID in the FTIE), …
The Fast BSS Transtiion Information Element (FTIE) shall be present only if dot11RSNAEnabled is set true. If present, the FTIE shall be set as follows:

The RSN IE shall be present only if dot11RSNAEnabled is set true. If present, the RSN IE shall be set as follows:

The EAPKIE shall be present only if dot11RSNAEnabled is set true. If present, the EAPKIE shall be set as follows:

8.5A.8.2 FT authentication sequence; contents of fast BSS transition response

Drop MIC Extent
The response shall include a status code, may (if in a RSN) include a key lifetime (for the PTKSA), and may include a (re)association deadline.
The Fast BSS Transtiion Information Element (FTIE) shall be present only if dot11RSNAEnabled is set true. If present, the FTIE shall be set as follows:

The RSN IE shall be present only if dot11RSNAEnabled is set true. If present, the RSN IE shall be set as follows:

A Timeout Interval IE of type Key Lifetime may be present if dot11RSNAEnabled is set true. If present, this Timeout Interval IE shall be set as follows:

The EAPKIE shall be present only if dot11RSNAEnabled is set true. If present, the EAPKIE shall be set as follows:

8.5A.8.3 FT authentication sequence: contents of fast BSS transition confirm

In an RSN, the Fast BSS Transition Confirm is used by the STA to assert that it has a valid PTK and to authenticate a resource request. If no resources are required, then the STA omits inclusion of the RIC. In a non-RSN, the Fast BSS Transition Confirm is used by the STA to make a resource request.
The MIC Extent shall be present only if dot11RSNAEnabled is set true. If present, the MIC Extent shall be set as follows:

The Fast BSS Transtiion Information Element (FTIE) shall be present only if dot11RSNAEnabled is set true. If present, the FTIE shall be identical to the FTIE presented in the first message of this sequence.

The RSN IE shall be present only if dot11RSNAEnabled is set true. If present, the RSN IE shall be bitwise identical to the RSN IE presented in the Fast BSS Transtition request …

The EAPKIE shall be present only if dot11RSNAEnabled is set true. If present, the EAPKIE shall be set as follows:

8.5A.8.4 FT authentication sequence: contents of fast BSS transition acknowledgement

The Fast BSS Transition Acknowledgement is used by the target AP to respond to the requesting STA. This message serves as final confirmation of both liveness of the PTK to the STA (if in a RSN), and resource availability.

The MIC Extent shall be present only if dot11RSNAEnabled is set true. If present, the MIC Extent shall be set as follows:

The Fast BSS Transtiion Information Element (FTIE) shall be present only if dot11RSNAEnabled is set true. If present, the FTIE shall be identical to the FTIE presented in the first message of this sequence.

The RSN IE shall be present only if dot11RSNAEnabled is set true. If present, the RSN IE shall be bitwise identical to the RSN IE presented in the Fast BSS Transtition request …

The EAPKIE shall be present only if dot11RSNAEnabled is set true. If present, the EAPKIE shall be set as follows:

A Timeout Interval IE of type Key Lifetime shall be present if dot11RSNAEnabled is set true. If present, this Timeout Interval IE shall be set as follows:

8A.1.2 Fast BSS transition base mechanism

The Fast BSS Transition (FT) base mechanism optimizes the number of exchanges required to establish the PTKSA in an RSN and, optionally, reserve the resources. This mechanism, when performed over-the-air in an RSN, is shown in Figure 121B, with procedures specified in clause 8A.3.1.

Figure 121B – Fast BSS transition: base mechanism over-the-air in an RSN
The Fast BSS Transition Base mechanism, when performed over-the-DS in an RSN, is shown in Figure 121C, with procedures specified in clause 8A.3.2.
Figure 121C – Fast BSS transition: base mechanism over-the-DS in an RSN
Insert after Figure 121C:

The Fast BSS Transition Base mechanism, when performed over-the-air in a non-RSN, is shown in Figure 121Ca, with procedures specified in clause 8A.3.4.
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Figure 121Ca: Fast BSS transition: base mechanism over-the-air in a non-RSN

The Fast BSS Transition Base mechanism, when performed over-the-DS in a non-RSN, is shown in Figure 121Cb, with procedures specified in clause 8A.3.5.
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Figure 121Cb: Fast BSS transition: base mechanism over-the-DS in a non-RSN
8A.1.3 Fast BSS transition reservation mechanism

The FT reservation mechanism uses the FT Authentication algorithm to enable the early establishment of the security association in an RSN, and the reservation of resources.

The Fast BSS Transition Reservation mechanism, when performed over-the-air in an RSN, is shown in Figure 121D, with procedures specified in clause 8A.4.1.

Figure 121D: Fast BSS transition: reservation over-the-air in an RSN
The Fast BSS Transition Reservation mechanism, when performed over-the-DS in an RSN, is shown in Figure 121E, with procedures specified in clause 8A.4.2.

Figure 121E: Fast BSS transition: reservation over-the-DS in an RSN
Insert after Figure 121E:

The Fast BSS Transition Reservation mechanism, when performed over-the-air in a non-RSN, is shown in Figure 121Ea, with procedures specified in clause 8A.4.3.
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Figure 121Ea: Fast BSS transition: reservation over-the-air in a non-RSN

The Fast BSS Transition Reservation mechanism, when performed over-the-DS, is shown in Figure 121Eb, with procedures specified in clause 8A.4.4.
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Figure 121Eb: Fast BSS transition: reservation over-the-DS in a non-RSN

8A.2 First contact

During (re)association in an RSN a STA enables its future use of the Fast BSS Transition procedures. This enabling is referred to as First Contact.  The procedures of this clause apply only within an RSN.
8A.3 Fast BSS transition base mechanism
The Fast BSS Transition base mechanism may commence after a STA has completed its discovery and selection procedures. This mechanism supports resource requests as part of the (re)association; it does not support resource reservation prior to (re)association.
In an RSN, the STA exchanges nonces with the target AP and establishes a PTKSA prior to (re)association.
When a STA wishes to move from its Current AP to a Target AP utilizing a Fast BSS Transition without Reservation, the message exchanges are performed using one of two methods:

8A.3.1 Over-the-air fast BSS transition base mechanism authentication in an RSN
8A.3.2 Over-the-DS fast BSS transition base mechanism authentication in an RSN
8A.3.3 Fast BSS transition base mechanism (re)association in an RSN
Insert after 8A.3.3:

8A.3.4 Over-the-air fast BSS transition base mechanism authentication in a non-RSN

When a STA wishes to perform an Over-the-Air Fast BSS Transition to a target AP in a non-RSN, the STA and target AP shall perform the following exchange:

STA->Target AP: Authentication-Request (FT, 0, {Fast BSS Transition Request IEs})

Target AP->STA: Authentication-Response (FT, Status, {Fast BSS Transition Response IEs})

The Information Elements in Fast BSS Transition Request and Fast BSS Transition Response, and their required contents, shall be as given in clauses 8.5A.8.1 and 8.5A.8.2.

If the Status returned by the target AP is 0, indicating success, the STA may continue with (re)association (8A.3.6). Handling of errors returned in the Status shall be as specified in clause 11.3.

8A.3.5 Over-the-DS fast BSS transition base mechanism authentication in a non-RSN
When a STA wishes to perform an over-the-DS Fast BSS Transition to a target AP in a non-RSN, the STA and the target AP (through the current AP) shall perform the following exchange:

STA->Current AP: FT Action Request(STA, TargetAP, {Fast BSS Transition Request IEs})

Current AP->STA: FT Action Response (STA, TargetAP, Status, {Fast BSS Transition Response IEs})

The Information Elements in Fast BSS Transition Request and Fast BSS Transition Response, and their required contents, shall be as given in clauses 8.5A.8.1 and 8.5A.8.2.

If the Status returned by the target AP is 0, indicating success, the STA may continue with (re)association (8A.3.6). Handling of errors returned in the Status shall be as specified in clause 11.3.

8A.3.6 Fast BSS transition base mechanism (re)association in a non-RSN

If a Timeout Interval IE with a Reassociation Deadline was included in the Fast BSS Transition Acknowledgement, and the STA does not send a (re)association request to the target AP within that interval (specified in TUs), the STA shall restart the transition procedures.

The STA shall perform a (re)association with the target AP via the following exchange:

STA->Target AP: (Re)association Request({Fast BSS Transition Confirm IEs})

Target AP->STA: (Re)association Response({Fast BSS Transition Acknowledgement IEs})

The Information Elements in Fast BSS Transition Confirm and Fast BSS Transition Acknowledgement, and their required contents, shall be as given in clause 8.5A.8.3 and 8.5A.8.4. If the Fast BSS Transition resource mechanism value advertised by the target AP indicated that reservation is mandatory, then the STA shall not include a RIC in its (re)association request without first performing a reservation.

In the (re)association request, the STA may make a request for resources by including a RIC-Request. 

If the STA does not receive a response to the request, or if the status returned by the target AP in the response is 1 (unspecified failure), 14 (Authentication transaction sequence number out of sequence), or 16 (Authen​tication rejected due to timeout waiting for next frame in sequence), then the STA shall restart the FT Authentication sequence.

Upon a successful (re)association, the target AP and the STA shall make a transition to State 3 (as defined in clause 5.6). 

8A.4.1 Over-the-air fast BSS transition with reservation

When a STA wishes to perform an Over-the-Air Fast BSS Transition with Reservation to a target AP, after completing the Authentication Request/Response exchange given in Cluase 8A.3.1 or 8A.3.3, the STA and target AP shall perform the following exchange:

The exchange between the STA and the target AP may continue with (re)association (8A.3.3 or 8A.3.6)

8A.4.2 Over-the-DS fast BSS transition with reservation

When a STA wishes to perform an Over-the-DS Fast BSS Transition with Reservation to a target AP, after completing the Action Request/Response exchange given in Cluase 8A.3.2 or 8A.3.5, the STA and the target AP shall perform the following exchange via the current AP, using the mechanism described in clause 8A.5:

The exchange between the STA and the target AP may continue with (re)association (8A.3.3 or 8A.3.6)

8A.5 and up, renumber to 8A.6; leave a gap with an Editor’s Note about the changebar problem.
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