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1 Introduction
Both public access and Corporate VLAN applications introduce a new requirement to 802.11 – the requirement to limit the number of STAs that receive a group addressed frame.  No longer is a group addressed frame delivered to all STAs in a BSS.

In the corporate VLAN application, a STA can obtain protected access to one of a number of virtual LANs.  Traffic on a particular VLAN should not be visible to STAs on other VLANs.  When an AP receives a group addressed frame from the DS, it should deliver it only to those STAs that are members of the VLAN in question, not to all members of the BSS.
In the Public Access case, the requirement is even more constrictive.  The traffic for every STA must be isolated from the traffic for every other STA – in some senses every STA is a member of its own individual VLAN, which it shares only the AP, and a few infrastructure services, such as perhaps a DHCP server and a default gateway.

In general isolation for unicast frames is not a problem – with 802.11i each STA has its own individual key for unicast transmissions.  Equally there is no problem with group addressed frames sent by the STA, as these are delivered to the AP as unicast frames.  The only issue is with group addressed frames sent by the AP, where the same group key will currently be known to all STAs.

2 Some Possible Approaches

This section describes some possible approaches to VLAN support, all of which are felt to be undesirable for a variety of reasons.

2.1 802.1Q VLANs

802.1 VLANs are based on a tag within the frame indicating the VLAN which the frame is intended for.  It is the responsibility of the receiver to discard frames for VLANs other than the VLAN of which the STA is a member.

This is an insecure mechanism that can only achieve even limited security in switched networks.  As 802.11 is a broadcast network, 802.1 VLANs are inappropriate as all broadcasts will be visible to sniffers.

2.2 4 Address Format

The 4 address format frame was originally defined for WDS use, but provides a way in which a frame of arbitrary source and destination address can be forwarded between two STAs in a unicast frame, encrypted with a pairwise key.  This could be used to carry a broadcast frame securely from the AP to a single STA.
This works well for the public access application because any AP transmitted group addressed frame can only be destined for a single STA.  However in the corporate VLAN case, where there could be multiple STAs on the same VLAN it is wasteful to have to send each group addressed frame multiple times, one for each STA that is a member of the VLAN.

Note however that sending multiple copies of each group addressed frame does have some security benefits…

2.3 11n A-MSDU

This uses an internal sub-header to deliver the real destination address.  It has similar characteristics to the 4 address format frame.

The advantage relative to the 4 address format is that it does not require MAC level changes.  The disadvantages are that it is slightly less efficient, and would require some negotiation with TGn to enable us to use it.
2.4 Multiple GTKs

In this solution each VLAN is given a separate GTK, so STAs can only decode group addressed frames on the VLAN of which they are a member.

There are some security concerns with this approach as it makes multiple decryption failures a normal event, and hence reduces the chances of detecting an attacker.
2.5 Multiple BSSIDs

The AP will have multiple BSSIDs, one per VLAN, though it will only send out a single beacon.  At some point before association completes, the STA will be told the BSSID to use for accessing the particular VLAN it is joining.
It is likely to be impractical to allocate a real MAC address for each of the possible VLANs, so some sort of random generation algorithm is required.  It’s critical to reduce the chance of BSSID collisions between adjacent APs so the BSSID space must be as large as possible, which causes allocation problems.

This is especially true in public access applications where every STA would require its own BSSID, this increasing the chance of collisions.

2.6 A3 Based
For group addressed frames, the first two address fields are used for frame filtering, and the third address is used to carry the source address.

In this approach, we leave the first two address fields as they are, but change the third address to be a VLAN id.  This address is only interpreted by recipients of the frame – in this case members of the BSS, who can filter out frames from other VLANs (and hence not get decryption failures). 

Legacy STAs will discard the frame because it’s from the wrong BSSID – note that this means an AP needs two BSSIDs – one for legacy STAs, and one for 11u/11v STAs, but this is much more manageable.

The final problem is that the recipient needs to know the real source address.  It is suggested that the first six bytes (or 8 for padding reasons???) of the encrypted payload hold this value.

Note that the transmitter can add this field in software before the frame is encrypted.  
Equally if a receiver has problems filtering on a3, it could just go ahead anyway, in which case the frame would be discarded due to a decrypt error (if it was on a different VLAN).  While this is a mild security issue, it’s only an issue for the STA in question – less limited STAs wouldn’t have this problem.  
However this method does rely on the AP being able to select from multiple GTKs based on the VLAN id in a3.  This may make it difficult to upgrade certain APs to support this mechanism.

2.6.1 Avoiding Allocating Two MAC Addresses to an AP

The BSSID is the unicast address of the AP.  Hence there is guaranteed to be an additional BSSID that the AP can use – the same 48 bit address but with the I/G bit set to 1 (to indicate a group address).  Correctly implemented legacy STAs should see this as a different BSSID.
3 A More Complete Solution
A complete solution would address the following requirements for modifying the frame header in a uniform and consistent manner:

1)
TGu’s requirement to completely segment a BSS

2)
TGv’s requirement for VLANs

3)
TGn’s requirement for MSDU aggregation
5)
TGs’s requirement for transport of frames across a WDS.

All of these requirements have solutions, but rather than having individual solutions, we could have one combined solution.

One way to do this is to largely reassign the A1 and A3 fields currently in the header.  There are no reasons why we shouldn’t do this, as long as we keep the following requirements in mind:

1) A legacy STA hearing the frame must be able to filter it out based on the existing address filtering rules.

2) An AP, when transmitting a frame, should be able to select the correct key for encryption based only on the receiver address (to ease upgrades of existing equipment)

3) The current rule that the contents of A2 are used to form the receiver address of an ACK should be retained.

4) We should avoid depending on random address generation.  Even if the chance of collision is small, with so many deployments the overall risk is significant.
The legacy filtering rule can be satisfied in a number of ways.  If the frame appears (to the legacy STA) to be a group addressed frame, then using a separate BSSID will be enough (see section 2.6.1 for a method that safely allocates a second BSSID to an AP).  A legacy STA should also filter unicast frames if they appear to come from a different BSSID, but an even more reliable method of ensuring unicast frames is to unicast them to a well known address that is guaranteed to be different from all legal STA addresses, and this last approach is used in this solution.

There are several key ideas in the solution that is proposed:

1) The client STA can be identified by its AID – there’s no need for a full MAC address.  (The association ID is a 14 bit value currently delivered by the AP in the Association Response.)

2) The a3 field currently contains either a source or destination address.  Neither address is needed for delivery across the air interface, so such an address should be included in the encrypted frame payload, not exposed in the header.

3) We need a mechanism for passing a VLAN id outside the encrypted frame body so that we can have per-VLAN keys.  Furthermore the 8 bit 802.1Q VLAN ID is too small for use with 802.11u where every associated STA can be on a separate VLAN.  Hence the VLAN id must be 14 bits - the same as the AID.

4) The vast majority of frames should not require any increase in frame length when using this format.  
3.1 Frame from AP (i.e. ToDS = 0, FromDS = 1)

3.1.1 Old A1 Field

	bit
	b0
	b1
	b2-b23
	b24-b31
	b32
	b33
	b34-b47

	
	Individual (i.e. unicast)
	0 (=Universal)
	IEEE 802.11 OUI (00-0F-AC)
	0xFF
	0=Unicast

1=Broadcast
	Reserved 
	14 bit VLAN ID for Group Addressed frames, 14 bit AID for individually addressed frames


The encoding of the Old A1 Field ensures that a legacy STA will interpret the frame as one unicast to a different STA – the use of the IEEE 802.11 OUI ensures that no legal STA could have this as an address (as IEEE 802.11 doesn’t manufacture equipment…).
The Old A1 Field identifies the receiver or receivers for a frame within the BSS.  For a group addressed frame it does this by indicating the VLAN the frame applies to.  For a unicast frame it indicates the desired receiver by using the AID provided in the Association Response.

As different APs can use the same AIDs and VLAN ids, it is vital that STAs supporting this format also filter frames based on the BSSID as well as the destination addresses.

The true Individual/Group nature of the frame is now carried in bit 32.  Note that there is no concept of a multicast receiver frame – this would be indicated as a broadcast receiver/multicast destination.

3.1.2 A2 Field

This field is unchanged and contains the BSSID of the AP.

3.1.3 Old A3 Field

	bit
	b0-b33
	b34-b47

	
	Reserved
	If A1b32 = unicast, then 14 bit VLAN ID, otherwise reserved


3.2 Frame to AP (i.e. ToDS = 1, FromDS = 0)

3.2.1 Old A1 Field

This field is unchanged, and contains the MAC address of the STA in the AP (i.e. the BSSID).
3.2.2 Old A2 Field

	bit
	b0
	b1
	b2-b23
	b24-b31
	b32-33
	b34-b47

	
	Individual (i.e. unicast)
	0 (=Universal)
	IEEE 802.11 OUI (00-0F-AC)
	0xFF
	Reserved 
	14 bit AID


This is largely identical to the format of the A1 field of the FromDS frame, except that bit 32 is now reserved.

3.2.3 Old A3 Field

	bit
	b0-b33
	b34-b47

	
	Reserved
	14 bit VLAN ID


3.3 MSDU Sub-Header

The initial bytes of the encrypted payload are the MSDU sub-header, which is then followed by the MSDU body.  Multiple virtual MSDUs can be aggregated into the same physical MSDU by repeating the sequence of MSDU sub-header and MSDU body.

The MSDU sub-header consists of a 16 bit flags field, followed by a set of optional fields.

	bit
	b0
	b1
	b2
	b3
	b4
	b5
	b6-b15

	
	1=DA Field present

0=DA Field not present
	1=SA Field present

0=SA Field not present
	1=Length Field present

0=Length Field not present
	1=Compressed LLC

0=Legacy LLC
	1=SNAP OUI Field present

0=SNAP OUI Field not present
	1=Ethertype Field present

0=Ethertype Field not present 
	Reserved


Table 1 - MSDU Sub-Header Flags Field
If bit 3 is set to “Compressed LLC” then a compressed version of LLC/SNAP encoding is used.  Rather than the MSDU body starting with an LLC/SNAP header (as is conventional for 802.11 data frames), the relevant information is passed in compressed format in the SNAP OUI and Ethertype fields.  
If bit 3 is set to “Legacy LLC” then the SNAP OUI and Ethertype fields will not be included, and conventional body encoding will be used.
	Field
	Description
	Value if not present

	DA
	The Destination MAC address
	Same as previous MSDU sub-header, or frame receiver’s MAC address if first sub-header

	SA
	The Source MAC address
	Same as previous MSDU sub-header, or frame transmitter’s MAC address if first sub-header

	Length
	The length of the MSDU body.  The MSDU body (if not the last) will be padded to align it with a 4 byte boundary, but this padding is not included in the length
	The remainder of the frame.

	SNAP OUI
	If Flags b3 is set to compressed, the normal LLC/SNAP header is not present in the frame.  Instead the value that would have been placed in the SNAP OUI field is placed in this field instead.  As the SNAP OUI is three bytes long, this field (if present) is padded with a trailing (reserved) byte.
	Same as previous sub-header, or 0x000000 (i.e. Ethertype based) if first sub-header

	Ethertype
	2 byte Ethertype
	Same as previous sub-header, or 0x0800 (i.e. IP) if first sub-header


3.4 Upgrading an Existing AP

All the new frame formats look like unicast frames to or from the AP to individual destinations.  Hence it should be possible to upgrade pretty much any AP to support this format, with the MSDU sub-header processing being performed in software.

3.5 Upgrading an Existing STA

This frame format requires the STA to receive frames sent to two different unicast addresses, and select the correct key based on which address is contained in the frame.  It is expected that most STAs will be upgradeable to support this.

If a STA can not perform this, it will indicate the limitation at association time.  Unicast frames will be sent as above, but a further copy of each broadcast frame will be sent to the receiver as a unicast frame, with the MSDU sub-header indicating that the frame does in fact have a broadcast destination.  While this does impose some overhead, it is expected that such STAs will be rare.

3.6 CCMP

CCMP currently protects all three or four address fields from modification.  With the new frame format this will not change.  The MSDU sub-headers are part of the MSDU, and encrypted by CCMP as usual.
3.7 Multi-VLANS

The description above largely assumes that a client STA can only be a member of one VLAN, but the presence of the VLAN field in A3 makes it possible for a client STA to be a member of multiple VLANS simultaneously.  

In such a case, both ends of the link would have to consider the VLAN id in A3 when selecting the key to use for a unicast frame.  It is possible that some upgraded APs might not be capable of this, and hence the ability to use multiple VLANs should be a signalled capability.

(Note that the ability to be a member of multiple virtual networks is a requirement for 802.11u.)
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Abstract


Public access and corporate VLAN applications share a need to isolate traffic within a BSS for security reasons.  A broadcast frame no longer needs to be sent to all associated STAs, but instead to a varying subset of STAs.  This document discusses some of the different approaches to solving this problem.





The conclusion is that none of the well known approaches are desirable, and hence an alternative is proposed.  As well as solving the stated problems, this approach would allow greater uniformity with TGn and TGs rather than each task group having its own solution to essentially similar problems.





Advertisement of VLAN or public access capability is outside the scope of this submission.
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