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NOTE: The proposed text changes in this document refer to version 1.0 of the TGr draft.

8.5A.6 PMK-R1 distribution within a mobility domain

Add the following text after the last paragraph of this section.

The PMK-R0 shall be stored in a logical component called the PMK-R0 Key Holder. The PMK-R1shall be stored in a logical component called the PMK-R1 Key Holder. The PMK-R1 can be pushed from the PMK-R0 Key Holder to the PMK-R1 Key Holder, or pulled by the PMK-R1 Key Holder from the PMK-R0 Key Holder.

The Mobility Domain Controller (MDC) shall authorise all KeyHolders in the Mobility Domain. The function of the MDC is to enable security associations between the PMK-R0 and PMK-R1 KeyHolders.  The credentials used for establishing such security associations may include either certificates or pre-shared keys.

Each component in the WLAN infrastructure must be addressable as a single logical entity. The Key Holder address shall be expressed as a single IP address, MAC address, or unique identifier. 
While the key distribution mechanism between a PMK-R0 keyholder and PMK-R1 keyholder is out of the scope of this specification, RFC XXXX is such an example.  However, the key distribution mechanism must meet the following requirements:

· The MDC enables the authorization of key distribution between PMK-R0 KHs and PMK-R1 KHs

· The PMK-R0 KH must be authorized to distribute the PMK-R1 to the corresponding PMK-R1 KH

· A secure (tunnel) session between the PMK-R0 KH and PMK-R1 KH must be established

The key transfer protocol shall have the properties of confidentiality, integrity, replay protection and key binding. The content of the key transfer frame shall include the PMK-R1 key, the PMK-R1 key context, the associated key authorizations, as well as the binding information.
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Abstract


The following document suggests changes to draft 1.0 of the IEEE 802.11r amendment to address comments that were made during the letter ballot for the Key Holder Protocol.
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