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Overview
In order to reduce “Beacon Bloat”, it is proposed here that the FTIE advertised in the Beacon contain only the Fast BSS Transition Resource Mechanism value (single octet), and that the Key Holder IDs be included in the FTIE only in later exchanges during the First Contact or Fast BSS Transition.

During the discovery stage, the STA may want to know the policies for pre-reservation in making the target AP determination.  Therefore that information is retained in the Beacon.  Also the MDIE is retained in the Beacon

In the First Contact procedures, the STA currently receives the FTIE from the AP in the (re)association response, which is prior to the need to calculate the R1Name and PTK.  Minimal changes are needed to the procedures.

In the Fast BSS Transition Base mechanism, the STA currently calculates R1Name based on the R1KH-ID appearing in the AP’s Beacons, and includes it in the Auth Request.  After receiving the ANonce from the AP in the Auth Response, the STA then calculates the PTK.  It is proposed here that the STA calculate both the R1Name and the PTK after receipt of the Auth Response.  The AP currently receives the R1Name from the STA in the Auth Request, and fetches that key. It is proposed here that the STA include R0Name in the Auth Request, and the AP calculate R1Name from it. Remainder of the procedures are unchanged.

Specific changes to D1.0 (based on D1.0++(tentative, groups 1-12).pdf)
7.3.2.43 Fast BSS transition information element (FTIE)

The Length field shall be set to 1 if only the Fast BSS Transition Mechanism value is present, 17 if the Fast BSS Transition Mechanism value and R0KH-ID are present, and 33 if all the fields are present.
8.5A.8.1 FT authentication sequence: contents of fast BSS transition request

The Fast BSS Transition Information Element (FTIE) shall be set as follows:

· Length shall be set to 17.

· Resource mechanisms shall be the value advertised by the target AP in its Beacons and Probe Responses.

· R0KH-ID shall be the value of R0KH-ID obtained by the STA during its First Contact exchange.

· 
The RSN IE shall be set as follows:

· Version shall be set to 1.

· PMKID count shall be set to 1.

· PMKID field shall contain the PMKR0Name. 
· All other fields shall be as specified in clause 7.3.2.25 and 8.4.3.

8.5A.8.2 FT authentication sequence: contents of fast BSS transition response
The contents of the Fast BSS Transition Information Element (FTIE) shall be set as follows:

· Length shall be set to 33.

· Resource mechanisms shall indicate the capabilities of the target AP, and shall be identical to the contents of the FTIE advertised by the AP in Beacons and Probe Responses.

· R0 Key holder ID (R0KH-ID) shall be identical to the key holder identification pro​vided by the STA in the first message.

· R1 Key holder ID (R1KH-ID)  shall be set to the PMK-R1 Key Holder ID that will be utilized by the AP for key derivation, and contained in the MIB variablt dot11FTR1KeyHolderID.
8.5A.8.2 FT authentication sequence: contents of fast BSS transition confirm
The Fast BSS Transition Information Element (FTIE) shall be set as follows:

· Length shall be set to 33.

· Resource mechanisms shall be the value advertised by the target AP in its Beacons and Probe Responses.

· R0KH-ID shall be the value of R0KH-ID obtained by the STA during its First Contact exchange, and identical to the value presented in the first message of this sequence.
· R1KH-ID shall be the value of R1KH-ID presented by the AP in the second message of this sequence.
8A.1.2 Fast BSS transition base mechanism
Figure 121B, change PMKR1Name to PMKR0Name in the Authentication Request.

Figure 121C, change PMKR1Name to PMKR0Name in the FT Action Request

8A.1.3 Fast BSS transition pre-reservation mechanism
Figure 121D, change PMKR1Name to PMKR0Name in the Authentication Request.

Figure 121E, change PMKR1Name to PMKR0Name in the FT Action Request

8A.2 First contact

The (re)association response from the AP shall contain a FTIE and MDIE. The FTIE shall contain the R0KH-ID and R1KH-ID, with values from the MIB variables dot11FTR0KeyHolderID and dot11FTR1KeyHolderID. The MDIE shall have contents as presented in Beacons and Probe Responses. The AP shall include its security capabilities in the RSN Information Ele​ment. The PMKID list field shall be empty.

The message sequence is similar to that of Clause 8.5.3. The contents of each message shall be as described in Clause 8.5.3 except as follows:

· Message 2: the STA shall include the PMKR1Name in the PMKID field of the RSNIESTA as well as including the FTIESTA and MDIESTA. The PMKR1Name shall be as calculated by the STA accord​ing to the procedures of 8.5A.5. The FTIESTA, and MDIESTA shall be the same as that provided in the AP’s (re)association response.

· Message 3: the AP shall include the PMKR1Name in the PMKID field of the RSNIEAP. The AP shall also include the FTIEAP, MDIEAP and PTK key lifetime in the TIE[KeyLifetime]. The MDIEAP shall be the same as that advertised by the AP’s Beacon and Probe Responses. The FTIE shall be identical to that provided in the AP’s (re)association response. The PMKR1Name shall be as calculated by the R1KH according to the procedures of 8.5A.5; in order for future Fast BSS Transitions to be successful it needs to be the same as the PMKR1Name in Message #2.

8A.3.1 Over-the-air fast BSS transition base mechanism authentication

The Information Elements in Fast BSS Transition Request and Fast BSS Transition Response, and their required contents, shall be as given in clause 8.5A.8.1 and 8.5A.8.2.

The STA and target AP compute PMKR1Name as specified in Clause 8.5A.5.
If the target AP does not have the key identified by PMKR1Name, it may attempt to retrieve that key from the R0KH identified by the STA. See clause 8.5A.6.

The STA and the target AP compute the PTK and PTKName using PMK-R1, PMKR1Name, and the exchanged nonces as specified in Clause 8.5A.7.

8A.3.2 Over-the-DS fast BSS transition base mechanism authentication

The Information Elements in Fast BSS Transition Request and Fast BSS Transition Response, and their required contents, shall be as given in clause 8.5A.8.1 and 8.5A.8.2.

The STA and target AP compute PMKR1Name as specified in Clause 8.5A.5.
If the target AP does not have the key identified by PMKR1Name, it may attempt to retrieve that key from the R0KH identified by the STA. See clause 8.5A.6.

The STA and the target AP compute the PTK and PTKName using PMK-R1, PMKR1Name, and the exchanged nonces as specified in Clause 8.5A.7.

Recommendations
1. This submission should be rejected for inclusion in the current draft.  It is too much of a change and needs more time for the ramifications to sink in.

2. Comments related to “Beacon Bloat” should be rejected, with text “The Task Group was unable to reach consensus on the mechanism to resolve this problem.”

3. This submission re-introduced at the next session in March
Request a straw poll of the above recommendations be conducted of the Task Group members.
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Abstract


This is a proposal to make the FTIE length variable, and to remove most of its contents for Beacons.
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