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Current text in D1.0 explains how to calculate a MIC for an EAPKIE, including various portions of the MAC header.  Unfortunately, when the EAPKIE is included in an Action Frame and transported to the target AP via the RRB, the MAC header is stripped and not available at the target AP for MIC verification.
Current text:

Key MIC. This field is 16 octets in length when the Key Descriptor Version subfield is 1 or 2. When the EAPOL-Key is transported as an IEEE 802.11 data frame, theThe EAPOL-Key MIC is a MIC of the EAPOL-Key frames, from and including the EAPOL protocol version field to and including the Key Data field, calculated with the Key MIC field set to 0. Otherwise, when the EAPOL-Key is encapsulated as an EAPKIE in a management frame, the MIC protects most of the IEEE 802.11 MAC header as well as information elements provided in the management frame commencing with the MIC IE Count IE through and including the EAPKIE. Parts of the IEEE 802.11 MAC header are unprotected and muted prior to computation of the MIC, as follows:
· Frame Control field: the Retry (bit 11), Power management (bit 12) and More Data (bit 13) subfields shall be muted to 0 and the Protected subfield (bit 14) shall be set to 1.

· Duration field: this field shall be muted to 0.

· Sequence control field: this field shall be muted to 0.

Revised text:

Key MIC. This field is 16 octets in length when the Key Descriptor Version subfield is 1 or 2. When the EAPOL-Key is transported as an IEEE 802.11 data frame, theThe EAPOL-Key MIC is a MIC of the EAPOL-Key frames, from and including the EAPOL protocol version field to and including the Key Data field, calculated with the Key MIC field set to 0. Otherwise, when the EAPOL-Key is encapsulated as an EAPKIE in a management frame, the EAPOL-Key MIC is a MIC of the concatenation of:

· STA MAC address (6 octets)

· Target AP MAC address (6 octets)
· Sequence of Information Elements contained in the frame, starting with the MIC IE Count IE, up to and including the EAPKIE

The MIC shall be calculated with the Key MIC field of the EAPKIE set to 0.
Discussion

The revised text is clearly simpler to describe.  
The current text protects the 802.11 MAC header, which consists of:

· Frame Control (2 octets), see below

· Duration (2 octets), which is muted before the MIC calculation

· DA (6 octets)

· SA (6 octets)

· BSSID (6 octets)

· Sequence Control (2 octets), which is muted before the MIC calculation

The Frame Control consists of:

· Protocol Version (2 bits), which is always zero

· Type (2 bits), which is always zero for Management frames

· Subtype (4 bits)

· To DS (1 bit), which is always zero for Management frames

· From DS (1 bit), which is always zero for Management frames

· More Frag (1 bit), whose value is unknown at the upper layers, muted for the MIC calculation

· Retry (1 bit), whose value is unknown at the upper layers, muted for the MIC calculation

· Power Mgmt (1 bit), whose value is unknown at the upper layers, muted for the MIC calculation

· More Data (1 bit), whose value is zero, muted for the MIC calculation

· Protected Frame (1 bit), which is zero, muted for the MIC calculation

· Order (1 bit), which is zero

The proposed scheme protects all of the variable MAC header except the Subtype and BSSID.

If the subtype were modified in a man-in-the-middle attack , it is unlikely that the frame recipient could successfully parse the result to the point of checking the MIC. The frame would be discarded as invalid.

If the BSSID were modified in a man-in-the-middle attack, the frame would never be delivered to the target AP for it to check the MIC.

Therefore there is no loss of security by not including the Subtype or BSSID in the MIC calculation for Association/Authentication frames.
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Abstract


The procedures for calculation of the MIC when contained in an EAPKIE are too complex.  This is a proposal to significantly simplify them.
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