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Add new acronyms to section 4 as follows:

RTT
Ready to Transition

CTT
Clear to Transition

Insert new section 5.4.5.1.4

5.4.4.1.4 Recovering “in transit” frames


At the point of transition there many be frames queued in the current AP or frames in transit to the current AP via the DS. This may occur if the DS is not informed of the transition until after the station has successfully associated to the new AP. In such case some frames will not be delivered to the station and will be discarded by the AP from which the station has just transitioned. In many cases higher level protocols will resend the lost frames but this may incur protocol delays that are worse than the delay due to the transition itself.

To avoid such losses mechanism may be invoked via BSS-transition services by which the station indicates that it is “ready to transition” allowing the DS to be informed prior to the actual transition. The Target AP switches the DS and then sends a “clear to transition” indication. This allows any frames in transit to the current AP to be collected by the TSTA. This mechanism is called the RTT/CTT mechanism.

5.4.5.2 Fast Transition in a Robust Security Network

Change the last paragraph as follows:

Continuity of network service quality is enabled by the use of resource allocation either prior to re-association, or at re-association time. It introduces a new protocol which allows PTK's to be derived prior to reassocation, thereby minimizing transition latencies. Loss of frames in the DS due to transition can be avoided by a mechanism to inform the DS prior to the actual transition.
5.4.5.3 Fast BSS Transition Architecture Description

Add new item (7th) to first list as follows:

- Avoid loss of frames in the DS during a transition.

Change text of second item in third list as follows:

· the pre-reservation BSS-Transition mechanism, during which resources are allocated prior to re-association. This solution addresses the following cases: 

· where the infrastructure is under-provisioned

· where the DS infrastructure is slow

· where or the provider wants to offer a guarantee of service. This solution addresses 
· networks with a security infrastructure that requires explicit messaging for resource reservation

· where the provider wants to avoid any loss of frames in the DS during the transition.

7.4.7 Fast BSS Transition Action Details

Change Table 32R as follows:

Table 32R—Fast BSS Transition Action Field Values

	Action Field Value
	Description

	0
	Reserved

	1
	Fast Transition Request

	2
	Fast Transition Response

	3
	Fast Transition Confirm

	4
	Fast Transition Acknowledgement

	5
	Fast Transition RTT

	6
	Fast Transition CTT

	7-255
	Reserved


Add new clause 7.4.7.5 as follows:

7.4.7.5 Fast Transition RTT Action Frame

The FT RTT Action Frame (Request to Transition) is sent by the TSTA to inform the network that it is preparing to transition and wishes to receive all pending frames from the DS prior to the transition. The effect of this frame is that the target TAP shall inform the DS that it wishes to receive any and all frames destined to the TSTA (i.e., switch the DS) and then send a CTT (clear to transition) message through the DS to the current TAP. The TSTA may wait for receipt of a Fast Transition CTT Action Frame before associating with the target TAP.

	Category
	Action
	Target
Address
	Status
Code
	Count IE
	Other IEs

	1
	1
	6
	2
	3
	variable


Figure 85L – Fast Transition RTT Action Frame Format

The frame body of a Fast Transition RTT Action Frame contains the information shown in Figure 85L.

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 5.

The Target Address field shall be set to the BSSID value of the target AP.

The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE).

The body of a Fast Transition RTT Action Frame contains the information shown in Table 32W.
Table 32W—Fast Transition RTT Action frame body

	Order
	Information
	Notes

	1
	TIE (Reassociation Deadline)
	Time Interval Information Element. A Time Interval IE may be present, and if present shall contain the Reassociation Deadline time.

	2
	FTIE
	Fast Transition Information Element. The FTIE shall be set to the FastTransition resource reservation and security policies that have been negotiated.

	3
	RSN IE
	RSN Information Element. This shall be set to the RSN IE as defined in section 7.3.2.25. It defines the security policy specified in the FT Response frame body.

	4
	EAPKIE
	The EAPKIE contains an encapsulated EAPOL-Key frame. The EAPKIE shall echo the SNonce in the KeyNonce field and authenticate all fields commencing with the Count Information Element and including the EAPKIE. The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same algorithms as specified in section 8.5.2.


Requirements for the contents of these information elements are given in section 8.5A.9.1

Add new clause 7.4.7.6 as follows:

7.4.7.6 Fast Transition CTT Action Frame

The FT CTT Action Frame (clear to transition) is transmitted by the current TAP to inform the station that it has delivered all queued frames and has received notification from the target TAP that the DS has been switched. The station should use this notification to initiate re-association as it is an indication that no further frames will be delivered from the current TAP and new frames may be buffered by the target TAP, The current TAP may issue a disassociate after delivery of the FT-CTT Action Frame.

	Category
	Action
	Target
Address
	Status
Code
	Count IE
	Other IEs

	1
	1
	6
	2
	3
	Variable


Figure 85M – Fast Transition CTT Action Frame Format

The frame body of a Fast Transition CTT Action Frame contains the information shown in Figure 85M.

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 6.

The Target Address field shall be set to the BSSID value of the target AP.

The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE).

The body of a Fast Transition CTT Action Frame contains the information shown in Table 32X.
Table 32X—Fast Transition CTT Action frame body

	Order
	Information
	Notes

	1
	TIE (Reassociation Deadline)
	Time Interval Information Element. A Time Interval IE may be present, and if present shall contain the Reassociation Deadline time.

	2
	FTIE
	Fast Transition Information Element. The FTIE shall be set to the FastTransition resource reservation and security policies that have been negotiated.

	3
	RSN IE
	RSN Information Element. This shall be set to the RSN IE as defined in section 7.3.2.25. It defines the security policy specified in the FT Response frame body.

	4
	EAPKIE
	The EAPKIE contains an encapsulated EAPOL-Key frame. The EAPKIE shall echo the SNonce in the KeyNonce field and authenticate all fields commencing with the Count Information Element and including the EAPKIE. The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same algorithms as specified in section 8.5.2.


Requirements for the contents of these information elements are given in section 8.5A.9.2
Insert a new section 8.5A.9 as follows:
8.5A.9 Fast Transition Request / Clear sequence

When the Fast Transition Authentication sequence has been completed “over the DS” using FT Action Frames, the TSTA may use the FT Request/Clear sequence to avoid the loss of frames in the DS during a transition.

This mechanism cannot be invoked by TSTAs that perform the Fast Transition Authentication sequence “over the air” or that send the FT confirm and FT acknowledge messages in an association request.

When the TSTA is ready to transition and has completed authentication, it shall issue an FT-RTT Action Frame to the current AP with the target BSSID of the target TAP. The current AP shall notify the target AP which shall inform the DS to deliver to it any frames with a destination address matching the MAC address of the TSTA. Immediately after this (or simultaneously depending on implementation) the target AP shall send a message to the current AP informing that it is ready to receive the transition. It is assumed that the “Clear” notification will arrive at the current AP after any frames that were in transit through the DS to the TSTA. The current AP shall wait until all queued frames for the TSTA have been delivered and then issue a FT-CTT Action frame to the TSTA to inform that it may proceed safely with the transition. Note that the current AP must ensure that all queued frames are delivered taking into account any queue re-ordering that might occur due to QoS considerations.

The TAP shall verify that the contents of the FT-RTT are consistent with the FT-Authentication sequence and that the re-association timer has not expired. The TSTA is not required to wait for an FT-CTT in response to sending a FT-RTT and make choose to make the transition at any time, accepting that this will introduce the risk of lost packets. The TSTA should start a timer after sending FT-RTT since a long delay in the transition may result in queued packets at the target TAP becoming stale.

8.5A.9.1 Contents of Fast Transition RTT Action Frame

Fast Transition RTT is sent by the TSTA to signal that it is ready to initiate a transition to the specified target TAP. After sending Fast Transition RTT, the TSTA shall not issue any further Fast Transition RTT messages until after it has associated with the target TAP or until the re-association deadline for the target TAP has expired. The TSTA shall issue Fast Transition RTT only after it has completed the FT authentication sequence with the target TAP and before the re-association deadline has expired.

The information sent in the FT-RTT Action Frame shall be as follows:

The identity of the TSTA shall be asserted in the SA field of the message header

The identity of the target TAP shall be asserted in the Target Address field of the FT Action frame.

The Count IE shall contain the value 4.

The Time Interval IE shall contain

· Time interval type shall be set to 1 (re-association deadline)

· Time interval value shall be set to the re-association deadline time

The Fast Transition IE (FTIE) shall be identical to the FTIE presented in the Fast Transition Request for the authentication sequence.

The RSN IE shall contain:

· Version shall be set to 1

· PMKID count shall be set to 1

· PMKID field shall contain the R1Name

The EAPKIE shall be an identical copy of the EAPKIE sent in the FT Confirm message except that the MIC shall be recomputed as appropriate for the current message.

8.5A.9.2 Contents of Fast Transition CTT Action Frame

Fast Transition CTT is sent by the Current TAP to signal that all frames have been delivered to the TSTA and that the TSTA should transition to the new TAP. The TAP shall only send this message in response to a valid FT RTT message from the TSTA.

The information sent in the FT-RTT Action Frame shall be as follows:

The identity of the target TAP shall be asserted in the Source Address field of the FT Action frame.

The identity of the TSTA shall be asserted in the DA field of the message header

The Count IE shall contain the value 4.

The Time Interval IE shall contain

· Time interval type shall be set to 1 (re-association deadline)

· Time interval value shall be set to the re-association deadline time

The Fast Transition IE (FTIE) shall be identical to the FTIE presented in the Fast Transition Request for the authentication sequence.

The RSN IE shall contain:

· Version shall be set to 1

· PMKID count shall be set to 1

· PMKID field shall contain the R1Name

The EAPKIE shall be an identical copy of the EAPKIE sent in the FT Acknowledge message except that the MIC shall be recomputed as appropriate for the current message.

8A.1 Overview of transition mechanisms

Change the second item in the first list as follows:

Pre-reservation Fast BSS Transition: this mechanism is executed when a TSTA needs assurances that the required security and QoS resources be available prior to a transition or needs to avoid loss of frames during the transition.

Add a new section 8A.1.4 as follows:

8A.1.4 RTT/CTT Mechanism

In order to avoid the lost of frames in the DS during a transition the Fast BSS Transition networks support a signalling mechanism which the TSTA may use to determine the correct time to transition. This mechanism is known as the RTT/CTT Mechanism (“Ready To Transition / Clear To Transition”.)

This mechanism may be invoked by a TSTA only after it has completed authentication using the Pre-Reservation mechanism and prior to associating with the target AP. The mechanism only works “over-the-DS” because delivery of the CTT message via the DS is used as an indication that no more frames are in transit through the DS. Therefore the TSTA shall only invoke the RTT/CTT mechanism is if has completed authentication using the “over-the-DS” method. The mechanism uses FT Action frame messages as defined in section 8A.5.9.

The message sequence for the RTT/CTT mechanism is shown in Figure 121G.


[image: image1.emf]TSTA TAP1 TAP2

FT Action RTT(TTAP, Count, TIE(Reassoc deadline), FTIE

STA,

RSNIE

STA

[R1Name], EAPKIE(EAPOL-Key[Anonce, MIC]))

FT Action CTT(TTAP, Count, TIE(Reassoc deadline), FTIE

AP

, 

RSNIE

AP

[R1Name], EAPKIE(EAPOL-Key[Snonce, MIC]))

Secure session & data transmission

Successful FT Authentication with TAP2


Figure 121G Fast BSS Transition RTT/CTT mechanism

In order to invoke the mechanism the TSTA shall be in State 2 with respect to the target TAP (as defined in section 5.6.)
Add section 8A.6 as follows:

8A.6 RTT/CTT Procedures

8A.6.1 Overview

The RTT/CTT mechanism allows a TSTA to synchronise the point of transition to avoid loss of frame in the DS. The TSTA sends an RTT (Request To Transition) to the target TAP via the Resource Request Broker in the current TAP. The Current TAP forwards the request to the target TAP which informs the DS and replies with a CTT (Clear to Transition) message. The Resource Request Broker then responds to the TSTA with a CTT message after all queued frames have been delivered to the TSTA.

The intent of this mechanism is to ensure that any frames are delivered to the TSTA before it associates to the target TAP including those waiting in the current AP and those arriving at the DS prior to the DS being informed of the location of the target AP.

8A.6.2 Procedures at the TSTA

The TSTA shall complete the Fast Transition Authentication sequence with the target TAP using the “over-the-DS” method. At its discretion the TSTA may then wait until it is ready to proceed with the transition or may immediately invoke the RTT/CTT procedure by taking the following actions:

1) The TSTA shall construct a FT-RTT message as described in section 8.5A.9.1 and send the message to the current AP

2) The TSTA shall start a timer to measure the time in TUs since the FT-RTT was sent

3) The TSTA shall continue to send and receive data frames to the current AP and shall generally proceed with network operations as normal.

4) If the station receives a FT-CTT message it shall validate the contents, issue a disassociate message to the current AP and then immediately associate to the target AP to complete the transition.

5) If the station is unable to associate with the target AP for any reason, it may perform first contact procedures to establish a new connection with an AP of its choosing.

6) If the TSTA does not receive an FT-CTT message with a period of Dot11FastTransitionWaitCTTtime TUs it shall proceed to associate with the target AP without disassociating from the current AP.

8A.6.3 Procedures at the Current TAP

The Resource Request Broker (RRB) in the current TAP shall receive FT-RTT Action frames and generate FT-CTT Action frames.

Upon receipt of a FT-RTT message the RRB shall generate a message for transmission to the target AP via the DS. The format of such message is out of scope but a suggested format is given in section 8A.4.3.2.

The RRB shall wait for a response from the target AP in the form of a CTT message. Receipt of this message shall be an indication that no further frames for the TSTA are to be expected to arrive via the DS. The RRB should then monitor the transmission queues of the current TAP and when there are no more frames awaiting transmission to the TSTA, the RRB shall cause the current AP to construct and send a FT-CTT message to the TSTA.

After delivery of the FT-CTT to the TSTA the current AP may disassociate the TSTA.

8A.6.4 Procedures at the Target TAP

Upon receipt of an RTT message from another TAP (via the DS), the target AP shall take the following steps:

1) confirm that the requesting TSTA has completed an FT Authentication Sequence and that the re-association deadline has not expired

2) Construct a CTT message to reply to the TAP

3) Send a message to the DS to redirect incoming frames for the TSTA to the target AP.

4) As soon as reasonably possible send the CTT message to the originating TAP

5) Queue up any received frames destined to the TSTA pending successful association

6) If the re-association deadline expires the AP shall discard any queued frames.

Add to annex D the following entry:

Dot11FastTransitionWaitCTTtime
OBJECT_TYPE


SYNTAX INTEGER


MAX-ACCESS read-write


STATUS current


DESCRIPTION



"This variable specifies the time in TUs that a station should wait for receipt of a FT-CTT message"
References:

11-05-1105-00-000r-ready-to-transition-clear-to-transition.ppt
11-05-1646-00-000r-no-packet-left-behind.ppt
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