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Tuesday July 19, 2005
8:00am

Call to order

· Agenda – Document 11-05/714r0
· Review operating rules for a Task Group.

· Review IEEE 802 policies and procedures for Intellectual Property.

· Approve minutes from the May session – Document 11-05/401r0
Minutes approved unanimously.

· Approve minutes from the Teleconference sessions – Document 11-05/523r3
Minutes approved unanimously.

· Discussion on Agenda – Document 11-05/714r0
Changes will be recorded in Document 11-05/714r1
Agenda is approved unanimously.

· Discussion of Document 11-05/538r4 by Bill Marshall
The TGr editor needs the source to all Visio figures for all submissions to the TGr amendment.
MOTION: To accept the changes proposed in this contribution (document 11-05/538r4), and instruct the editor to generate a new draft with these changes incorporated.

By: Bill Marshall

Second: Kapil Sood

Discussion:

· It is the job of the WG editor to change section numbers to accommodate other amendments such as TGp. Not the Task Group editor

Result: 29 – Yes; 0 – No; 5 – Abstain. Motion Passes
· The editor has created TGr Draft 0.03 with the changes described in Document 11-05/538r4.

· Discussion on Document 11-05/539r5 by Bill Marshall

This document describes technical changes to the draft that were discussed on the TGr teleconference calls since the Interim Plenary in May.

In slide 47, it would be better to express key lifetime in seconds.
There were two IE’s, one for key lifetime and one for reservation timeout. They were combined into one timer.

Should we have two timer elements, or one timer element?

TGk has a format to express a timer in seconds or in milliseconds.

IEEE 802.11i uses a 32 bit value in seconds to express key lifetime.
We could fix the resolution by the type: seconds for key lifetime; and milliseconds for reservation lifetime.

Another contribution should be a bit in the type field to indicate the resolution.

Slide 45 changes the reassociation except where it specifically refers to the management frame.

MOTION: To instruct the editor to include the resolutions given in Document 11-05/539r5, with the exception of slide 46, in the next draft of the TGr amendment.
By: Bill Marshall

Second: Keith Amann
Discussion:

· None.
Result: 30 – Yes; 0 – No; 1 – Abstain. Motion Passes.
· Presentation of Document 11-05/619r0
Discrepancy whether “over the DS” was not part of the base mechanism.

The base mechanism could be initiated either “over the Air” or through action frames “over the DS”.
The advertisement is already in place.

Reservation is orthogonal to this mechanism. We are saying the Nonce relaying could be done over the DS.

MOTION: To instruct the editor to include the resolution given in Document 11-05/619r0 in the next draft of the TGr amendment.

By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: 21 – Yes; 1 – No; 8 – Abstain. Motion Passes

· Discussion on Document 11-05/621r0 by Bill Marshall.

Doesn’t take out the meaning of T as target, not transition.

There still will be instances of TTAP in the document.

As a definition a TTAP is a target TAP.
TBTT is used as an acronym in 802.11i
TT used to be “transition target”, is the “transition” modifier important to someone.
MOTION: To instruct the editor to include the resolution given in Document 11-05/621r0 in the next draft of the TGr amendment, while changing any remaining uses of the term TTAP to target TAP and drop the definition of TTAP from the acronym section.
By: Bill Marshall

Second: Nancy Cam-Winget
Discussion:

· None.

Result: 22 – Yes; 1 – No; 11 – Abstain. Motion Passes

· Adjourn until the 10:30am session.
Tuesday July 19, 2005

10:30am

· Call to order

· Discussion on Document 11-05/633r0 by Bill Marshall
The TRIE and TSIE should be highlighted for the data in the EAPoL-Key IE’s.

MOTION: To instruct the editor to include the resolution given in Document 11-05/633r0 in the next draft of the TGr amendment.

By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: 26 – Yes; 0 – No; 6 – Abstain. Motion Passes

· Discussion on Document 11-05/647r0 by Bill Marshall

The addition of the term “debugging” in the disclaimer should not be used.

This description goes a bit too far to describe how the protocol in implemented.

The IEEE 802.11i amendment already discusses securely destroying key material.

The fact that we have a key name allows use to use it in logs and traces.

The names are calculated – how do you verify your calculation.

We need text to describe why we are including key names – which allows us to describe the key hierarchy.
This text does not describe how MAC entities communicate, and is therefore out-of-scope of the standard.

This text cannot be normative because it does not describe how devices can remain optimal.

The text should be informative.

It’s a laudible goal, but it should not be part of the standard.

It is valuable to describe the key names to an implementor.

The document will be updated and be discussed later in the session.

· Discussion on Document 11-05/650r0 by Kapil Sood.

Why is the session identifier necessary?
The Nonces in the re-association request and response are not really necessary.

The Nonces need to be changed so that the figures are consistent with the text.

MOTION: To instruct the editor to include the resolution given in Document 11-05/650r0 in the next draft of the TGr amendment.

By: Kapil Sood

Second: Bill Marshall

Discussion:

· None.

Result: 27 – Yes; 0 – No; 9 – Abstain. Motion Passes

· Discussion on Document 11-05/705r1 by Kapil Sood.
You have to make sure that the KCK usage in the TGr amendment is different from the IEEE 802.11i amendment.
Different information is mic’d in TGr when compared with IEEE 802.11i, so the definition should be different.

The difference between Document 11-05/705r0 and Document 11-05/705r1 is the “suggested text”.

We need to modify this document and bring it back for a motion in a future session.

· Discussion on Document 11-05/551r2 by Kapil Sood.

This bit is unnecessary when other IE’s in the frame refer to capabilities for Fast Transition.

If the Fast Transition IE’s are not present, then Fast Transition is not enabled.
We need to set a bit in a beacon so that a STA needs to know that it needs send a Probe Request frame to query the AP for the Fast Transition IE’s.

An extended capability bit was discussed in TGe, but it was removed.

Both TGk and TGp have claimed to use the last bit of the capabilities advertisement. The only thing you could use that last bit for would be “extended capabilities”.

All the groups that use an extended capabilities advertisement should insert a description in their draft.

TGr will co-ordinate with TGp to ensure that the description is consistent. The amendment that goes through the standardisation will define the extended capabilities.

ANA cannot own the definition of extended capabilities.

We need a motion to the full working group to request the assignment of a capabilities bit.

We do not need to request the assignment of the bit now.

MOTION: To instruct the editor to include the resolution given in Document 11-05/551r3, as a new section 7.3.2.39, and including a new element ID in Table 22 in section 7.3.2, in the next draft of the TGr amendment.

By: Kapil Sood
Second: Srini Kandala
Discussion:

· There really is not a need for this capabilities advertisement. This advertisement is redundant.

· Right not the TRIE and TSIE are quite large. This capabilities advertisement will provide a mechanism for advertising Fast Transition without including the TRIE and TSIE in the beacon. 

· In a Fast Transition scenario without security or QoS, the capabilities advertisement can indicate that the AP supports fast transition.

· The size of the beacon is not an issue when these elements are small compared with the SSID or the Country code.

· IEEE 802.11i used the RSN IE for advertisement. IEEE 802.11e and IEEE 802.11g had place holders for a long time.

Result: 5 – Yes; 14 – No; 15 – Abstain. Motion Fails.
MOTION: To instruct the editor to include in Table 5 of section 7.2.3.1, Beacon Frame Format, entries for TRIE and TSIE at the next available order numbers.
By: Kapil Sood
Second: Bill Marshall.
Discussion:

· The IE sizes were 64 bytes and 17 bytes respectively.
· It is necessary to include both of them.

Result: 11 – Yes; 5 – No; 13 – Abstain. Motion Fails.
· Based on these votes, there is some desire for this problem to be solved in some manner. Perhaps an alternative solution could be used to address this issue.

· Discussion of Document 11-05/705r0 by Kapil Sood

The FTMD-Id is used in the beacons. It is part of the TRIE and the TSIE.

The FTMD-Id does not replace the key naming.

The FTMD-Id should be pulled out of the TRIE and the TSIE, and placed in a separate IE.
The Security Mobility domain and the Resource Mobility domain are well formed concepts. Someone should go away and prepare a detailed submission on this definition.

This work needs to be done offline to consolidate the definition. We need to coalese these concepts to make them deployable.

· Discussion of Document 11-05/620r0 by Bill Marshall

This functionality addresses a remote case for Fast Transition. We should be simplifying the document, not adding new features.
You could simply “zero-out” the security information without changing the messages.

The real question is whether this problem is worth solving.

This increases the complexity of the solution.

The intention of the selected TGr proposal was to preserve the messaging in all cases.

We should not change anything that does not address security considerations.

· Adjourn until the 1:30pm session.

Tuesday July 19, 2005

1:30pm

· Call to order.
· Discussion of Document 11-05/622r0 by Bill Marshall
This text defines a sequence of information elements that appears in a sequence of four messages. The sequence of IE’s are included as part of the Authentication message description.
MOTION: To instruct the editor to include the resolution given in Document 11-05/622r0, with the change of moving the entry for the RSN IE between the entries for TSIE and RIC in the table, in the next draft of the TGr amendment.

By: Bill Marshall

Second: Nancy Cam-Winget

Discussion:

· None.

Result: 17 – Yes; 0 – No; 11 – Abstain. Motion Passes
· The use of CAP by TGr conflicts with work currently being done in TGe.

· TGk is currently using serving AP as a description of the AP. We might want to align ourselves with TGk.
· IEEE 802.11i uses the term “current AP”.

MOTION: Change the use of the term “CAP” to “current AP”.

By: Bill Marshall

Second: Frank Ciotti
Discussion:

· None.

Result: 26 – Yes; 1 – No; 1 – Abstain. Motion Passes.

· Discussion of Document 11-05/714r2 by Nancy Cam-Winget

The AES-CMAC-128 algorithm is in the order of 10 times faster than HMAC-SHA-1.
Work could be done in TGm to update IEEE 802.11i content.
This work could be done to TGw.

STRAW-POLL: Is there enough interest to pursue the ideas in Document 11-05/722r0?

Result: 33 – Yes; 0 – No; 6 – Abstain;

MOTION: Replace the use of HMAC-SHA1 with with HMAC-SHA256 in the KDF derivation described in section 8.5A.3, and modifying the appropriate text from 159 to 255 and 160 to 256.
By: Nancy Cam-Winget

Second: Jesse Walker

Discussion:
· The cost of HMAC-SHA256 is more processor instructions HMAC-SHA1, and hence poorer performance. However, this derivation would only be done at first connect.

Result: 28 – Yes; 0 – No; 6 – abstain. Motion passes.

· Discussion of Document 11-05/726r1 by Dan Harkins
This proposal does not replace the R0 Key Holder with the NAS ID. Although that would be a commendable change.
The AAA Client and the R0 Key Holder need to be co-resident in order to do key scoping.

Calling the AAA Client the Authenticator the same thing is not correct. They do different functions.

Any PMK holder is an Authenticator. The Authenticator is overloaded.

You have to be able to operate in EAP without an AAA Server. The AAA Client is not an EAP entity.

The NAS-ID would be the equivalent to the R0 key holder.

None of the changes in 11-05/724r0 eliminate any of the key holders.
MOTION: Instruct the editor to incorporate changes from Document 11-05/724r0 into the next TGr draft.

By: Dan Harkins

Second: Kapil Sood
Discussion:

· In section 8A.2, the PMK-SA includes a list of all key holder IDs. The key holders should be deleted.
Result: 23 – Yes; 0 – No; 10 – Abstain. Motion passes.
MOTION: Instruct the technical editor to produce a new draft incorporating the changes that have been accepted by the Task Group

By: Jesse Walker

Second: Fred Haisch

Discussion:

· None

Result: Motion passes unanimously.

· Recess until the Thursday 8am session.

Thursday July 21, 2005

8:00am

· Call to order.

· Discussion on document 11-05/757r0 by Chris Trekker
The variation in roaming times depends on the type of device. A phone is a simpler system and hence has a more consistent roaming time.
TGT is looking to define test methodology and get feedback from TGr.

Based on these results, TGr is not going to make much progress without TGk scanning optimizations.

Pre-reservation or pre-authentication could be used to measure performance.

· Discussion on document 11-05/647r3 by Bill Marshall

No Discussion.

MOTION: To instruct the editor to include the resolution given in Document 11-05/647r3 in the next draft of the TGr amendment.

By: Bill Marshall

Second: Jesse Walker

Discussion:

· This change adds clarity to the draft and should be included.

Result: 31 – Yes; 0 – No; 3 – Abstain. Motion Passes.

· Discussion on document 11-05/705r2 by Kapil Sood

This change is consistent with IEEE 802.11i and should be included in TGr.

MOTION: To instruct the editor to include the resolution given in Document 11-05/705r2 in the next draft of the TGr amendment.

By: Kapil Sood

Second: Bill Marshall
Discussion:

· This motion was in PEKM and was voted down. It should be included in TGr.
Result: 28 – Yes; 0 – No; 7 – Abstain. Motion Passes.

· Discussion on document 11-05/673r0 by Michael Montemurro
Associated document is 11-05/0672r1

Comment on SAP, as usage of SAP can be a lightning rod during ballots.

Comment to include source address in the frame for over-the-DS encapsulation.  Update Figure 2 in Document 11-05/672r1.

To instruct the editor to include the given text in Document 11-05-0672r2, modified to include the station source MAC address after the detination field in Figure 4, in the next draft of the TGr amendment.

By: Michael Montemurro

Second: Guenter Kleindl

Discussion:

· Editor will replace CAP with Current AP.

Result: Yes – 32; No – 0; Abstain – 3. Motion passes.
· Discussion on document 11-05/554r0 by Paul Funk
The AP could simply reject the reassociation request with a status code of “Not Ready”. You don’t need a special not ready response.

“Not Ready” is the same as “come back later”

This function could be implemented simply by rejecting requests with the appropriate status code.

Eliminating the “Not Ready” altogether will result in packet loss.
In order to do this, the AP needs to know the speed of the backend infrastructure.

There is a “reassociation deadline” timer that tells the STA when to comeback. Adding another timer adds more state and complexity. We should minimize the number of timers.

These messages allow the AP to reject the request without resetting the connection state.

There is a significant security hole with the “aggressive mode” where the STA doesn’t know whether the message came from the AP.

In the case of resources, the AP could advertise a fixed parameter for how long it would take to reserve resources. The AP would know whether it could respond immediately or not.

This would not be required in an “over the DS”.
We provide “over the DS” and “over the air” mechanisms in the protocol. If the infrastructure is slow, an “over the DS” mechanism would be a more appropriate way to address a slow infrastructure.

The AP could advertise the infrastructure latency.

If “over the DS” is the way to go, perhaps we could optimize or get rid of “over the Air” mechanisms.

The “over the air” mechanism was proposed because there were doubts about “over the DS” mechanism for reachability.

Based on our discussion, the general feeling that we shouldn’t vote on this submission at this time.
· We could prepare a draft after this meeting and submit the draft for review by the working group for comments. If we addressed the comments from the review, we would be ready for letter ballot. 

· Recess until the 10:30am session.
Thursday July 21, 2005

10:30am

· Call to order.

· Presentation of Document 11-05/728r0 by Dan Harkins

A scheme for putting the keys in place requires a mechanism for revoking and expiring keys.

Key expiry is an authorisation attribute. There needs to be a submission on key revocation.

If you receive the PMK-R1 in from an unauthorized key holder. You should reject the key materials.

Other authorisation attributes could include “time-of-day” restrictions as well as other attributes.

The objectives mentioned in this presentation need to go into the 802.11r specification.

There should be STA involvement in moving keys around the infrastructure.

The STA needs to take part in the authorisation in distributing the key.

In this proposed message exchange accomplishes the goal of EAP channel binding.

You want to incorporate the information is known and understood by the client.

People should read RFC 3579 and RFC 3748 to understand the concepts discussed in this submission.

You don’t want to hand out the PMK-R1 to an entity unless you can verify that the identity is authorised to hold that key.

The key derivation itself does what’s necessary without involvement from the STA.

If the STA is not involved, it does not know whether the key is compromised.
The STA should authorise its key usage through an explicit channel.
It provides one standardised mechanism to affect the key distribution.

We as a group want to develop a mechanism such as this.

The two new action frames to do the authorisation occur prior to transition. This could be overloaded in the Authentication request/response. 

These action frames are somewhat similar to pre-authentication. 

The idea of “Not Ready” could be used to addressed 

The PMK-R0 is bound to the SSID. 

The PMK-R0 holder can’t get the NAI in the draft text. 

A security requirement is that the keys are bound to the two parties and the two parties can verify that the keys are valid.

Sending these messages in an Action Frame is a good idea. It would be nice to be able to do this exchange “over the DS” to the TTAP NAS. If there is a mechanism for addressing the TTAP NAS.

The allowance for exchange during the authentication process should be there. 
· Discussion of document 11-05/0553r0 by Kapil Sood
The PMK-R2-Name in slide 8 should be PMK-R1-Name.
The NASID is defined in an RFC 2865 and is a 253 octect string. That identifier should be restricte in this protocol definition.

There are no additional requirements to the IETF with the use of the NASID

There are conceivable architectures that would require three levels of keys. 

Three levels are likely too much for most WLAN infrastructure architectures. Perhaps a variable level hierarchy would address these requirements.

If we are using EAP, it places specific requirements on who stores the resulting key from an EAP authentication. There is no separate entity called an AAA client.

A multi-party key hierarchy becomes very difficult to analyse from a security point of view.
Having 5 layers of keys, there are 11 different ways of combining key holders. Even with 4 layers, there are 8 ways of combining key holders. After Tuesday’s submission, there are only two ways of combining key holders.

We should look at how this key hierarchy applies to mesh architectures.

There are other security issues that come out of the mesh topology. There are going to be tradeoffs between routing and security which will govern security in a mesh.

There is no security reason for the R2 level. There is no purpose for it from a security point of view.

There needs to be some level of caching, the key levels come from a caching requirement.
From a mesh point of view, DS traffic needs to be addressed. The DS is not a trusted medium.

The R1 level is important because it provides key separation. The R0 key represents the authorisation of the AAA Server.

The R1 level is introduced because we want to move keys around. If you want more stages, you need to add additional key levels.

This submission would override the changes adopted by Document 11-05/647r0. We need the truncated key names.

MOTION: To instruct the editor to include the resolution given in Document 11-05/746r0, recinding the contribution of 11-05/647r2 except for the truncate-128 from document 11-05/647r2, in the next draft of the TGr amendment.
By: Kapil Sood
Second: Michael Montemurro
Discussion:

· None.

Result: 29 – Yes; 5 – No; 6 – Abstain. Motion Passes.

MOTION: Instruct the technical editor to produce a new draft incorporating the changes that have been accepted by the Task Group

By: Nancy Cam-Winget

Second: Bill Marshall

Discussion:

· None

Result: Motion passes unanimously.

· We need to have a Task Group internal review of the current draft.
· We’ve got the draft to a stage where we are comfortable with it. We need to have a good consensus on what’s missing and what needs to change.

· A review is a good idea, but we need to decide what we are going to do with the results. 

· We would treat comments for comment resolution.

· Comment resolution is a very lengthy process.

MOTION: Start a 30 day internal review of the latest draft, starting from when the latest draft is available from the Technical Editor. Comments from this internal review will be addressed by the group.

By: Jesse Walker

Second: Bill Marshall

Discussion:

· The review is necessary, but we could get bogged down in comment resolution. It would be better if people just read the draft and just went to Garden Grove prepared to modify the draft.

· We need to decide what means by internal review. It sounds more like a letter ballot.

· A spreadsheet of comments is a more effective way to address comments.

· It’s very important that we all go off and read it.

· It would be nice if we had some sort of expedited process where we could make proposals.

· We voted for an internal review. All this is going to do is impede our process.

· We may want to visit this after the September meeting, but not do it now.

· We will have conflicting resolutions without organising review comments.

· The timing may be an issue because the comments won’t be available until September.

Result: 2 – Yes; 16 – No; 13 – Abstain. Motion fails.
· We should have teleconferences every two weeks following this meeting and extending until the next plenary meeting.
MOTION: Hold bi-weekly IEEE 802.11 TGr teleconferences for one hour duration starting August 17th 2005 at 11:00 ET and continuing through the end of 2005.

By: Kapil Sood

Second: Keith Amann.

Discussion:

·  None.

Result: Motion passes unanimously.

· Adjourn for the week.
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