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This document suggests introductory text for the TGu functional requirements document.

Scope
According to the PAR for 802.11u: 
The scope of this project is to develop an amendment to IEEE 802.11 to facilitate interworking with external networks. It is necessary for IEEE 802.11 to create a standard, which specifies the requirements and interfaces between IEEE 802.11 and external networks, such as those found in Cellular systems. The amendment will address specific interfaces to support external authentication, authorization and accounting, together with network selection, encryption, policy enforcement and resource management. Such interface provides interaction methods between IEEE 802.11 entities and the interworked external network. The standard also specifies how the interface works with existing IEEE 802.11 functions, e.g. IEEE 802.11i, to meet the interworking requirements.

Overview

Within this section, we need a concise summary of the TGu objectives and goals, which can be understood by the rest of the IEEE 802 community.

Perhaps write 2-3 concise and accurate paragraphs explaining exactly what TGu is trying to achieve.
Scenarios

General Model

An overview model, depicting the involved network entities, has been developed (see Figure 1), which covers all discussed scenarios (see Annex A - D) that could have requirements towards 802.11 interworking with external networks.


[image: image1]
Figure 1: Overview model of Network Entities

[image: image2]
Figure 2: Detailed Model of Control Plane
The scenario under consideration is that of a mobile user connecting to a correspondent network, which contains the other end (TOE) of the user plane traffic, via an IEEE 802.11 access point. The access points belong to an operator run “hotspot”, which has roaming agreements with different Subscription Service Providers (SSPs) to which the user is subscribed for control plane functions such as authentication, authorization and accounting. For services that only require best effort connection (e.g. web browsing) a direct bearer path can be established. Routing policy enforcement, applied by the user-plane gateway, can be used to allow for end to end QoS for services that require better than best effort QoS. This will allow the flows to be routed over managed IP networks that have SLAs with the SSPs and/or their roaming partners.

There can be many independent IEEE 802.11 access networks, Subscription Service Providers Networks (SSPNs), and correspondent networks all connected together in an arbitrary manner and owned or operated by different administrations. User and control plane traffic may be separated.

The requirements placed on IEEE 802.11 technology are expected to be derived from interactions with the service provider network, but not interactions with the correspondent network.

Assumptions
Editor’s Note: Assumtions are FFS

References
[1]
11-05-0333-02-000u-terms-and-definitions.doc

[2]
11-05-0279-03-000u-draft-functional-requirements.doc
Annex A (11-05-0141-02-000u-3gpp-wlan-access-network-requirements.doc)

This annex lists the technical requirements, which the 3GPP specifications for 3GPP-WLAN Interworking for Release 6 have towards the WLAN Access Network.

Technical details extracted from 3GPP Specification TS 23.234 v6.3.0

3GPP Non Roaming WLAN Inter-working Reference Model
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Note:
The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 1: Non-roaming reference model

The reference points related to the WLAN Access Network are:

· Ww connects the WLAN MT to the WLAN Access Network per IEEE 802.11 and 802.1X specifications.

· Wu is located between the WLAN MT and the Packet Data Gateway. It represents the WLAN MT-initiated tunnel (IKEv2) between the WLAN MT and the Packet Data Gateway. Transport for the Wu reference point protocol is provided by the Ww and Wn reference points, which ensure that the data are routed via the WLAN Access Gateway.
· Wa connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network’s AAA Proxy/Server (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case). The prime purpose of the protocols (Diameter and Radius) crossing this reference point is to transport authentication, authorization and charging-related information in a secure manner.

· Wn connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network’s WAG. This interface is to force traffic on a WLAN MT initiated tunnel to travel via the WAG. The specific method to implement this interface is subject to local agreement between the WLAN AN and the PLMN, and may be based on layer 2 or layer 3 mechanisms.

Functions expected from the WLAN Access Network, besides standard 802.11 procedures

Authentication, Authotization and Accounting 

· Transporting Authentication signalling (EAP SIM/AKA) between WLAN MT and AAA Proxy/Server.

· Access control according to 802.1X.

· Radius or Diameter communication with 3GPP AAA Proxy/Server and performing related Radius or Diameter functions (e.g. generation of charging information, or purging a user from the WLAN access for immediate service termination (optional))

Network Advertisement and Selection

· Indicating the availability of 3GPP interworking (including information about the supported 3GPP networks), and the interworking type (Direct IP Access or 3GPP IP Access) without the involvement of any other network than the WLAN AN (optional). It is desirable for 3GPP to solve the issue of 3GPP network advertisement for manual network selection without the need to use an invalid NAI.

Others

· IP address allocation for the WLAN MT (optional in the WLAN AN or in the 3GPP network)

· DNS (connected to 3GPP network’s DNS to be able to resolve PDG FQDNs for 3GPP IP Access)

· QoS (3GPP agreed to study QoS for 3GPP-WLAN Interworking for Rel-7, no requirements are agreed yet)

· Routing Enforcement according to information from the AAA Server to ensure that all packets sent to/from the WLAN MT are routed to the Internet and/or the interworking 3G network, according to the user’s authorized services.

· 3GPP looks for mechanisms to protect the 3GPP network entities from attacks (e.g. DoS) by limiting access of 3GPP-WLAN authenticated users to only such 3GPP network entities, which hold services, for which the user is authorized. 3GPP specified, that the WLAN AN may enforce access scope limitation according to information from the 3G AAA Server based on the authorised services for each user (for example IP address filters).

· Ciphering of the connection from the WLAN MT to the WLAN AN using the ciphering key obtained at the end of WLAN Access Authentication and Authorisation procedure.
References to 3GPP documents:

1. 3GPP TS 23.234 V6.3.0 (2004-12); Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) interworking; System description (Release 6)

2. 3GPP TS 24.234 V6.1.1 (2005-01); Technical Specification Group Core Network; 3GPP System to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3 (Release 6)

3. 3GPP TS 29.234 V6.1.0 (2004-12); Technical Specification Group Core Network; 3GPP System to Wireless Local Area Network (WLAN) interworking; Stage 3 (Release 6)

References to previously discussed IEEE 802.11 documents, giving more details on certain issues:

2. 11-05-1631-00-wien-interworking-scenarios-and-assumptions.ppt
3. 11-04-1392-00-wien-wlan-interworking-requirementspolicy-qos-charging.ppt
4. 11-04-1061-00-wien-network-discovery-problem-statement.ppt
5. 11-04-1021-00-wien-network-discovery-and-selection-problem-statement.doc
6. 11-04-0691-00-wien-considerations-about-network-selection.ppt
Annex B (11-05-1631-00-wien-interworking-scenarios-and-assumptions.ppt)

This presentation is a contribution to the 801.11u technical requirement draft. It discussed some of the scenarios and assumptions made for the WLAN interworking work based on 11u’s scope.  It is not a exhaustive list, and will be extended based on the discussion.
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Figure 4 : Interworking scenario with 3GPP
UE (STA) can access services both from Internet & 3GPP PS services depends on the subscription and interworking level.

Network connection

–No assumption about the connection between the WLAN and the external network. It can be directly or indirectly connected (through third party network)
–Data traffic interface is based on IP (the PDG is based on IP)
–AAA paths exists between the two networks (could via a proxy/broker) 
STA assumptions

–UE does not need to have knowledge of external network technology. E.g. the UE could be just a 802.11 STA without 3GPP stack.
–UE may start the new session (or power up) in the WLAN. Therefore, a full scale mechanism for establishing the session is necessary.
–UE support (U)SIM based security
•Is this necessary for all? Other types of security co-existence needs to be addressed.

–UE has local WLAN address. E.g. for the direct Internet access
–UE has the subscription of the external network. Charging information will needs to be provided to the external network.

Service aspective

–Service (data traffic) may be provided locally or through the external network
–Service traffic should be enforced per UE based depends on authen/author outcome. E.g. is traffic going directly to Internet allowed?
–Service QoS needs to be enforced based on the external network policy/decision
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Figure 5 : Network sharing/selection

•The scenarios addressed by 3GPP
–The WLAN can have several external network connected

–UE has different paths towards it home network

–Several WLAN can cover the same area

Network sharing/selection assumptions
For WLAN

Several external network connected. There could be different UEs interworking to different external network at the same time. Traffic enforcement is necessary for differentiate that.

 Data path may not be the same as the AAA path

For UE

Network selection is necessary. In two aspects

Select the WLAN

Select the network behind the WLAN

One UE can connected to different external network simultaneously

Is this in the scope of 11u? Was mentioned in 3GPP for future Release

Conclusions

Presented some scenarios and assumptions derived from them (mainly for interworking with 3GPP network)

Agreed assumptions should be included into the requirement draft as the base of the analysis

Welcome more scenarios, e.g. 3GPP2, WISP, etc

Annex C (11-05-0200-00-000u-3gpp2-technical-requirements-wlan-access-network.doc)

This document lists the technical requirements for the WLAN Access network from 3GPP2 for 3GPP2-WLAN Interworking.

3GPP Non Roaming WLAN Inter-working Reference Model
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Figure 1: Non-roaming reference model

The reference points related to the WLAN Access Network are:

· Ww connects the WLAN MT to the WLAN Access Network per IEEE 802.1X specifications.

· Wu is located between the WLAN MT and the Packet Data Gateway. It represents the WLAN MT-initiated tunnel (IKEv2) between the WLAN MT and the Packet Data Gateway. Transport for the Wu reference point protocol is provided by the Ww and Wn reference points, which ensure that the data are routed via the WLAN Access Gateway where routing enforcement is applied.

· Wa connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP2 Network (i.e. the 3GPP2 AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case). The prime purpose of the protocols (Diameter and Radius) crossing this reference point is to transport authentication, authorization and charging-related information in a secure manner.

· Wn is between the WLAN Access Network and the WAG. This interface is to force traffic on a WLAN MT initiated tunnel to travel via the WAG. The specific method to implement this interface is subject to local agreement between the WLAN AN and the PLMN.

Functions expected from the WLAN Access Network, besides standard 802.11 procedures

Authentication, Authotization and Accounting 

· Transporting Authentication signalling (EAP AKA/TLS) between WLAN MS and AAA Proxy/Server.

· Access control according to 802.1X.

· Radius communication with H/VAAA and performing related Radius functions (e.g. generation of charging information)
Others

· IP address allocation for the WLAN MT (optional in the WLAN AN or in the 3GPP network)

· DNS (connected to 3GPP network’s DNS to be able to resolve PDG FQDNs for 3GPP IP Access)

· Ciphering of the connection from the WLAN MT to the WLAN AN using the ciphering key obtained at the end of WLAN Access Authentication and Authorisation procedure.
Annex D (11-05-0195-00-000u-wfa-requirements.doc)

This document provides a summary of the work carried within the WiFi Alliance in relation to public access WLANs.  It summarises the main requirements, and identifies where the deployment guidelines potentially address TGu open issues.
Introduction
The WiFi Alliance have developed a number of guidelines for the deployment of public access WLAN based on the IEEE802.11 standard.  These guidelines include:

· Best Current Practices for Wireless ISP (WISP) Roaming [1] (a.k.a. Universal Access Method – UAM).

· WPA Deployment Guidelines for Public Access WiFi Networks [2]

These documents identify broad goals for public access network behaviour and user experience, and propose solutions to achieve these goals.

UAM is widely implemented in current hotspot deployments, but a number of drawbacks (mainly security related) have been identified.  There is a general move towards replacing this technology with an IEEE 802.11i solution, as defined in [2], but migration of users from one method to the other must also be considered.

General Requirements

The requirements below are a summary of the goals and requirements specified in [2].

1. The hotspot (single access point) should support both UAM and WPA users simultaneously.

2. The hotspot should support multiple operators sharing the same infrastructure.

3. The hotspot should be able to support a number of different access scenarios from free of charge access, new user sign-up, users with pre-arranged accounts with the service provider, and roamed users.

4. The hotspot shall indicate the authentication methodology capabilities of the network to the subscriber.

5. The subscriber shall not be able to simultaneously access overlapping UAM and WPA networks.

From these requirements, it is possible to derive a set of functional requirements for hotspot operation:

· Authentication method selection: where the user is able to determine what authentication models are supported by the network (UAM vs. WPA)

· Support for new user registration: with a much more fragmented market place and the ability to roam not widely supported yet, users and hotspot operators like to offer a new user sign up service – currently available only in UAM.

· Subscription selection: the client needs to be able to determine which credentials it should supply to the network in order to authenticate.

· Separation of UAM and WPA user traffic: when open authentication is used (as for UAM), the network is more vulnerable to certain attacks, as IP filtering tends to be performed deeper within the network than the access points.

Solutions

The WFA have developed a number of solutions to address the functional requirements identified above.  These are briefly as follows:

· Authentication method selection

The client can determine what authentication methods the network supports from information provided in the beacon.  In order to support UAM/WPA co-existence, it is recommended that virtual APs, where each virtual AP has its own BSSID and advertises its own capabilities (i.e. the UAM virtual AP advertises open authentication, the WPA virtual AP advertises protected access).  

As a single operator may want to offer both these services, in theory the SSID advertised in the beacons generated by both the APs should be the same (as this provides a hint as to the identity of the hotspot operator).  There seems to be a question as to whether client software is actually able to parse different BSSIDs with the same SSID, and a work around is to modify the SSID slightly (e.g. by appending 1X to the end of the operator identity) to distinguish between the two APs.
· Support for new user registration

The UAM model specifies a sign-on mechanism for users that do not have valid credentials to access the network.  Whilst UAM and WPA approaches are in co-existence, UAM can continue to address this requirement through the provision of an appropriate web portal.

· Subscription selection

[2] recommends the use of the mechanisms developed by 3GPP/3GPP2 for the determination of roaming agreement information.  One solution is outlined in [4], which defines the use of EAP for the transmission of roaming agreement information to the terminal.  Use of this mechanism is only possible post-association i.e. the user cannot determine whether they will be able to authenticate with the network before associating with it.

· Separation of UAM and WPA user traffic

VLAN tagging based on the SSID to which the client has associated is used to separate user traffic.  

Impacts on IEEE 802.11

The WFA solutions do not place any actual requirements on IEEE 802.11 because they have intentionally only used features that are already available, and worked around any shortcomings.

If we compare this work to the list of open issues identified by TGu, we have the following:

· Network Selection: AP selection is supported based on information available in current beacons, especially the authentication model supported.  No support for network selection based on additional criteria (mainly roaming information) is provided. 

· Secure Portal Page/IEEE 802.11i co-existence: Supported using virtual APs, but this may have scalability concerns as virtual APs are recommended for use in distinguishing between operators as well as authentication model.

· MAC address anonymity : not considered

· Policy enforcement: the WFA documents discuss the concept of service authorization, but point out that there is currently no standard way of downloading this information to the network, and as such does not consider the issue of identity correlation across layers. 

· External QoS mapping: not considered 

· Charging: as for policy enforcement.

· Access Router identifier: not considered.
There is also an additional issue associated with the scalability and applicability of virtual APs to support multi-operator networks with multiple authentication models.

References

[1]. Best Current Practices for Wireless ISP (WISP) Roaming, July 2002

[2]. WPA Deployment Guidelines for Public Access WiFi Networks, WFA, October 2004

[3]. Marketing Requirements Document for Public Access Wi-Fi Services, WFA, May 2004

[4]. Identity Selection Hints for EAP, draft-adrangi-eap-network-discovery-10, March 2005
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This document presents some draft scope, scenarios and assumptions material for TGu.
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