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Introduction
The WiFi Alliance have developed a number of guidelines for the deployment of public access WLAN based on the IEEE802.11 standard.  These guidelines include:
· Best Current Practices for Wireless ISP (WISP) Roaming [1] (a.k.a. Universal Access Method – UAM).
· WPA Deployment Guidelines for Public Access WiFi Networks [2]

These documents identify broad goals for public access network behaviour and user experience, and propose solutions to achieve these goals.
UAM is widely implemented in current hotspot deployments, but a number of drawbacks (mainly security related) have been identified.  There is a general move towards replacing this technology with an IEEE 802.11i solution, as defined in [2], but migration of users from one method to the other must also be considered.
General Requirements
The requirements below are a summary of the goals and requirements specified in [2].
1. The hotspot (single access point) should support both UAM and WPA users simultaneously.

2. The hotspot should support multiple operators sharing the same infrastructure.

3. The hotspot should be able to support a number of different access scenarios from free of charge access, new user sign-up, users with pre-arranged accounts with the service provider, and roamed users.
4. The hotspot shall indicate the authentication methodology capabilities of the network to the subscriber.

5. The subscriber shall not be able to simultaneously access overlapping UAM and WPA networks.
From these requirements, it is possible to derive a set of functional requirements for hotspot operation:
· Authentication method selection: where the user is able to determine what authentication models are supported by the network (UAM vs. WPA)
· Support for new user registration: with a much more fragmented market place and the ability to roam not widely supported yet, users and hotspot operators like to offer a new user sign up service – currently available only in UAM.
· Subscription selection: the client needs to be able to determine which credentials it should supply to the network in order to authenticate.
· Separation of UAM and WPA user traffic: when open authentication is used (as for UAM), the network is more vulnerable to certain attacks, as IP filtering tends to be performed deeper within the network than the access points.
Solutions
The WFA have developed a number of solutions to address the functional requirements identified above.  These are briefly as follows:
· Authentication method selection
The client can determine what authentication methods the network supports from information provided in the beacon.  In order to support UAM/WPA co-existence, it is recommended that virtual APs, where each virtual AP has its own BSSID and advertises its own capabilities (i.e. the UAM virtual AP advertises open authentication, the WPA virtual AP advertises protected access).  
As a single operator may want to offer both these services, in theory the SSID advertised in the beacons generated by both the APs should be the same (as this provides a hint as to the identity of the hotspot operator).  There seems to be a question as to whether client software is actually able to parse different BSSIDs with the same SSID, and a work around is to modify the SSID slightly (e.g. by appending 1X to the end of the operator identity) to distinguish between the two APs.

· Support for new user registration
The UAM model specifies a sign-on mechanism for users that do not have valid credentials to access the network.  Whilst UAM and WPA approaches are in co-existence, UAM can continue to address this requirement through the provision of an appropriate web portal.
· Subscription selection
[2] recommends the use of the mechanisms developed by 3GPP/3GPP2 for the determination of roaming agreement information.  One solution is outlined in [4], which defines the use of EAP for the transmission of roaming agreement information to the terminal.  Use of this mechanism is only possible post-association i.e. the user cannot determine whether they will be able to authenticate with the network before associating with it.
· Separation of UAM and WPA user traffic
VLAN tagging based on the SSID to which the client has associated is used to separate user traffic.  

Impacts on IEEE 802.11
The WFA solutions do not place any actual requirements on IEEE 802.11 because they have intentionally only used features that are already available, and worked around any shortcomings.

If we compare this work to the list of open issues identified by TGu, 
we have the following:
· Network Selection: AP selection is supported based on information available in current beacons, especially the authentication model supported.  No support for network selection based on additional criteria (mainly roaming information) is provided. 
· Secure Portal Page/IEEE 802.11i co-existence: Supported using virtual APs, but this may have scalability concerns as virtual APs are recommended for use in distinguishing between operators as well as authentication model.
· MAC address anonymity : not considered
· Policy enforcement: the WFA documents discuss the concept of service authorization, but point out that there is currently no standard way of downloading this information to the network, and as such does not consider the issue of identity correlation across layers. 

· External QoS mapping: not considered 

· Charging: as for policy enforcement.
· Access Router identifier: not considered.
There is also an additional issue associated with the scalability and applicability of virtual APs to support multi-operator networks with multiple authentication models.
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Abstract


This document lists the technical requirements, which the 3GPP specifications for 3GPP-WLAN Interworking for Release 6 have towards the WLAN Access Networkprovides a summary of the work carried within the WiFi Alliance in relation to public access WLANs.  It summarises the main requirements, and identifies where the deployment guidelines potentially address TGu open issues.
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