 KEYWORDS  \* MERGEFORMAT 

doc.: IEEE 802.11-05/0141r2

IEEE P802.11
Wireless LANs

	3GPP technical requirements on WLAN Access Network

	Date:  2005-03-04

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Sabine Demel
	T-Mobile
	Rennweg 97-99

1210 Vienna

Austria
	+43 676 345 7720
	sabine.demel@t‑mobile.at





1. Technical details extracted from 3GPP Specification TS 23.234 v6.3.0

1.1 3GPP Non Roaming WLAN Inter-working Reference Model
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The shaded area refers to WLAN 3GPP IP Access functionality.


Figure 6.1: Non-roaming reference model

The reference points related to the WLAN Access Network are:
· Ww connects the WLAN MT to the WLAN Access Network per IEEE 802.11 and 802.1X specifications.
· Wu is located between the WLAN MT and the Packet Data Gateway. It represents the WLAN MT-initiated tunnel (IKEv2) between the WLAN MT and the Packet Data Gateway. Transport for the Wu reference point protocol is provided by the Ww and Wn reference points, which ensure that the data are routed via the WLAN Access Gateway.
· Wa connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network’s AAA Proxy/Server (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case). The prime purpose of the protocols (Diameter and Radius) crossing this reference point is to transport authentication, authorization and charging-related information in a secure manner.
· Wn connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network’s WAG. This interface is to force traffic on a WLAN MT initiated tunnel to travel via the WAG. The specific method to implement this interface is subject to local agreement between the WLAN AN and the PLMN, and may be based on layer 2 or layer 3 mechanisms.
1.2 Functions expected from the WLAN Access Network, besides standard 802.11 procedures

1.2.1
Authentication, Authotization and Accounting 

· Transporting Authentication signalling (EAP SIM/AKA) between WLAN MT and AAA Proxy/Server.

· Access control according to 802.1X.

· Radius or Diameter communication with 3GPP AAA Proxy/Server and performing related Radius or Diameter functions (e.g. generation of charging information, or purging a user from the WLAN access for immediate service termination (optional))

1.2.2 Network Advertisement and Selection

· Indicating the availability of 3GPP interworking (including information about the supported 3GPP networks), and the interworking type (Direct IP Access or 3GPP IP Access) without the involvement of any other network than the WLAN AN (optional). It is desirable for 3GPP to solve the issue of 3GPP network advertisement for manual network selection without the need to use an invalid NAI.

1.2.3 Others

· IP address allocation for the WLAN MT (optional in the WLAN AN or in the 3GPP network)

· DNS (connected to 3GPP network’s DNS to be able to resolve PDG FQDNs for 3GPP IP Access)

· QoS (3GPP agreed to study QoS for 3GPP-WLAN Interworking for Rel-7, no requirements are agreed yet)

· Routing Enforcement according to information from the AAA Server to ensure that all packets sent to/from the WLAN MT are routed to the Internet and/or the interworking 3G network, according to the user’s authorized services.

· 3GPP looks for mechanisms to protect the 3GPP network entities from attacks (e.g. DoS) by limiting access of 3GPP-WLAN authenticated users to only such 3GPP network entities, which hold services, for which the user is authorized. 3GPP specified, that the WLAN AN may enforce access scope limitation according to information from the 3G AAA Server based on the authorised services for each user (for example IP address filters).

· Ciphering of the connection from the WLAN MT to the WLAN AN using the ciphering key obtained at the end of WLAN Access Authentication and Authorisation procedure.
· References to 3GPP documents:

1. 3GPP TS 23.234 V6.3.0 (2004-12); Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) interworking; System description (Release 6)

2. 3GPP TS 24.234 V6.1.1 (2005-01); Technical Specification Group Core Network; 3GPP System to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3 (Release 6)

3. 3GPP TS 29.234 V6.1.0 (2004-12); Technical Specification Group Core Network; 3GPP System to Wireless Local Area Network (WLAN) interworking; Stage 3 (Release 6)

· References to previously discussed IEEE 802.11 documents, giving more details on certain issues:

2. 11-05-1631-00-wien-interworking-scenarios-and-assumptions.ppt
3. 11-04-1392-00-wien-wlan-interworking-requirementspolicy-qos-charging.ppt
4. 11-04-1061-00-wien-network-discovery-problem-statement.ppt
5. 11-04-1021-00-wien-network-discovery-and-selection-problem-statement.doc
6. 11-04-0691-00-wien-considerations-about-network-selection.ppt
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Abstract


This document lists the technical requirements, which the 3GPP specifications for 3GPP-WLAN Interworking for Release 6 have towards the WLAN Access Network.
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