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Description

The current versions of the standard do not describe the service interface between the DS and the MAC.  As other service interfaces provided by the MAC are described, this omission can lead to confusion amongst new readers who sometimes expect all data transfer to happen via the MA-UNITDATA primitives.

Maybe the justification for not providing the interface was to reduce the chance of any restriction on the implementation of the DS, but defining such a service interface does not in fact impose any restrictions on the DS.  It simply helps define the services that must be provided by the DS.

As part of the APF work to clarify the architecture of an AP, it is suggested that the DS – MAC service interface be described.

Note that this work also introduces the concept of “virtual MAC entities”.  This concept is required as 802.11i requires multiple instances of 802.1X to run over a single MAC entity.  Some architectural description of how this works is overdue…

Proposed Changes to the Draft

Add the following to the list of normative references in clause 2:

IEEE Std 802.1Q™-REV, Standard for Local and Metropolitan Area Networks: Virtual Bridged Local Area Networks
Editor’s Note: 802.1Q-REV is about to enter sponsor ballot, and should be approved significantly before 802.11ma
Add the following new definitions:
3.121 Pairwise Virtual MAC Entity: The virtual IEEE802.1D MAC entity created by an RSNA capable Access Point for each STA that associates with it, and used to handle the transmission of unicast receiver frames.

3.122 Group Virtual MAC Entity: The virtual IEEE802.1D MAC entity created by an RSNA capable Access Point to handle transmission of broadcast/multicast destination frames.

3.124 WDS Virtual MAC Entity: The virtual IEEE802.1D MAC entity created by an RSNA capable Access Point to handle forwarding of frames across a wireless distribution system link. 
Add the following new clauses directly after the existing 6.2.1.3.4 “Effect of Receipt”

6.2.2 AP data services
While there are no limitations on the implementation of the DS, the service interface between the DS and the IEEE 802.11 MAC must be defined so that the logical partition of roles between the components can be understood.

This service interface reuses the following service primitives and parameters defined in the Internal Sublayer Service of IEEE 802.1Q-REV:

· M-UNITDATA.request
· M-UNITDATA.indication
· MAC_Enabled

· MAC_Operational

· operPointToPointMAC

· adminPointToPointMAC

It also reuses (and extends) the concept of a MAC Entity as described in IEEE802.1D.  

None of this interface reuse implies that the only valid (or even preferred) implementation of the DS is an IEEE 802.1D and IEEE 802.1Q compliant network.  It is assumed that any valid DS implementation will be able to use the same logical interface.

The MSDU Relay service is supported via the primitives and parameters listed above, and is described in detail in the clauses 6.2.2.2 to 6.2.2.5.  
The Association, Reassociation, and Disassociation services are supported via the MLME service primitives described later in this standard.

Clause 6.2.2.1 describes how the IEEE 802.11 MAC provides the functionality of MAC entities as described in IEEE 802.1D.
6.2.2.1 Provision of IEEE802.1D MAC Entities
In a pre-RSNA AP there is a one to one correspondence between the IEEE 802.11 MAC entity and the IEEE 802.1D concept of a MAC entity.  In an RSNA capable AP, the use of IEEE 802.1X which is defined on a per-MAC entity basis requires the IEEE 802.11 MAC entity to present itself as a series of IEEE 802.1D MAC entities as described in this clause.
IEEE 802.1X provides authentication of the device connected to a MAC entity.  Hence the IEEE 802.11 MAC entity creates a new virtual MAC entity for each STA with which it is associated, allowing IEEE802.1X to be instantiated on this virtual entity.   Such a virtual entity is called a Pairwise Virtual MAC Entity because of the correspondence between the entity and the pairwise key that is generated to restrict access to that entity.
In addition, a further virtual MAC entity must be instantiated for the transmission by the AP of multicast/broadcast frames.  Such frames are protected using the Group Key, so this entity is called the Group Virtual MAC Entity.  Note that 802.1X is not used with this virtual MAC entity, as frames can not be received via this MAC entity.
Where an AP is communicating with another AP using the WDS frame format, an additional virtual MAC entity must be created for each such AP.    Such an entity is called a WDS Virtual MAC Entity.

The IEEE 802.11 MAC can distinguish the virtual MAC entity associated with a received MSDU by examining the transmitter address (or source address in those frames that do not contain a transmitter address).

It should be noted that STAs associated with an AP do not transmit multicast/broadcast frames directly.  Instead they are transmitted as unicast frames to the AP, which will hence associate them with the transmitter’s Pairwise Virtual MAC entity before forwarding them to the DS (subject to possible controlled port filtering).  The DS will then return a copy of the frame to the AP’s Group Virtual MAC entity and WDS Virtual MAC Entities for transmission so that other STAs in the BSS and WDS APs will receive a copy.

In an RSNA capable AP, IEEE 802.1D protocols such as Spanning Tree Protocol and Rapid Spanning Tree Protocol should not be instantiated on the Pairwise and Group Virtual MAC Entities.  The Group Virtual MAC Entity is for transmission of frames only, and the Pairwise Virtual MAC Entity is for the connection of a single device only, and can not be used for connection of an 802.1D bridge.

6.2.2.2 M-UNITDATA.request

The parameters of the primitive are as follows:

M_UNITDATA.request  (
destination_address,

source_address,

mac_service_data_unit,

priority,

frame_check_sequence

)

The destination_address parameter specifies either an individual or a group MAC sublayer entity address.
The source_address  parameter specifies an individual MAC sublayer address of the sublayer entity to which the MSDU is being transferred.
The mac_service_data_unit parameter is encoded in the Frame Body field (see clause 7.1.3.5) of MAC frames. The length of the MSDU shall be ≤ 2304 octets. The length is not encoded in MAC frames; rather, it is conveyed in the PHY headers.

The semantics of the priority parameter are identical to the priority parameter of clause 6.2.1.1.2 of this standard.
The frame_check_sequence parameter is not used, as an individual MSDU may be fragmented into multiple MPDUs before transmission.
6.2.2.3 M-UNITDATA.indication

The parameters of the primitive are as follows:

M_UNITDATA.indication (  

destination_address,

source_address,

mac_service_data_unit,

priority,

frame_check_sequence

)

The destination_address parameter is either an individual or a group address as specified by the DA field of the incoming frame.
The source_address parameter is an individual address as specified by the SA field of the incoming frame.
The mac_service_data_unit is the (possibly defragmented) body of the received data frame.

The semantics of the priority parameter are identical to the priority parameter of clause 6.2.1.2.2 of this standard.
The frame_check_sequence parameter is not used, as an individual MSDU may have been fragmented into multiple MPDUs before transmission.
6.2.2.4 MAC_Enabled and MAC_Operational
As IEEE 802.11 creates and destroy virtual MAC entities for each association, these parameters will always be TRUE for Pairwise Virtual MAC Entities.

For a Group Virtual MAC Entity, or pre-RSNA MAC Entity, MAC_Enabled is TRUE unless the MAC has been disabled by management.  MAC_Operational is only true when at least one STA is associated with the AP.
6.2.2.5 operPointToPointMAC and adminPointToPointMAC
For a pre-RSNA MAC Entity, adminPointToPointMAC will be set to “ForceFalse” and operPointToPointMAC will be set to False.
For a Pairwise or Group Virtual MAC Entity, adminPointToPointMAC will be set to “ForceTrue” and operPointToPointMAC will be set to True.
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Abstract


This submission provides draft changes to 802.11ma draft 0.5 to describe the service interface between the MAC and the DS.
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