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	MB
	Clause No./ Subclause No./ Annex
	Paragraph/ Figure/ Table/ Note
	Type of Comment
	Comment (justification for change) by the MB
	Proposed change by the MB

	CN
	3
	ALL
	T
	Adding some definitions and abbreviations.
	Proposed change refer to comment A.

	CN
	4
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.3
	The third paragraph
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.3.1
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.4
	The first paragraph
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.4.3
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.4.3.1
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.4.3.1.1
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.4.3.2
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.4.3.3
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.4.3.4
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.5
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.7.5
	ALL 
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.7.6
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.7.7
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	5.8
	Figure 11
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	6.1.2
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	7.1.3.1.2
	Table 1
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	7.2.3.10
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	7.2.3.11
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	7.3.1.1
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	7.3.1.2
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	7.3.1.7
	Table 18
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	7.3.1.9
	Table 19
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	10.3.4
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	10.3.5
	ALL
	T
	WEP has many well-known defects.
	Proposed change refer to comment A.

	CN
	10.3.11
	ALL
	T
	WEP has many well-known defects.
	Add the clause 10.3.11 in ISO/IEC DIS 8802.11

Refer to comment A.

	CN
	10.3.12
	ALL
	T
	WEP has many well-known defects.
	Add the clause 10.3.12 in ISO/IEC DIS 8802.11

Refer to comment A.

	CN
	10.3.13
	ALL
	T
	WEP has many well-known defects.
	Add the clause 10.3.13 in ISO/IEC DIS 8802.11

Refer to comment A.

	CN
	10.3.14
	ALL
	T
	WEP has many well-known defects.
	Add the clause 10.3.14 in ISO/IEC DIS 8802.11

Refer to comment A.

	CN
	10.3.15
	ALL
	T
	WEP has many well-known defects.
	Add the clause 10.3.15 in ISO/IEC DIS 8802.11

Refer to comment A.

	CN
	10.3.16
	ALL
	T
	WEP has many well-known defects.
	Add the clause 10.3.16 in ISO/IEC DIS 8802.11

Refer to comment A.

	CN
	10.3.17
	ALL
	T
	WEP has many well-known defects.
	Add the clause 10.3.17 in ISO/IEC DIS 8802.11

Refer to comment A.

	CN
	10.3.18
	ALL
	T
	WEP has many well-known defects.
	Add the clause 10.3.18 in ISO/IEC DIS 8802.11

Refer to comment A.

	CN
	8
	ALL
	T
	ISO/IEC DIS 8802.11 clause 8 has many well-known technical defects: lack of key management; CRC 32 for WEP integrity check algorithm is linear(prone to modify and insert); weak keys exist for RC4 algorithm; Initialization Vector is too short(prone to repeat); authentication protocol is prone to forge, etc.
	Proposed changing to better solutions (WAPI).

Refer to comment A.

	CN
	8
	ALL
	G
	The cryptographic algorithms referred to in this clause should comply with the corresponding laws of different countries or areas.
	Refer to comment A.

	CN
	14.6.2
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	14.6.3
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	14.6.4
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	14.6.5
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	14.6.8
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	14.8.1
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	14.8.2.2
	Table 54
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	15.4.6.1
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	15.4.6.2
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	15.4.6.5
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	15.4.7.1
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	18.4.6.1
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	18.4.6.2
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	18.4.6.7.2
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	18.4.6.7.3
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	18.4.6.8
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	18.4.7.1
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	A.4.5
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	A.4.6
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	A.4.9
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	附录B
	ALL
	G
	ISO/IEC DIS 8802.11 is devoid of China regulation
	Refer to comment B.

	CN
	Annex H
	ALL
	T
	WEP has many well-known defects.
	Refer to comment B.


COMMENT A

3. Definitions
Add five definitions as follows, all item will be renumbered:

authenticator entity(AE)：The entity offers authentication actions for any supplicant before it accesses network. This entity resides in any AP.
authentication service entity(ASE)：This entity provides mutual identity authentication between an AE and an ASUE. This entity resides in any ASU.
authentication supplicant entity(ASUE)：This is an entity which requests identity authentication through any Authentication Service Unit. This entity resides in any STA.
WLAN Authentication and Privacy Infrastructure (WAPI)：The security mechanism defined in this standard , which provides privacy of user information and the authentication over the wireless medium, it is comprised of WAI and WPI.
4. Abbreviations and acronyms
Add Seven items as follows:
AE            authenticator entity

ASE           authentication service entity

ASU           authentication service unit

ASUE         authentication supplicant entity

WAI           WLAN Authentication Infrastructure
WAPI          WLAN Authentication and Privacy Infrastructure

WPI           WLAN Privacy Infrastructure
5.3 Logical service interfaces
Change the text in 5.3 as shown:

The complete set of this part architectural services are as follows:

a) Link verification

a) b) Authentication

b)c) Association

c)d) Deauthentication

d)e) Disassociation

e) f) Distribution

f) g) Integration

g) h) Privacy

h) i) Reassociation

i) j) MSDU delivery
This set of services is divided into two groups: those that are part of every STA, and those that are part of a DS.

5.3.1 SS

Change the text in 5.3.1 as shown:

The SS is as follows:

a) Link verification
a)b) Authentication

b)c) Deauthentication

c)d) Privacy

d) e) MSDU delivery

5.4 Overview of the services
Change the first paragraph in 5.4 as shown:

There are nine ten services(Link verification, Authentication, Association, Deauthentication, Disassociation, Distribution, Integration, Privacy, Reassociation, MSDU delivery) specified by IEEE 802.11. Six of the services are used to support MSDU delivery between STAs. Three Four of the services are used to control IEEE 802.11 LAN access and confidentiality.
5.4.3 Access and confidentiality control services
Change the text in 5.4.3 as shown:

Two Three services are required for IEEE 802.11 to provide functionality equivalent to that which is inherent to wired LANs. The design of wired LANs assumes the physical attributes of wire. In particular, wired LAN design assumes the physically closed and controlled nature of wired media. The physically open medium nature of an IEEE 802.11 LAN violates those assumptions.

Two Three services are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions; link verification, authentication and privacy. Link verification and Authentication is used instead of the wired media physical connection. Privacy is used to provide the confidential aspects of closed wired media.

5.4.3.1 Link verification
Change the text in 5.4.3.1 as shown:

In wired LANs, physical security can be used to prevent unauthenticated access. This is impractical in wireless LANs because they have a medium without precise bounds.

IEEE 802.11 provides the ability to control LAN access via the authentication service. This service is used by all stations to establish their identity to stations with which they will communicate. This is true for both ESS and IBSS networks. If a mutually acceptable level of authentication has not been established between two stations, an association shall not be established. Authentication is an SS.

IEEE 802.11 supports several authentication processes. The IEEE 802.11 authentication mechanism also

allows expansion of the supported authentication schemes. IEEE 802.11 does not mandate the use of any

particular authentication scheme.

This part provides the ability to control LAN access via the Link verification service. This service is used by all stations to establish their identity to stations with which they will communicate. This is true for both ESS and IBSS networks. If a mutually acceptable level of authentication has not been established between two stations, an association shall not be established. Link verification is an SS.
IEEE 802.11 provides link-level authentication between IEEE 802.11 STAs. IEEE 802.11 does not provide either end-to-end (message origin to message destination) or user-to-user authentication. IEEE 802.11 authentication is used simply to bring the wireless link up to the assumed physical standards of a wired link. (This use of authentication is independent of any authentication process that may be used in higher levels of a network protocol stack.) If authentication other than that described here is desired, it is recommended that

IEEE Std 802.10.-1998 [B9]6 be implemented.

If desired, an IEEE 802.11 network may be operated using Open System authentication (see 8.1.1). This may violate implicit assumptions made by higher network layers. In an Open System, any station may become authenticated.
IEEE 802.11 also supports Shared Key authentication. Use of this authentication mechanism requires implementation of the wired equivalent privacy (WEP) option (see 8.2). In a Shared Key authentication system, identity is demonstrated by knowledge of a shared, secret, WEP encryption key.
Management information base (MIB) functions are provided to support the standardized authentication schemes.
IEEE 802.11 requires mutually acceptable, successful, authentication.
A STA may be authenticated with many other STAs at any given instant.

The network of this part adopts open system link verification. In open systems, any STA would gain link verification. Function of Management Information Base (MIB) is used to support open system link verification that accords with this part. This part requires mutual acceptable and successful link verification.

The process of link verification is made up of 2 steps: the 1st is link verification request, and the 2nd is link verification response. If the response is successful, STAs get mutual link verification.
5.4.3.1.1 Preauthentication Pre-Link verification 
Change the text in 5.4.3.1.1 as shown:

Because the link verification process could be time-consuming (depending on the link verification protocol in use), the link verification service can be invoked independently of the association service.

Preauthentication Pre-link verification is typically done by a STA while it is already associated with an AP (with which STA previously is link verified). IEEE 802.11does not require that STAs preauthenticate to pre-link verify with APs. However, link verification authentication is required before an association can be established.

If the link verification is left until reassociation time, this may impact the speed with which a STA can reassociate between APs, limiting BSS-transition mobility performance. The use of preauthentication pre- link verification takes the authentication service overhead out of the time-critical reassociation process.
5.4.3.2 Deauthentication Link-verification-release 
Change the text in 5.4.3.2 as shown:

The Deauthentication link-verification-release service is invoked when an existing link authentication is to be terminated. Deauthentication Link-verification-release is an SS.
In an ESS, because link verification is a prerequisite for association, the act of Deauthentication link-verification-release shall cause the station to be disassociated. The Deauthentication link-verification-release service may be invoked by either authenticated party (non-AP STA or AP). Deauthentication Link-verification-release is not a request; it is a notification. Deauthentication Link-verification-release shall not be refused by either party. When an AP sends a Deauthentication Link-verification-release notice to an associated STA, the association shall also be terminated.

Change the text in 5.4.3.3 into the following:

5.4.3.3 Authentication

This part support WAI, which is used to implement mutual authentication between a STA and an AP in BSS; it is established on the process of link verification and association. Only when the authentication is successful, the STA can be securely connected to the AP. Otherwise, both the AP and STA refuse to be connected to each other. Detailed descriptions see clause 8.

ISO/IEC 8802-11 provides link level authentication between STAs. It doesn’t provide the authentication from either end to end (message origin to message destination) or user to user authentication. The authentication is used simply to bring the wireless link up to the assumed physical standard of a wired link.
Add clause 5.4.3.4 as follows:

5.4.3.4 Privacy
In a wired LAN, only those stations physically connected to the wire may hear LAN traffic. With a wireless shared medium, this is not the case. Any IEEE 802.11-compliant STA may hear all like-PHY IEEE 802.11 traffic that is within range. Thus the connection of a single wireless link (without privacy) to an existing wired LAN may seriously degrade the security level of the wired LAN.

To bring the functionality of the wireless LAN up to the level implicit in wired LAN design, IEEE 802.11 provides the ability to encrypt the contents of messages. This functionality is provided by the privacy service.Privacy is an SS.

This part specifies an optional privacy algorithm. WPI is designed to satisfy the goal of wired LAN equivalent. privacy. The algorithm is not designed for ultimate security but rather to be .at least as secure as a wire.. See Clause 8 for more details.

IEEE 802.11 uses the WPI mechanism (see Clause 8) to perform the actual encryption of messages. MIB functions are provided to support WPI.

Note that privacy may only be invoked for data frames and some Authentication Management frames. All stations initially start .in the clear. in order to set up the link verification, authentication and privacy services.

The default privacy state for all IEEE 802.11 STAs is .in the clear.. If the privacy service is not invoked, all messages shall be sent unencrypted. If this default is not acceptable to one party or the other, data frames shall not be successfully communicated between the LLC entities. Unencrypted data frames received at a station configured for mandatory privacy, as well as encrypted data frames using a key not available at the receiving station, are discarded without an indication to LLC (or without indication to distribution services in the case of .To DS. frames received at an AP). These frames are acknowledged on the WM [if received without frame check sequence (FCS) error] to avoid wasting WM bandwidth on retries.

5.5 Relationships between services
Change the text in 5.5 and Figure 8 as shown:
A STA keeps two three state variables for each STA with which direct communication via the WM is needed:
—link check state: The value is non-link verification and link verification;
—Authentication state: The values are unauthenticated and authenticated.

—Association state: The values are unassociated and associated.
These two three variables create three four local states for each remote STA:

—State 1: Non-link verification, unauthenticated, unassociated (initial start state)
—State 2: Link verification, not authenticated, not associated.
—State 23: Link verification, not authenticated, associated.

—State 34: Link verification, authenticated and associated.

The relationships between these station state variables and the services are given in Figure 8.
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Figure 8—Relationship between state variables and services

The current state existing between the source and destination station determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given by Figure 8 is with respect to the intended receiving STA. The allowed frame types are grouped into classes and the classes correspond to the station state. In State 1, only Class 1 frames are allowed. In State 2, either Class 1 or Class 2 frames are allowed. In State 3, all frames are allowed (Classes 1, 2, and 3).In State 3, Class 1 , Class 2 or Class 3 frames are allowed .In State 4, all frames are allowed (Classes 1, 2,,3 and 4). The frame classes are defined as follows:

a) Class 1 frames (permitted from within States 1, 2, 3and 3 4):

1) Control frames

i)  Request to send (RTS)

ii)  Clear to send (CTS)

iii)  Acknowledgment (ACK)

iv)  Contention-Free (CF)-End+ACK

v)   CF-End

2) Management frames

i)   Probe request/response

ii)   Beacon

iii)   Authentication Link verification: Successful authentication link verification enables a STA to exchange Class 2 frames. Unsuccessful authentication link verification leaves the STA in State 1.

iv)   Deauthentication Link-verification-release: Deauthentication Link-verification-release notification when in State 2, State 3or State 3 4 changes the STA.s state to State 1. The STA shall become authenticated again prior to sending Class 2 frames.

v)   Announcement traffic indication message (ATIM)

3) Data frames

i)   Data: Data frames with frame control (FC) bits “To DS” and “From DS” both false.

b) Class 2 frames (if and only if authenticated link verified; allowed from within States 2, 3and 3 4 only):

1) Management frames:

i) Association request/response

— Successful association enables Class 3 frames.

—Unsuccessful association leaves STA in State 2.

ii) Reassociation request/response

—Successful reassociation enables Class 3 frames.

—Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that was sent the reassociation message). Reassociation frames shall only be sent if the sending STA is already associated in the same ESS.

iii) Disassociation

—Disassociation notification when in State 3 changes a STA.s state to State 2. This STA shall become associated again if it wishes to utilize the DS.
If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall send a Deauthentication Link-verification-release.frame to STA B.

c) Class 3 frames (if and only if associated; allowed only from within State 3 and State 4):

1) Data frames

—Data subtypes: Data frames allowed. That is, either the .To DS. or .From DS. FC bits may be set to true to utilize DSSs.

2) Management frames

—Deauthentication: Deauthentication notification when in State 3 implies disassociation as well, changing the STA.s state from 3 to 1. The STA shall become authenticated again prior to another association.

3) Control frames

—Power save (PS)-Poll
1) Authentication activation, access authentication request/response
—After successful certificate authentication process, a STA can exchange key negotiation request/response group, failure of certificate authentication makes the STA return to state 1.
2) Key negotiation request/response
—After successful key negotiation, a STA could exchange broadcast key notice/response or the frame of type 4, but failure of key negotiation makes the STA return to state 1.
3) Broadcast key notice/response

—After successful broadcast key notice/response, a STA could exchange frame of type 4, but failure of broadcast key notice/response makes the STA return to state 1.
If STA A receives a frame of type 3 within which there is a single broadcast address in address field 1 from non-link verified STA B, STA A should send demission for link verification to STA B.

If STA A receives a frame of type 3 within which there is a single broadcast address in address field 1 from link verified but non-associated STA B, STA A should send demission for link verification to STA B.

d) Class 4 frames (only and only if authenticated state 4 allows):

1) Data frames

—Data subtypes: Data frames allowed. That is, either the .To DS. or .From DS. FC bits may be set to true to utilize DSSs.

2) Control frames

—Power save (PS)-Poll
If STA A receives a Class 3 4 frame with a unicast address in the Address 1 field from STA B that is authenticated but not associated  non-link verified with STA A, STA A shall send a disassociation link-verification-release frame to STA B.
If STA A receives a Class 3 4 frame with a unicast address in the Address 1 field from STA B that is not authenticated link verified but non-associated with STA A, STA A shall send a deauthentication link-verification-release frame to STA B.
If STA A receives a Class 4 frame with a unicast address in the Address 1 field from STA B that is link verified, associated but non-authenticated with STA A, STA A shall send a demission for link verification frame to STA B.
(The use of the word “receive” in this subclause refers to a frame that meets all of the filtering criteria specified in Clause 8 and Clause 9.)

5.7.5 Privacy

Change the text in 5.7.5 as shown:
For a STA to invoke the WEP WPI privacy algorithm (as controlled by the related MIB attributes, see Clause 11), the privacy service causes MAC protocol data unit (MPDU) encryption and sets the WEP frame header bit appropriately (see Clause 7). For STAs using encryption, encryption process encrypts and decrypts MSDU.
5.7.6 Authentication Link verification
Change the text in 5.7.6 as shown:
For a STA to authenticate link verify with another STA, the authentication link verification service causes one or more authentication link verification management frames to be exchanged. The exact sequence of frames and their content is dependent on the authentication scheme invoked. For all authentication schemes, the authentication authentication The link verification algorithm is identified within the management frame body.

In an IBSS environment, either station may be the initiating STA (STA 1). In an ESS environment, STA 1 is the mobile STA, and STA 2 is the AP.

Authentication Link verification (first frame of sequence)
—Message type: Management

—Message subtype: Authentication Link verification
—Information items:

· Authentication Link verification algorithm identification

· Station identity assertion

· Authentication Link verification transaction sequence number

· Authentication algorithm dependent information

— Direction of message: First frame in the transaction sequence is always from STA 1 to STA 2.

Authentication (intermediate sequence frames)
—Message type: Management

—Message subtype: Authentication

—Information items:

· Authentication algorithm identification

· Authentication transaction sequence number

· Authentication algorithm dependent information

—Direction of message:

· Even transaction sequence numbers: From STA 2 to STA 1

· Odd transaction sequence numbers: From STA 1 to STA 2

Authentication Link verification (final frame of sequence)

—Message type: Management

—Message subtype: Authentication Link verification
—Information items:

· Authentication Link verification algorithm identification

· Authentication Link verification transaction sequence number

· Authentication algorithm dependent information

· The result of the requested authentication. This is an item with values successful and unsuccessful.
—Direction of message: From STA 2 to STA 1
5.7.7 Deauthentication Link-verification-release,
Change the text in 5.7.7 as shown:
For a STA to invalidate an active authentication link-verification-release, the following message is sent:

Deauthentication Link-verification-release
— Message type: Management

— Message subtype: DeauthenticationLink-verification-release,
— Information items:

· IEEE address of the STA that is being deauthenticated Link-verification-release
· IEEE address of the STA with which the STA is currently authenticated link verified
· This shall be the broadcast address in the case of a STA deauthenticating releasing all STAs currently authenticated link verified.

— Direction of message: From STA to STA
5.8 Reference model

Change the Figure 11 as shown:
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Figure 11—Portion of the ISO/IEC basic reference model covered in this standard
6.1.2 Security services
Change the text in 6.1.2 as shown:
Security services in IEEE 802.11 are provided by the authentication service , link verification, and the WEP WPI mechanism. The scope of the security services provided is limited to station-to-station data exchange. The privacy service offered by an IEEE 802.11 WEP this part implementation is the encryption of the MSDU. For the purposes of this standard, WEP WPI is viewed as a logical service located within the MAC sublayer as shown in the reference model, Figure 11 (in 5.8). Actual implementations of the WEP WPI service are transparent to the LLC and other layers above the MAC sublayer.

The security services provided in IEEE 802 this part are as follows:

a)  Confidentiality;
b) Link verification;
b) c)  Authentication; and

c) d)  Access control in conjunction with layer management.

During the authentication exchange, parties A and B exchange authentication information as described in

Clause 8.

The MAC sublayer security services provided by WEP WPI rely on information from nonlayer-2 management or system entities. Management entities communicate information to WEP WPI through a set of MIB attributes.
7.1.3.1.2 Type and Subtype fields
Change the item of Table 1 as shown:
Table 1—Valid type and subtype combinations
	Type value

b3 b2
	Type

description
	Subtype value

b7 b6 b5 b4
	Subtype description

	00
	Management
	1011
	Authentication Link verification

	00
	Management
	1100
	Deauthentication Link-verification-release


7.2.3.10 Authentication Link verification frame format
Change the text in 7.2.3.10 and Table 13 as shown:
The frame body of a management frame of subtype Authentication Link verification contains the information shown in Table 13.

Table 13—Authentication Link verification frame body
	Order
	Information
	Notes

	1
	Authentication Link verification algorithm number
	

	2
	Authentication Link verification transaction sequence number
	

	3
	Status code
	The status code information is reserved and set to 0 in certain Authentication frames as defined in Table 14.


7.2.3.11 Deauthentication Link-verification-release
Change the text in 7.2.3.11 and Table 15 as shown:
The frame body of a management frame of subtype Deauthentication Link-verification-release contains the information shown in Table 15.

Table 15—Deauthentication Link-verification-release frame body 

	Order
	Information

	1
	Reason code


7.3.1.1 Authentication Link verification Algorithm Number field

Change the text in 7.3.1.1 and Figure 24 as shown:
The Authentication Link verification Algorithm Number field indicates a single authentication link verification algorithm. The length of the Authentication Link verification Algorithm Number field is 2 octets. The Authentication Link verification Algorithm Number field is illustrated in Figure 24. The following values are defined for Authentication Link verification algorithm number:

Authentication Link verification algorithm number = 0: Open System

Authentication algorithm number = 1: Shared Key

All other values of authentication link verification number are reserved.

B0                                         B15


Octets:                   2

Figure 24—Authentication Link verification Algorithm Number fixed field
7.3.1.2 Authentication Link verification Transaction Sequence Number field
Change the text in 7.3.1.2 and Figure 25 as shown:
The Authentication Link Verification Transaction Sequence Number field indicates the current state of progress through a multistep transaction. The length of the Authentication Link verification Transaction Sequence Number field is 2 octets. The Authentication Link verification Transaction Sequence Number field is illustrated in Figure 25.

B0                                                  B15


       

Octets:                                 2 
Figure 25—Authentication Link verification Transaction Sequence Number fixed field
7.3.1.7 Reason Code field
Change the Table 18 as shown:
Table 18—Reason codes
	Reason code
	Meaning

	0
	Reserved

	1
	Unspecified reason

	2
	Previous authentication link verification no longer valid

	3
	Deauthenticated Link-verification-release,because sending station is leaving (or has left) IBSS or ESS

	4
	Disassociated due to inactivity

	5
	Disassociated because AP is unable to handle all currently associated stations

	6
	Class 2 frame received from nonauthenticated non-link verified station

	7
	Class 3 frame received from non-associated station

	8
	Disassociated because sending station is leaving (or has left) BSS

	9
	Station requesting (re)association is not authenticated link verified with responding station

	10～65 535
	Reserved


7.3.1.9 Status Code field
Change the Table 19 into the following:
Table 19—Status codes
	Status codes
	Meaning

	0
	Successful

	1
	Unspecified failure

	2～9
	Reserved

	10
	Cannot support all requested capabilities in the Capability Information field

	11
	Reassociation denied due to inability to confirm that association exists

	12
	Association denied due to reason outside the scope of this standard

	13
	Responding station does not support the specified link verification algorithm

	14
	Received an Link verification frame with link verification transaction sequence number out of expected sequence

	16
	Link verification rejected due to timeout waiting for next frame in sequence

	17
	Association denied because AP is unable to handle additional associated stations

	18
	Association denied due to requesting station not supporting all of the data rates in the BSSBasicRateSet parameter

	19～65535
	Reserved


Change the clause 8 into the following:
8 Authentication and Privacy

This clause defines WLAN Authentication and Privacy Infrastructure (WAPI), which comprises of WLAN Authentication Infrastructure (WAI) and WLAN Privacy Infrastructure (WPI).

The cryptographic algorithms referred to in this clause should comply with the corresponding laws of different countries or areas.

8.1 Secure Access Control

WAI uses public-key cryptography technology to realize the mutual identity authentication between a STA and an AP in a BSS or between a pair of STAs in an IBSS.

In a BSS, the AP neither allows a STA to join in the BSS nor transmits/receives data frames until the STA is authenticated successfully. 

The relation between the authentication system’s structure and the physical device’s operations is shown as follows.

8.1.1 Systems and Ports

Both the AP and STA provide two kinds of logical channels to access WLAN. The channels are defined as two types of ports, i.e., the controlled Ports and uncontrolled Ports.

The uncontrolled ports allow any STA through an AP to connect an Authentication Service Unit (ASU).  However, the controlled ports refuse any STA to transmit/receive frames unless the AP is authenticated. Three entities are defined as follows.

－ Authenticator Entity (AE): The entity offers authentication actions for any supplicant before it accesses network. This entity resides in any AP.

－ Authentication Supplicant Entity (ASUE): This is an entity which requests identity authentication through any Authentication Service Unit. This entity resides in any STA.

－ Authentication Service Entity (ASE): This entity provides mutual identity authentication between an AE and an ASUE. This entity resides in any ASU.

All the entities mentioned above are absolutely necessary for authentication process.

8.1.2 Controlled and Uncontrolled Access

Figure 42 illustrates the AE system’s logical structure, which is based on port access control.
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Figure 42－Logical structure of any AE

An uncontrolled port allows the authentication traffic (WAPI protocol data frames) transmission, regardless of the port’s authentication state. However, the controlled port doesn’t allow the exchanges of PDUs (other protocol data frames except WAPI protocol data frames) unless the current state of the port is authenticated. The uncontrolled and controlled ports can be considered to be two logical ports connected to a same physical port. All frames arrived at the physical port are available for both the controlled and uncontrolled ports, whose directions are determined by their corresponding authentication states.

For any controlled port, the two authentication states, On or Off, are shown in Figure 43. “On” means the authentication state of the controlled port is authenticated and “Off” means the authentication state of the controlled port is unauthenticated. At any controlled port, the exchange of PDUs is allowed or refused according to its authentication state. If the authentication state of any controlled port is Off, this port will prevent the passing of PDUs. However, when the state is On, this port allows PDUs transmissions.
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Figure 43－Authentication states of a controlled port
The authentication state of each controlled port is controlled by the system parameter SystemAuthControl. The value of SystemAuthControl can be “authentication-turn-on” or “authentication-turn-off”. If SystemAuthControl is set to “authentication-turn-off”, the authentication states of all the controlled ports are set to “Force Authenticated”. If SystemAuthControl is set to “authentication-turn-on”, the authentication state of each controlled port is determined by the value of the port’s AuthControlledPortControl parameter.
If the SystemAuthControl parameter is set to “authentication-turn-on”, the state of the controlled port can be set to “ForceUnauthenticated”, “ForceAuthenticated”, or “Auto”, with the default value “Auto”. The possible values of AuthControlledPortControl parameter are defined as follows.

a) ForceUnauthenticated: An AE forces the authentication state of a controlled port to be unauthenticated, i.e., the controlled port is assigned unauthenticated unconditionally. Thus, frames can’t be transmitted through the controlled port even if the port has been authenticated before.

b) ForceAuthenticated: An AE forces the authentication state of a controlled port to be authenticated, i.e., the controlled port is assigned authenticated unconditionally. Thus, frames can be transmitted through the controlled port without being authenticated.

c) Auto: The authentication state of a controlled port is determined by the mutual authentication outcome of an AE and an ASUE through ASE. Thus, frames can be transmitted through the controlled port only if it has been authenticated.

Except the exchange of authentication traffic, all other PDU exchanges between an AP and a STA are implemented through one or more controlled ports. Figure 44 illustrates the logical structure of a controlled port and an uncontrolled port in the AE system. For a controlled port of a STA, its authentication state is set by an AE based on the result of the authenticating process implemented by ASU for the STA.
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Figure 44－Usage of controlled and uncontrolled ports
Figure 45 shows the information exchange among an ASUE, an AE, and an ASE. In this figure, the authentication state of the controlled port is set to unauthenticated, so the AE system refuses to provide service. The AE communicates with the ASUE through an uncontrolled port.
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Figure 45－Authentication system component
8.2 Authentication Service Unit (ASU)

ASU is the most important component of WAI based on public-key cryptography technology. The essential functions of ASU are managing user’s certificate and authenticating user’s identity, etc.

As the third party of which is trustable and authoritative, ASU ensures the validity of certificate in the WAPI system. ASU issues the certificate for every user and provides testimonial of validity of these certificates for those users who use the digital certificate. The digital signature of ASU ensures that the certificate can’t be forged and modified. ASU takes charge of managing all digital certificates needed for exchanging information in the network (including creating, issuing, withdrawing and updating certificate, etc). ASU is the core of secure exchange of digital information. 

ASU is credited by STA. Its functions are as follows:

   －  Identifying the identity of an entity which possess the public key

   －  Ensuring the quality of the asymmetry key pair used for creating public key

   －  Guaranteeing the security of public and private key used for authentication and signature

   －  Managing the particular data of a certificate system, such as sequence number and symbol of authentication organization, etc

   －  Specifying and checking the period of validity of a certificate

   －  Notifying identity validity of entity which possess the public-key

   －  Ensuring that different entity is not designated the same identity to distinguish them

   －  Revoking and updating certificates

   －  Maintaining and issuing certificate revoking list

   －  Recording procedures during the certificate creating

The logical topology of WAI in WLAN is showed in Figure 46.
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Figure 46－Logical topology of WAI based on ASU
ASU manages AP and STA and provides services to them. An ASU can manage one or more BSS. At the management range of an ASU, STA and AP must authenticate each other through the same ASU.

8.2.1 Certificate

The public-key certificate is the most important part of a WAI system. The identity of an STA or an AP can be uniquely determined by its certificate and private key. A certificate is the digital identity credence of a network device. Cryptography and secure protocol ensure that a certificate is exclusive and cannot be forged. The public key certificate is defined as follows.

	Version number

	Serial number

	Signature algorithm

	Issuer’s name

	Issuer’s public-key

	Validity period

	Holder’s name

	Holder’s public key

	Certificate type

	Extensions

	Issuer’s signature


Figure 47－Format of public-key certificate

8.2.1.1 Version

This field describes the version of the encoded certificate and designates the certificate format so that the concrete protocols can obtain the valid data items of the public-key certificate.

8.2.1.2 Serial number

The serial number is an integer assigned by the ASU to each certificate. It must be unique for each certificate issued by a given ASU. The issuer’s name and a serial number identify a unique certificate.

8.2.1.3 Signature algorithm

The signature algorithm field contains the identifier for the cryptographic algorithm used by the ASU to sign this certificate and consists of the name of signature algorithm, the length of signature value and the length of the public key used by subscriber. 

8.2.1.4 Issuer

The issuer field identifies the entity who has signed and issued the certificate.

8.2.1.5 Issuer public-key

This field is used to carry the public key used by the certificate issuer.

8.2.1.6 Period of validity 
The certificate validity period is the time interval during which the ASU warrants that it will maintain information about the status of the certificate. This field may be encoded as UTCTime and denotes the number of seconds from Jan.1,1970 to the current time.

8.2.1.7 Name of certificate holder

The name of the certificate holder field identifies the entity associated with the public key is placed in the holder’s public key field.
8.2.1.8 Holder’s public-key

This field is used to carry the public key used by the certificate holder.

8.2.1.9 Certificate type

This field indicates the device type of the entity that is using the certificate, i.e., STA, AP, or ASU.

8.2.1.10 Extensions

This field is reserved.

8.2.1.11 Signature value

This field is obtained from all previous fields of the certificate signed by the issuer (ASU).

8.2.2 Public-key certificate management

8.2.2.1 Certificate issuance

When an applicant wants to apply for a certificate, he (or she) should firstly register at ASU. After ASU has affirmed the identity of certificate applicant entity, it creates a certificate and issues the certificate to the applicant. The creating process of certificate in ASU as follows.

－  Generate a pair of non-symmetrical keys for the applicant;

－  Check public-key;

－  Undertake public-key;

－  Append data needed for public-key certificate management;

－  Calculate the signature of public-key certificate;

－  Audit record register and record actions during creating public-key certificates.

Certificate issuance may adopt push-pull mode, i.e., all certificates are recorded in a certificate book (database) and user can pick-up a certificate from this database at use. Certificate issuance may also adopt push mode, i.e., after certificate have been produced, it may be periodically put out for all users.

8.2.2.2 Certificate format

The default postfix of any certificate file is “.wcr”. The certificate is stored on the medium at the mode of “Big-endian”, i.e., by the order of octets.

The storage format of the certificate is shown as follows.

	Certificate file ID
	Version
	Length of Certificate file
	Digest
	Attribute
	……
	Attribute


Octets:        16         2            2          4-65535       4-65535     ……      4-65535

Figure 48－Storage format of a certificate

In Figure 48, the “certificate file ID” field indicates the WAI certificate file storage ID field, which is used to check whether the corresponding file belongs to the type of WAI certificate file or not. The WAI certificate ID field is assigned “WAI15629.11-2003” that is a character string composed of ISO/IEC 646 codes (the value is expressed in hex as “0x57 0x41 0x49 0x31 0x35 0x36 0x32 0x39 0x2E 0x31 0x31 0x2D 0x32 0x30 0x30 0x33”). The length of this field is 16 octets.

The version field indicates the version of the certificate file storage format with the current value 1, which is 2 octets in length.

The Length of Certificate file field indicates the number of all the octets of the whole certificate file and its length is 2 octets.

The digest field is the digest of all the fields behind itself created by some digest generation algorithm. The format of the digest field is shown as follows.

	Digest algorithm ID
	Length of digest
	Digest data


Octets:      2         2               0-65531

                       Figure 49－Digest field

In Figure 49, the “digest algorithm ID” field indicates the corresponding digest generation algorithm, with a length of 2 octets. The digest algorithm ID is defined as follows:

― 1,  the hash algorithm SHA-256. Under this circumstance, the value of the digest length field is 36, and the digest data field contains a digest content of 32 octets.

― Other, reserved. 

The digest length field indicates the length of the whole digest field in octet, whose value is equal to the sum of the length of the digest algorithm field, the length of the digest length field and the length of the digest data. It is 2 octets in length.

The digest data field indicates the digest data content, with a value of 4 less than that of the digest length field.

There may be many attribute fields contained in the certificate file. The format of the attribute field is shown as follows.

	Attribute ID
	Attribute  Length
	Attribute data


Octets:     2          2              0-65531

Figure 50－Attribute field

In Figure 50, the “attribute ID” field indicates the type of the attribute, which is 2 octets in length. The attribute ID field is defined as follows.

― 1,  the value of the attribute data field is the certificate of the certificate issuer (ASU);

― 2,  the value of the attribute data field is a user’s certificate;

― 3,  the value of the attribute data field is a user’s private key according to his certificate;

― other, reserved.

The “attribute length” field indicates the length of the attribute field, which includes all the octets contained in the attribute field. Its value is equal to the sum of the length of the attribute ID, the length of the attribute length field and the length of the attribute data. It is 2 octets in length.

The “attribute data” field indicates the attribute data content, with a length 4 less than the value of the attribute length field.

The format of the certificate is defined as follows.

	Version number
	Serial

number
	Signature

algorithm
	Issuer’s

name
	Issuer’s

public

key
	Validity period 
	Holder’s

name
	Holder’s

Public

key
	Certificate

type
	Extensions


	Issuer’s

signature


Octets:2        4         2      6-256    41-256     8     6-256     41-256      2           2      41-256

 

                         Figure 51－Certificate content definition
In Figure 51, 

― version number field is 2 octets in length, and its current value is 1;

― serial number field is 4 octets in length;

― signature algorithm ID field is 2 octets in length, which is composed of a single-octet Hash algorithm ID and a single-octet signature algorithm ID;

a) Hash algorithm ID is defined as follows.

1 - hash algorithm SHA-256;

other - reserved.

b) Signature algorithm ID is defined as follows.

1 - 192-bit Ellipse Curve digital signature algorithm;

Other - reserved.

― validity period field is 8 octets in length, which is composed of a 4-octet starting time and a 4-octet ending time.

Both the starting time and the ending time indicate the number of seconds from 0:0 Jan 1,1970 to the current time.

―The certificate type field is 2 octets in length, which indicates the type of the device using the certificate. The certificate type field is defined as follows:

    0, the certificate is STA certificate;

    1, the certificate is AP certificate;

    2, the certificate is ASU certificate;

    Other, reserved.

―The Extensions field is 2 octets in length with a default value 0, and this field is reserved.

―The certificate issuer’s name field, the certificate issuer’s public key field, the certificate holder’s name field, the certificate holder’s public key field and the issuer’s signature field are all composed of a length field and a content field. Here, all the length fields are a single octet, which indicate the number of octets contained in the content field. If both the Hash algorithm ID and the signature algorithm ID field have a value 1, the lengths of the certificate issuer’s public key field, the certificate holder’s public key field and the issuer’s signature field are set to 48, which indicate the values of the certificate issuer’s public key field, the certificate holder’s public key field and the issuer’s signature field are all 48 octets.

Specially, the fields with a changeable length should be assigned a proper length to ensure that the length of the whole certificate is no more than 600 octets.

8.2.2.3 Certificate revocation

ASU may revoke a certificate prior to the expiration of the validity period. There are various reasons as follows:

－  The corresponding private key of the entity has been destroyed or lost;

－  The entity applies to be revoked;

－  The association between entity and ASU has been changed;

－  The entity has been expired;

－  The entity is improperly identified;

－  The corresponding private key of the ASU has been destroyed;

－  The ASU has been expired.

ASU should maintain its CRL (Certificate Revocation List).

8.3 WAI authentication infrastructure

When a STA is associated or re-associated with an AP, the STA and the AP must authenticate each other. If the authentication successes, the AP admits the STA’s access; otherwise the AP disassociates the STA. The overall authentication procedure consists of the certificate authentication, the unicast key negotiation and the groupcast key announcement as shown in Figure52.
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Figure 52－Flowchart of a STA access authentication

Authentication data frames are transferred between a STA and an AP through the WAPI protocol whose Ether type field is 0x88B4. Authentication data messages are transferred between the AP and the STA through UDP port 3810.

The format of the WAPI authentication protocol frame between a STA and a AP is defined as Figure53.

	Version
	Authentication

Package

type
	Reserved


	Data

length
	Data


Octets:        2           2            2        2               0－65535

Figure 53－The format of the WAPI authentication protocol data frame in WAI system

Here:

—The version field is 2 octets in length, which indicates the version of the authentication infrastructure. The current version is 1.

—The authentication frame field is 2 octets in length. Its values are defined as follows:

    0, the authentication activation frame;

    1, the access authentication request frame;

    2, the access authentication response frame;

    3, the key negotiation request frame;

    4, the key negotiation response frame;

    7, the groupcast key announcement frame;

    8, the groupcast key response frame;

    Other, reserved.

—The reserved field is 2 octets in length, and its default value is 0.

—The data length field is 2 octets in length, and its value indicates the number of  octets contained in the data field.

Specially, the length of the data field in the WAPI authentication protocol frame shouldn’t be more than 1492 octets in fact.

The format of the UDP authentication message between an AP and a STA is defined as Figure54.

	Version
	Authentication

Frame 

type
	Reserved
	Data 

length
	Data


Octet:     2           2             2            2               0－65535

Figure54－The format of the data message in the WAI authentication system

Here:

—The version field is 2 octets in length, and its value indicates the version of the authentication infrastructure. Its current value is 1.

—The authentication message type field is 2 octets in length. Its values are defined as follows:

    5, the certificate authentication request message;

    6, the certificate authentication response message;

    Other, reserved.

—The reserved field is 2 octets in length, and its default value is 0.

—The data length field is 2 octets, and its value indicates the number of octets contained in the data field.

8.3.1 Certificate authentication process

8.3.1.1 Authentication activation frame

When a STA is associated or re-associated to an AP, the AP sends an authentication activation frame to the STA to active the STA to accomplish mutual certificate authentication. The authentication frame type in the authentication activation frame is 0, and the format of the data field is defined as follows.

	Attribute ID
	Attribute length
	Attribute data


Octets:    
    2                       2                      0－65535


Figure55－Data fields in the authentication activation frame

Here:

—The attribute ID field indicates the type of the attribute, and it’s 2 octets in length. The attribute ID is defined as follows:

    1, the attribute data is ASU’s public key information (The ASU is trusted by AP).

    Other, reserved.

—The attribute length field indicates the length of the attribute data field, and it’s 2 octets in length. If the value of the attribute ID is 1, the value of the attribute length field is set to 48.

—The attribute data field indicates the content contained in the attribute field.

After sending an authentication activation frame, AP should set an overtime of 1 second. If AP doesn’t receive the corresponding authentication request frame during the overtime, it must re-send the authentication activation frame. If AP doesn’t receive the corresponding authentication request frame after having sent the authentication activation frame 3 times, it disassociates the STA.

When a STA receives an authentication activation frame from an AP, it reacts as follows.

a) The STA first determines whether the frame comes from the associated AP. If not, it discards the authentication activation frame. Otherwise, 

b) If the STA just transmits an access authentication request frame and is waiting for an access authentication response frame, it re-transmits the last access authentication request frame. Otherwise, it chooses the corresponding STA certificate according to the ASU’s public-key in the authentication activation frame and generates a new access authentication request frame. Then the STA transmits the request frame to the AP.

The corresponding pseudo-codes are as follows.

if the frame comes from the AP it is associated with
if  in the state that it has sent an access authentication request frame and is waiting for an access authentication response frame



re-send the last access authentication request frame


else

choose the corresponding STA certificate according to the ASU’s public-key information in the authentication activation frame

use the current system time to be the authentication request time

generate an access authentication request frame, and then send it to the AP.

endif

else

discard the authentication activation frame

endif

8.3.1.2 Access authentication request frame

Direction of message is from a STA to an AP. The value of the authentication message type is 1. The format of the frame data field is defined as follows:

	STA certificate
	Authentication request time


Octets:

    155－1300


        4

Figure56－The data field in the authentication request frame

Here:

—The definition of the STA certificate is as same as that defined above.

—The authentication request time field is 4 octets in length, which indicates the number of seconds from Jan.1,1970 to the current time.

When an AP receives an access authentication request frame, it does as follows:

a) If the AP is in the state that it has sent an authentication activation frame and is waiting for an access authentication request frame, it records the authentication request time and then sends a certificate authentication message to ASU; else it discards the access authentication request frame.

When an AP receives an access authentication request frame, it does as the following pseudo-codes:

if it is in the state that it has sent the authentication activation frame and is waiting for an access authentication request frame

record the authentication request time

send a certificate authentication message to ASU

else

discard the access authentication request frame

endif

After transmitting a certificate authentication request frame to an ASU, the AP should set a proper timer with the default value 10 seconds. If the AP doesn’t receive a valid certificate authentication response frame during the overtime period, it must re-transmit the certificate authentication request message. If the AP doesn’t receive the valid authentication request frame and has transmitted the certificate authentication request frame 3 times, it disassociates the STA.

After the AP has received an access authentication request frame from the STA and transmitted a certificate authentication request frame to ASU, it shouldn’t transmit an authentication activation frame to the STA any more. Therefore, the AP doesn’t deal with the STA’s access authentication request during the overtime period.

8.3.1.3 Certificate authentication request message

Direction of message is from an AP to an ASU. The value of the authentication message type is 5. The message data field is defined as follows:

	STA certificate
	AP certificate
	Authentication

Request time
	AP signature


Octets:       155－1300         155－1300
    

   4


    41－256


Figure57－The data field of the certificate authentication request message

Here:

—The STA certificate field, the AP certificate field and the authentication request time field are as same as those defined above.

—The AP signature field consists of a length field and a content field. Here the length field is a single octet in length and its value is 48, which indicates the number of octets contained in the content field. The AP signature content field indicates the signature that is got from all the fields before the AP signature field and is computed using his private key by the AP.

When an ASU receives a certificate authentication request message, it reacts as follows.

a) Verifies the validity of the AP’s signature. If it is wrong, the ASU just discards the certificate authentication request message.

b) Determines whether it has issued the AP’s certificate. If not, the ASU discards the certificate authentication request message or sets the result of the AP certificate to be no-decided-issuer, and then goes to with c); else, decides the state of the AP’s certificate and then goes to with c).

c) Decides the state of the STA’s certificate, and then constructs the certificate authentication response message using the AP’s and the STA’s certificate validation results and the authentication request time in the certificate authentication request message. Then send it to the AP.

The corresponding pseudo-codes are as follows.

if
AP’s signature is right

if
AP’s certificate is issued by ASU

verify the validity of AP’s and STA’s certificate;

construct the certificate authentication response message using AP’s and STA’s certificate validation results and the authentication request time of the certificate authentication request message;

transmit it to AP


else


discard the certificate authentication request message;

or set the result of AP certificate to be no-decided-issuer;

decide the state of STA’s certificate; construct the certificate authentication response message using AP’s and STA’s certificate validation result and the authentication request time in the certificate authentication request message;

send it to AP


endif

else

discard the certificate authentication request message

endif

8.3.1.4 Certificate authentication response message

Direction of message is from an ASU to an AP. The value of the authentication message type is 6, and the data field is defined in Figure58.

	STA certificate authentication result information
	AP certificate authentication result information
	ASU signature


Octets:   
     156－1301



  160－1305                  41－256


Figure58－The data field of the certificate authentication response message

Here:

a) The STA certificate authentication result information field is defined in Figure59.

	STA certificate
	STA certificate authentication result code



    Octet:
            155－1300

 
          1
 

Figure59－The STA certificate authentication result information field

—The STA certificate field is as same as that defined above.

—The STA certificate authentication result code field is a single octet in length, which indicates the authentication result of the certificate made by the ASU. Its values are defined as follows:

        0, the certificate is valid;

        1, the certificate has not been in use yet;

        2, the certificate has expired;

        3, the issuer of the certificate is not clear;

        4, the signature is wrong;

        5, the certificate has been revoked;

        6, the type of the certificate is wrong;

        7, the certificate has not been in effect;

        Other, reserved.

b) The AP certificate authentication result information field is defined in Figure60.

	AP certificate
	AP certificate authentication result code
	Authentication request time


Octet:
        155－1300
    

   1



   4


Figure60－The AP certificate authentication result information field

—The AP certificate field and the authentication request time field are as ame as those defined above;

—The definition of the AP certificate authentication result code field is as same as that of the STA certificate authentication result code field.

c) The ASU signature field consists of a length field and a content field. The length field is a single octet with the value 48, which indicates the number of octets contained in the content field. The content field indicates the ASU’s signature on all the fields of the certificate authentication response message before the ASU signature field.

When a AP receives a certificate authentication response message, it reacts as follows.

a) If the AP is in the state that it has sent a certificate authentication request message and is waiting for a certificate authentication response message, then it goes to do b). Otherwise, it just discards the certificate authentication response message.

b) Determine whether the certificate authentication response message is the corresponding one by the authentication request time. If not, discard the certificate authentication response message. Otherwise, goes to do c).

c) If the ASU’s signature is wrong, then discard the certificate authentication response message. Otherwise, goes to do d).

d) The AP constructs an access authentication response frame using the certificate authentication response message, and then sends it to the STA. If the STA’s certificate authentication result is successful, the AP computes SPI using the STA’s MAC address, the AP’s BSSID and the authentication request time and then goes into the unicast-key’s negotiation process, i.e. constructing a key negotiation request frame and then sending it to the STA. Otherwise, the AP disassociates the STA.

The corresponding pseudo-codes are as follows.

if
the AP is in the state that it has sent a certificate authentication request message and is waiting for a certificate authentication response message

if
the authentication time in the certificate authentication response frame is equal to that saved  


if
the ASU’s signature is right

construct an access authentication response frame using the certificate authentication response message

and then send it to the STA.



if
the STA’s certificate authentication result is successful


compute SPI using the STA’ MAC address, the AP’s BSSID and the authentication request time




else





disassociate the STA.

            endif



else



    discard the certificate authentication response message

            if  AP has sent this message less than 3 times

wait until timeout and re-send the certificate authentication request message

else

   disassociate the STA.

endif



endif


else


    discard the certificate authentication response message

if  the AP has sent this message less than 3 times

wait until timeout and re-send the certificate authentication request message

else

disassociate the STA.

endif 

endif

else 

discard the certificate authentication response message

endif

8.3.1.5 Access authentication response message

Direction of message is from an AP to a STA. The value of the authentication message type is 2, and the data field is defined in Figure61.

	STA certificate authentication result information
	AP certificate authentication result information
	ASU signature


Octets:

  156－1301   

        160－1305                41－256


Figure 61－Data field of the access authentication response frame

Here:

—The signature field of the ASU is the same as that of the certificate authentication response frame.

—The STA certificate authentication result information field and the AP certificate authentication result information field are the same as the corresponding fields in the certificate authentication response frame, respectively.

When a STA receives an access authentication response frame, it reacts as follows.

a) If the STA has just transmitted an access authentication request message and is waiting for an access authentication response message, then it goes to do b). Otherwise, it just discards the access authentication response message.

b) Determines whether the access authentication response message is the corresponding one by the authentication request time. If not, discard the access authentication response message. Otherwise, goes to do c).

c) If the ASU’s signature is wrong, then discard the access authentication response message. Otherwise, goes to do d).

d) If the AP’s certificate authentication result is successful, the STA computes SPI using the STA’s MAC address, the AP’s BSSID and the authentication request time. Otherwise, the STA disassociates the AP.

The corresponding pseudo-codes are as follows.

if
STA is in the state that it has sent an access authentication request message and is waiting for an access authentication response message

if
the authentication time in the access authentication response message is equal to that saved


if
ASU’s signature is right



if
AP’s certificate authentication result is successful


compute SPI using the STA’ MAC address, AP’s BSSID and the authentication request time




else





disassociate the AP.

            endif



else




discard the access authentication response message

        endif


else



discard the access authentication response message

    endif

else 


discard the access authentication response message

endif

By far, STA and AP complete the mutual certificate authentication. If the certificate authentication succeeds, then AP permits STA’s access. Otherwise, it disassociates STA.

After a successful certification authentication, AP and STA compute SPI respectively which is used to identify a key negotiation.

Specially, if a STA wants to access an appointed AP, it must have got the AP’s certificate in advance to verify the validity of the received access authentication response. 

8.3.2 Session-key’s negotiation process
8.3.2.1 Session-key’s negotiating request frame
After a successful certificate authentication, AP initiates a key negotiation process with STA by sending a key negotiation request frame to it. The authentication frame type of the Session-key’s negotiating request frame is 3, and the data field is defined as follows.

	Session algorithm identifier


	Unicast key index
	Key negotiation identifier
	Security parameter

index
	Key negotiation

data
	AP signature


Octets:      1            1               4            16        1－256      41－256


Figure 62－The data field of the key’s negotiation request frame
In Figure 62, the “Session Algorithm Identifier” field designates the algorithm used currently. This field is a single octet in length, with its values defined as follows.
0: without any algorithm, i.e., un-invoked WPI;

    1: the symmetrical cipher algorithm;

  Others: reserved.
—The unicast key index field is a single octet in length, in which the bit 0 indicates the currently negotiated unicast-key and the other bits are reserved.

It is originally set to 0 after a successful certificate authentication, and it changes between 0 and 1 after a key negotiation.

—The key negotiation identifier field is 4 octets in length. During the first key negotiation after a successful certificate authentication, this field is set to the authentication request time in the access authentication request frame sent from STA. Or this field should be set to the value of the next key negotiation identifier field of the key negotiation frame sent by STA during the last key negotiation.

—The security parameter index field is 16 octets in length, and its format is defined as follows:

	Authentication

Request time
	BSSID
	MAC address（STA）


Octets:            4           6            6


Figure63－The security parameter index field

—The key negotiation data field consists of a length field and a content field. The length field is a single octet in length, which indicates the number of octets contained in the content field with a default value 73. The data content is the ciphertext of a 16-octet random number R1 encrypted with the algorithm ECES and STA’s public key, and R1 is generated by AP using the random number generation algorithm.

The AP signature field consists of a length field and a content field. The length field is a single octet in length and set to 48, which indicates AP’s signature on all the fields before the AP signature field.

When a STA receives a session-key’s negotiation frame from the associated AP, it reacts as follows.

a) Determines whether the STA is in the state that it has received an access authentication response frame and is ready to receive a session-key’s negotiation frame. If not, the STA discards this frame. Otherwise, it will determine whether the received SPI is equal to that it has calculated locally. If not, the STA discards this frame. Otherwise, it continues to judge whether the AP’s signature is right. If not, the STA discards this frame. Otherwise, it goes to do b).

b) If this is the first key negotiation request after a successful certificate authentication, compare the session-key’s negotiation identifier field with the authentication request time field. If they are not equal in value, discards this frame; else, continues to do d). If this is a session-key’s updating request, compares the session-key’s negotiation identifier field with that of the key negotiation frame sent by the STA during the last key negotiation. If they are equal, then re-transmits the last session-key’s negotiation response frame; else, goes to do c).

c) Compares the session-key’s negotiation identifier field with the next key negotiation identifier field of the key negotiation frame sent by the STA during the last key negotiation. If they are equal in value, then goes to do d). Otherwise, discards this frame.

d) Recovers the 16-octet random number R1 by decrypting the session-key’s negotiation data and generate another 16-octet random number R2 using the random number generation algorithm. Then, compute a 16-octet master key by exclusive-oring R1 and R2 bit by bit and extend it by the algorithm of KD-HMAC-SHA256 to get a 48-octet unicast session key (the first 16 octets used as unicast encryption key; the second 16 octets used as the unicast integrity check key, and the last 16 octets used as the message identify key). In succession, calculates the next session-key’s negotiation identifier, calculates the message identification code using the algorithm of HMAC-SHA256, constructs the session-key’s negotiation response frame, and send it to the AP. At last, the STA saves the session-key’s negotiation identifier, the next session-key’s negotiation identifier, and the session-key’s negotiation response frame.

The corresponding pseudo-codes are as follows.

if  the STA is in the state that it has received an access authentication response frame and is ready to receive a session-key’s negotiation frame

if  SPI is wrong

discard this frame

else

if the AP’s signature is wrong

    discard this frame

else 

    if this is the first key negotiation after a certificate authentication

        if the session-key’s negotiation identifier is equal to the authentication request time 

                recover R1  by decrypting, generate R2, exclusive-or them to get the unicast master key, and then use KD-HMAC-SHA256 to compute unicast session key

                construct the session-key’s negotiation response frame, and send it to AP

                save the session-key’s negotiation identifier, the next session-key’s negotiation identifier and the session-key’s negotiation response frame

        else

             discard this frame

        endif

    else

        if the session-key’s negotiation identifier is equal to the last session-key’s negotiation identifier 

             re-send the last session-key’s negotiation response frame

        else

            if the session-key’s negotiation identifier is equal to the next key negotiation identifier of the key negotiation frame sent by the STA during the last key negotiation process

                    recover R1  by decrypting, generate R2, exclusive-or them to get the unicast master key, and then use KD-HMAC-SHA256 to compute unicast session key

                    construct the session-key’s negotiation response frame, and send it to the AP

                    save the session-key’s negotiation identifier, the next session-key’s negotiation identifier and the session-key’s negotiation response frame

            else

                discard this frame

            endif

        endif

    endif

endif

endif

else  

discard this frame

endif

In the case that the session-key’s negotiation request frame is valid and a STA has sent the session-key’s negotiation response frame, the STA’s controlled port should be set to “on” if it’s “off”.

If the session algorithm identifier is a valid encryption algorithm and the STA has computed a new unicast session key, then the STA starts to put the new key in effect and uses the key according to the KeyIdx field to decrypt the received data. Under the same circumstance, the STA starts to use the new key in encryption after a 9-second delay. When the STA receives data encrypted using the new key from a AP, it discards the old one.

8.3.2.2 Session-key’s negotiation response frame

Direction of message is from a STA to an AP. The value of the authentication frame type is 4. The format of the data field is defined as follows:

	Session algorithm response identifier
	Unicast key index
	Next session-key’s negotiation identifier
	Security

Parameter index
	Session-key’s 

data
	Message

Authentication

code


Octets:        1           1           4            16         1－256           20


Figure64－The data field of the session-key’s negotiation response frame
Here:

—The session algorithm response identifier field is 1 octet in length, and which should be set to the value of the session algorithm identifier field in the session-key’s negotiation request frame normally. The value 0xFF indicates that the session algorithm negotiation fails.

—The unicast key index field is 1 octet in length, which indicates the negotiated unicast key currently and should be set to the value of the unicast key index field of the session-key’s negotiation request frame.

—The next session-key’s negotiation identifier field is 4 octets in length. Its value should be more than the authentication request time, and increase by degree strictly during every session-key’s negotiation after a successful certificate authentication.

—The security parameter index field is 16 octets in length, and its format is defined as follows:

	Authentication request time
	BSSID
	MAC address（STA）


Octets:                  4                6             6


Figure65－The security parameter index field

—The session-key’s negotiation data field consists of a length field and a content field. The length field is 1 octet in length, which indicates the number of octets contained in the content field and is set to a default value 73. The content field indicates the cipher text of the random number R2 generated by the STA using the random number generation algorithm, and the cipher text is generated by the STA using the AP’s public key and the encryption algorithm ECES.

—The message authentication code field is 20 octets in length, which is generated by the STA using the new message authentication key and the algorithm HMAC-SHA256 on all fields before this field.

Remark: Even if the STA don’t support the algorithm used by the AP currently, it should construct the valid session-key’s negotiation response frame and send it to the AP.

When an AP receives a session-key’s negotiation response frame from a STA, it reacts as the following:

a) If the AP is in the state that it is waiting for a session-key’s negotiation response frame, then go to do b); else, discards this frame.

b) Compare the SPI and that computed locally. If they are unequal, then discard this frame; else, continue to compare the unicast key index field and that of the session-key’s negotiation request frame. If they are not equal in value, then discard this frame; else, go to do c).

c) Recover the 16-octet random number R2 by decrypting the session-key’s negotiation data using his private key. Then, compute a 16-octet master key by exclusive-oring R1 and R2 bit by bit and then extend it by the algorithm of KD-HMAC-SHA256 to get a 48-octet unicast session key (the first 16 octets used as unicast encryption key; the second 16 octets used as the unicast integrity check key, and the last 16 octets used as the message identify key). In succession, compute the message authentication code using the algorithm of HMAC-SHA256 locally, and compare it with that received. If they are equal in value, then go to do d); else, discard this frame.

d) Compare the session algorithm response identifier field with the session algorithm identifier field of the session-key’s negotiation request frame. If they are unequal in value, then disassociate the STA; else continue to judge whether the next session-key’s negotiation increase by degree strictly. If then, save the next session-key’s negotiation identifier field for the next session-key’s negotiation; else, discard this frame. If the AP can determine that the next session-key’s negotiation identifier has overflowed, it disassociates the STA.

When an AP receives a session-key’s negotiation response frame from a STA, The corresponding pseudo-codes are as follows.

if the AP isn’t in the state that it is waiting for a session-key’s negotiation response frame

    discard this frame

else

if  SPI is wrong

discard this frame

if the AP has sent this message less than 3 times

wait until timeout and re-send the access authentication response frame and the session-key’s negotiation request frame

else

disassociate the STA

endif

    else

    if the unicast key index doesn’t match

discard this frame

if the AP has sent this message less than 3 times

wait until timeout and re-send the access authentication response frame and the session-key’s negotiation request frame

else

    disassociate the STA

endif

    else

Recover the 16-octet random number R2 by decrypting the session-key’s negotiation data using his private key. Then, compute a 16-octet master key by exclusive-oring R1 and R2 bit by bit and then extend it by the algorithm of KD-HMAC-SHA256 to get a 48-octet unicast session key.

compute the message authentication code using the algorithm of HMAC-SHA256 locally

         if the message authentication code received is right

           if the session algorithm response identifier field matches the session algorithm identifier field of the session-key’s negotiation request frame

               if  the next session-key’s negotiation increase by degree strictly

                   if   the next session-key’s negotiation identifier has overflowed

                        disassociate the STA

                   else

                        save the next session-key’s negotiation identifier field for the next session-key’s negotiation 

                   endif 

               else

                   discard this frame

               endif

           else

               disassociate the STA

           endif

        else

discard this frame

if the AP has sent this message less than 3 times

wait until timeout and re-send the access authentication response frame and the session-key’s negotiation request frame

else

    disassociate the STA

endif

        endif

    endif

endif

endif

If the session-key’s negotiation response frame is valid, the AP labels the corresponding STA as “authenticated”. If the STA’s controlled port at the end of the AP is off, set it on.

If the session algorithm identifier designates a valid encryption algorithm and the AP has computed a new unicast session key, then the AP starts to put the new key in effect and uses the key according to the KeyIdx field to decrypt the received data. When the AP receives the data encrypted with the new key from the STA and the check sum and the decryption are all right, it discards the old key.

During the unicast session-key’s negotiation described above, if it’s the first session-key’s negotiation after a successful certificate authentication, the controlled port between the AP and the STA is off. If it’s a key updating process, the controlled port between the AP and the STA keeps on. During a key updating process, the data communication between the AP and the STA uses the session-key negotiated last time which is designated by the KeyIdx field.

After sending a session-key’s negotiation request frame, an AP should set an overtime ranging from 1 to 3 seconds. During the overtime, if the AP doesn’t receive the valid session-key’s negotiation response frame, it should re-send the access authentication response frame and the session-key’s negotiation request frame. If it has sent these frames three times and haven’t received the valid session-key’s negotiation response frame yet, it disassociates a STA.

After the first successful session-key’s negotiation, an AP should send a groupcast-key’s announcement frame to a STA in succession.

8.3.3 Groupcast-key’s announcement process

8.3.3.1 Groupcast-key’s announcement frame
After a successful session-key’s negotiation, an AP should send a STA a groupcast-key’s announcement frame to announce the grouptcast–key. The authentication type of the groupcast-key’s announcement frame is 7, and its data format is defined as follows:

	Groupcast key

index
	Unicast

 key

index
	Groupcast-key

Announcement

identifier
	Groupcast Data

number
	Groupcast-key

Announcement

data
	Message

Authentication

code


Octets:         1           1           8            16          1－256            20


Figure66－The data field of the groupcast-key’s announcement frame
Here:

—The groupcast key index field is a single octet in length, in which the bit 0 indicates the currently announced groupcast-key and the other bits are reserved. Its original value is 0, and it changes between 0 and 1 during every groupcast-key updating.

—The unicast key index field is a single octet in length, in which the bit 0 indicates the message authentication key used in computing the message authentication code.

—The groupcast-key announcement identifier field is 8 octets in length, and its original value is a random number. During every groupcast-key updating, it increases by one. If the announced groupcast-key is unchanged, it keeps also unchanged. If the AP has determined that the value of the groupcast-key announcement identifier field has overflowed, it disassociates all associated STAs.

—The groupcast data number field is 16 octets in length, which indicates the serial number of the groupcast data frame encrypted and sent by AP so far (i.e. the PN of the WAI groupcast data frame). Since then, the number of the groupcast data frame received by the STA should be more than the value of the PN field, or this frame should be discarded.

—The groupcast-key negotiation data field consists of a length field and a content field. The length field is a single octet in length, which indicates the number of octets contained in the content field with a default value 73. The data content is the ciphertext of a 16-octet random number encrypted with the algorithm ECES and the STA’s public key, and the random number is generated by AP using the random number generation algorithm.

—The message authentication code field is 20 octets in length, which is computed by AP using the algorithm HMAC-SHA256 and the message authentication key according to the session-key index field on all the fields before this field.
When a STA receives a groupcast-key’s announcement frame, it reacts as follows:

a) Determines whether the STA is in the state that it has sent the session-key’s negotiation response frame and is ready to receive a groupcast-key’s announcement frame. If not, it discards this frame; otherwise, computes the check sum using the message authentication key according to the session-key index and then compares it with that received. If they are equal, goes to do b); otherwise, discardes this frame.

b) If this is the first groupcast-key’s announcement since the successful certificate authentication, goes to do c); otherwise continue to compare the groupcast-key’s announcement identifier and that saved last time. If they are equal, then re-send the groupcast-key’s response frame generated during the last announcement; else, judge whether the groupcast-key’s announcement identifier increases by degree strictly. If then, go to do c); otherwise, discardes this frame.

c) Recoveres the 16-octet groupcast master key by decrypting the groupcast-key’s announcement data using his private key. Then, extend it using the algorithm of KD-HMAC-SHA256 to a 32-octet groupcast session key (the first 16 octets used as groupcast encryption key; the second 16 octets used as the groupcast integrity check key.). At last, save the value of the groupcast-key’s announcement identifier field and go to do d).

d) Generate and save the groupcast-key’s response frame locally, and send it to AP.

When a STA receives a groupcast-key’s announcement frame, the corresponding pseudo-codes are as follows.

if  the STA is in the state that it has sent the session-key’s negotiation response frame and is ready to receive a groupcast-key’s announcement frame

compute the check sum using the message authentication key according to the session-key index
if the message authentication code is wrong

discard this frame

else 

if this is the first groupcast-key’s announcement since the successful certificate authentication

    recover the 16-octet groupcast master key by decrypting the groupcast-key’s announcement data using his private key.

    generate the groupcast-key’s response frame and send it to a AP

    save the groupcast-key’s announcement identifier field and the groupcast-key’s response frame.

else

    if the groupcast-key’s announcement identifier is equal to that saved last time

        re-send the groupcast-key’s response frame generated during the last announcement

    else

        if the groupcast-key’s announcement identifier increases by degree strictly

            recover the 16-octet groupcast master key by decrypting the groupcast-key’s announcement data using his public key.

            generate the groupcast-key’s response frame and send it to the AP

            save the groupcast-key’s announcement identifier field and the groupcast-key’s response frame

        else

            discard this frame

        endif

    endif

endif

endif

else

discard this frame

endif

After a AP announces a new groupcast-key and a STA saves the key, they should choose the proper key according to the KeyID field in receiving / sending a data frame. When the STA receives a groupcast data encrypted using the new groupcast key from the AP and its check sum and decryption is all right, it discards the old key.

8.3.3.2 Groupcast-key’s response frame

Direction of message is from a STA to a AP. The type of the authentication frame is 8. The data format is defined as follows:

	Groupcast key

index
	Unicast

 key index
	Groupcast-key’s announcement

identifier
	Message

Authentication

code


Octets:         1                 1                  8               20

      

Figure67－The data field of the groupcast-key’s response frame

Here:

—The groupcast-key index field is 1 octet in length, and it should be set to the value of the groupcast-key index field in the groupcast-key’s announcement frame.

—The session-key index field is 1 octet in length, of which bit 0 indicates the message authentication key used in computing the message authentication code. This field should be equal to that in the groupcast-key’s announcement frame in value.

—The groupcast-key’s announcement identifier field is 8 octets, which should be set to the value of the same field in the groupcast-key’s announcement frame.

—The message authentication code field is 20 octets, which is computed by STA using the algorithm HMAC-SHA256 and the message authentication key according to the session-key index field on all the fields before this field.
When a AP receives a groupcast-key’s response frame, it reacts as follows:

a) Computes the message check value using the message authentication key according to the session-key index field, and then compare it with the value of the message authentication code field. If they are equal, goes to do b); otherwise, discardes this frame.

b) Compares the groupcast-key’s announcement identifier field and the groupcast-key index field with the same fields in the groupcast-key’s announcement frame respectively. If they are all equal, then the announcement is successful, else, discard this frame.

When a AP receives a groupcast-key’s response frame, the corresponding pseudo-codes are as follows.

compute the message check value using the message authentication key according to the session-key index field

if the message authentication code is wrong

discard this frame

if the AP has sent this message less than 3 times

wait until timeout and re-send the groupcast-key’s announcement frame

else

disassociate the STA

endif

else

if either the groupcast-key’s announcement identifier field or the groupcast-key index field is wrong

discard this frame

if the AP has sent this message less than 3 times

wait until timeout and re-send the groupcast-key’s announcement frame

else

disassociate the STA

endif

else  

     This groupcast-key’s announcement is successful.

endif

endif

After sending a groupcast-key’s announcement frame, a AP should set an overtime ranging from 1 to 3 seconds. During the overtime, if the AP doesn’t receive the valid groupcast-key’s response frame, it should re-send the groupcast-key’s announcement frame. If it has sent this frames three times and haven’t received the valid groupcast-key’s response frame yet, it disassociates the STA.

During the course of the groupcast-key’s updating, a AP should still use the old groupcast-key to encrypt the groupcast data frame to be sent. It doesn’t use the new groupcast-key until the groupcast-key announcements to all the STAs associated are successful.

8.3.4 Key derivation algorithm and Message authentication algorithm

8.3.4.1 Message authentication algorithm

Message authentication algorithm HMAC-SHA256 is a keyed message digest algorithm that is implemented based on the hash algorithm SHA-256 following the definition of RFC2104. This algorithm is used to compute the message authentication code during the WAI authentication.

8.3.4.2 Key derivation algorithm

Key derivation algorithm KD-HMAC-SHA256 is used to derivate the session-key from the master key negotiated by AP and STA or announced by AP. The output of the algorithm KD-HMAC-SHA256 can be 32 octets or 48 octets in length according to the practical requirement.

The algorithm KD-HMAC-SHA256 is defined as follows:

|| denotes joint，CUT(R，Start，Length) denotes cutting a length-length sub-string of the octet-string R from the point start.

KD-HMAC-SHA256（Key，Label，Length）


for  I = 0 to (Length+31)/32  do


D = HMAC-SHA-256(Key，Label)



Label = D


R = R||D

return CUT(R，0，Length)

KD-HMAC-SHA256-32 (Key，Label) = KD-HMAC-SHA256 (Key，Label，32)

KD-HMAC-SHA256-48 (Key，Label) = KD-HMAC-SHA256 (Key，Label，48)

8.3.4.2.1 Key systems at the infrastructure mode

8.3.4.2.1.1 Unicast-key’s system

In the infrastructure mode, the algorithm KD-HMAC-SHA256 is used in the unicast-key’s system to derivate the unicast session key from the unicast master key, which is showed in Figure68. The unicast master key is 16 octets, and the session-key derivated is 48 octets. The unicast session-key consists of a unicast encryption key (the first 16 octets, used to encrypt unicast data), a unicast integrity check key (the second 16 octets, used to compute the integrity check code of the unicast data) and a message authentication key (the last 16 octets, used to compute the message authentication code during the WAI authentication).



Figure68－Structure of unicast key system

USK ＝ KD-HMAC-SHA256 (UMK，“
pairwise key expansion for infrastructure unicast”，48)；

UEK ＝ CUT(USK，0，16)；

UTK ＝ CUT(USK，16，16)；

MAK ＝ CUT(USK，32，16)。

8.3.4.2.1.2  Groupcast-key’s system

In the infrastructure mode, the algorithm KD-HMAC-SHA256 is used in the groupcast-key’s system to derivate the groupcast session key from the groupcast master key, which is showed in Figure69. The groupcast master key is 16 octets, and the session-key derivated is 32 octets. The groupcast session-key consists of a groupcast encryption key (the first 16 octets, used to encrypt groupcast and broadcast data), a groupcast integrity check key (the second 16 octets, used to compute the integrity check code of the groupcast and broadcasdata).
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Figure69－Structure of groupcast key system
8.3.4.2.2 Key systems at ad hoc mode and WDS mode

In ad hoc mode and WDS mode, the algorithm KD-HMAC-SHA256 is used to derivate session key from the shared master key, which is showed in figure70. The shared master key can be an octet-string of arbitrary length at least 0, and the shared session-key derivated is 32 octets. The shared session-key consists of a shared encryption key (the first 16 octets, used to encrypt unicast, multi-cast and broadcast data), a shared integrity check key (the second 16 octets, used to compute the integrity check code of the unicast, multi-cast and broadcast data).
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Figure70－key systems at ad hoc mode and WDS mode
SSK ＝ KD-HMAC-SHA-256 (SMK，“
pre-share key expansion for adhoc network”)；

SEK ＝ CUT（SSK，0，16）；

STK ＝ CUT（SSK，16，16）；
8.4 WPI privacy infrastructure

In the subclause, data protection is implemented through the symmetrical block cipher algorithm, which should comply with the corresponding cryptography management policies for different countries or areas.

8.4.1 Working modes

In WPI, the symmetrical block cipher algorithm works in the OFB mode and the integrity check algorithm works in the CBC-MAC mode. The two modes are shown in Figure 71.
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Figure 71－Working modes

In Figure71, E_MSDUi (i=1, 2, …, n) is the cipher text block of MSDU.

8.4.2 Key

Infrastructure mode

After a successful certificate authentication, the key, which is negotiated during the session-key’s negotiation or announced during the groupcast-key’s announcement, is used to implement the privacy of the frame transmissions. Here, the key used in the broadcast business is the same as that used in the groupcast business. The AP and STA extend the unicast master key negotiated to a 48-octet unicast session key using algorithm KD-HMAC-SHA256. For the 48-octet key, the first 16 octets are used as the unicast encryption key, the second 16 octets are used as the unicast integrity check key, and the last 16 octets are used as message authentication key of WAI. The AP and STA extend the groupcast master key announced by the AP to a 32-octet groupcast session key using algorithm KD-HMAC-SHA256. For the 32-octet key, the first 16 octets are used as groupcast session key and the second 16 octets are used as the groupcast integrity check key.

Ad hoc mode

Shared key is used to protect the data communications. The user inputted key acts as the master key, which is used to extend to a 32-octet shared session through algorithm KD-HMAC-SHA256. For the 32-octet key, the first 16 octets are used as the shared encryption key and the second 16 octets are used as the shared integrity check key.

WDS mode

Shared key is used to protect the data communications. The user inputted key acts as the master key, which is used to extend to a 32-octet shared session through algorithm KD-HMAC-SHA256. For the 32-octet key, the first 16 octets are used as the shared encryption key and the second 16 octets are used as the shared integrity check key.

The provision of WDS encryption communications is now optional.

For either ad hoc or WDS mode, both the hex and ISO/IEC 646 modes should be supported when users input shared master key.

8.4.3   WPI’s encapsulation and decapsulation
The encapsulation structure of WPI is shown as follows.
	Session key index

KeyIdx
	Reserved


	Data frame number

PN
	MSDU (ciphertext)
	Integrity check code

MIC


Octets:         1            3          16                   >0                      16


                       Figure 72－Encapsulation structure of WPI

In Figure 72, 

－ KeyIdx field is 1 octet in length. This field indicates unicast or groupcast session-key index in the infrastructure mode and is reserved with the default value 0 in the ad hoc or WDS mode.

－ Reserved field is 3 octets in length with the default value 0.

－ PN field is 16 octets in length, which indicates the serial number of the data frame.

－ MSDU (ciphertext) field indicates the ciphertext of MSDU data. The value of PN field is used as the IV in encryption.

－ MIC field is 16 octets in length, which is calculated using the integrity check key in the CBC-MAC mode, with the value of PN as the IV.

The format of the integrity check data is defined as follows.

	Destination

address

(DA)
	Source address

(SA)
	Session-key index

(KeyIdx)
	Reversed


	Data Package number

(PN)
	MSDU ciphertext


Octets:   6            6              1          3          16               >0


Figure 73－Integrity check data

Before computing the integrity check code MIC, the transmitter should extend the integrity check data to multiple 16 octets through appending 0. The receiver should do the same process.

When transmitted, the encapsulation process of WAI is as follows.

a) Utilizing the encrypted key and sequence number of data frames, the MSDU ciphertext is obtained through encrypting MSDU (including SNAP) data according to the encryption algorithm under OFB mode.

b) Utilizing the integrity check key and sequence number of data frames, the integrity check code MIC is obtained through the calculation for integrity check data using the check algorithm under CBC-MAC mode.

c) Transmits a WPI frame after encapsulating it.

On receiving a WAI frame, the receiver decapsulates process is as follows.

a) Check if the sequence number PN of the frame valid. If it’s invalid, the frame will be discarded.

b) Utilizing the integrity check key and sequence number of data frames, the integrity check code MIC is calculated locally through the calculation for integrity check data using the check algorithm under CBC-MAC mode. If the calculated MIC is unequal with the received MIC, the frame will be discarded.

c) Utilizing the decryption key and sequence number of the frame, decrypts MSDU ciphertext to obtain MSDU plaintext with the decryption algorithm under OFB mode.

d) After decapsulated, the MSDU plaintext will be transferred to upper layer.

8.4.4 Usage rules of the sequence number of data frames

Infrastructure mode

Unicast － After every updating of unicast-key, the STA initializes PN to 0x5C365C365C365C365C36

5C365C365C36, and AP initializes PN to 0x5C365C365C365C365C365C365C365C37. Before transmitting a unicast data frame, the AP and STA should increase the corresponding PN by 2.

When an AP (STA) receives a unicast data frame, it should check if the PN corresponding with the KeyIdex value increases monotonously and is an even (odd) number. If not, the AP (STA) discards the frame.

An AP can update the unicast-key according to different strategies, such as the time or count of the data frames, etc. In addition, the overflow problem of PN can be solved by the unicast-key updating implemented by AP.

Groupcast －After every updating of groupcast-key, the AP initializes PN to 0x5C365C365C365C365C3

65C365C365C36. Before transmitting a groupcast data frame, the AP should increase the corresponding PN by 1. When the STA receives a groupcast data frame, it should check if the PN according to KeyIdex increases monotonously. If not, discards the frame. The AP can update the groupcast-key according to different strategies, such as the time or count of the data frames, etc. In addition, the overflow problem of PN can be solved by AP’s updating the groupcast-key.

Ad hoc or WDS mode

Once a STA setting up, a STA joining an ad hoc network, or the forming of WDS among APs, the STA (AP) initializes PN to 0x5C365C365C365C365C365C365C365C36. Before transmitting a data frame, they should increase the corresponding PN by 1.

8.5 Definitions of WAPI flags

WAPI uses the reserved B4 field of MAC protocol to represent WAI flag. If WAI is being used, it is set to 1. Otherwise, it is set to 0.

Similarly, WAPI uses the reserved B14 field of MAC protocol to represent WPI flag, with the value “1” indicating that the data frame is a WPI frame, i.e. the frame has been processed by WPI, and “0” indicating that the frame is not a WPI frame, i.e., the current frame is a plain data frame.

If WPI is used, when the AP and STA attempt to transmit WAI frames, they needn’t do WPI encapsulation and can transmit them directly. If the frames are not WAI protocol frames, they need firstly encapsulate the frames according to WPI frame format, then set the WPI flag to 1, and transmit them. When an AP and an STA receive a data frame, they should firstly check the value of WPI flag. If the value is 1, the AP and STA will decrypt and decapsulate the frame. Otherwise, the AP and STA will determine whether the current frame is a WAI protocol frame or not. If yes, the AP and STA will transfer the frame to their upper layers; if no, they will discard or do other disposal based on their local strategies.

8.6 Security-Related MIB attributes

8.6.1 Authentication-Related MIB attributes
Whether a STA invokes the authentication function depends on the value of dot11SystemAuthControl, which is an MIB attribute. The values of this attribute are defined as follows. 

－ 0, indicates “authentication is not invoked”;

－ 1, indicates “authentication is invoked”;

－ other, reserved.

When the value of dot11SystemAuthControl is 1, the authentication state of each controlled port in the system depends on the value of dot11AuthControlledPortControl, which is a MIB attribute. The values of this attribute are defined as follows.

－ 0, indicates “automatic”;

－ 1, indicates “force unauthenticated”;

－ 2, indicates “force authenticated”;

－ other, reserved.

When the value of dot11SystemAuthControl is 0, the authentication state of each controlled port in the system is “authenticated”.

The decision tree of the authentication state of a system-controlled port is shown as follows.

    if  the value of dot11SystemAuthControl is “0”
         authentication state of the system controlled port is “authenticated” (in other words, the 

authentication is not necessary)

else 

    if the value of dot11AuthControlledPortControl of the controlled port is “1”
      Authentication state of the system controlled port is “authenticated”
    else 

        if the value of dot11AuthControlledPortControl of the controlled port is “0”
                Authentication state of the system controlled port is “unauthenticated”
else 

    if the authentication result is successful
        Authentication state of the system controlled port is “authenticated”
    else 

        Authentication state of the system controlled port is “unauthenticated”
8.6.2 Privacy-Related MIB attributes

The privacy-related MIB attributes and their usages are given in this subclause. These MIB attributes can only be set, and are not readable. In other words, these MIB attributes couldn’t be read via SAP, which is managed by MAC. 

Whether a controlled port invokes WPI depends on the value of dot11PrivacyControlledPortInvoked, which is an MIB attribute and a Boolean variable. If the value of the attribute is “false”, the MSDUs  transmitted/received in the controlled port are transferred in plaintext format, otherwise MSDUs are transmitted and received through encryption and decryption, respectively.

10.3.4 Authenticate Link verification
Change the text in 10.3.4 as shown:
This mechanism supports the process of establishing an authentication link verification relationship with a peer MAC entity.
10.3.4.1 MLME-AUTHENTICATE LinkVerify .request
10.3.4.1.1 Function
Change the text in 10.3.4.1.1 as shown:

This primitive requests authentication link verification with a specified peer MAC entity.

10.3.4.1.2 Semantics of the service primitive

Change the text in 10.3.4.1.2 as shown:

The primitive parameters are as follows:

MLME- AUTHENTICATE Link Verify .request      (

PeerSTAAddress，

AuthenticationType,

AuthenticateFailureTimeout

LinkVerifyFailureTimeout
)
	Name
	Type
	Valid range
	Description

	PeerSTAAddress

	MACAddress
	Any valid

Individual MAC

address
	Specifies the address of the peer MAC entity with which to perform the link verification process

	AuthenticationType

	AuthenticationType

	OPEN_SYSTEM,

SHARED_KEY
	Specifies the type of authentication algorithm to use during the authentication process.



	AuthenticationLinkVerifyFailure-Timeout 

	Integer
	 ≥1
	Specifies a time limit (in TU) after which the link verification procedure will be terminated


10.3.4.1.3 When generated

Change the text in 10.3.4.1.3 as shown:

This primitive is generated by the SME for a STA to establish authentication link verification with a specified peer MAC entity in order to permit Class 2 frames to be exchanged between the two STAs. During the authentication link verification procedure, the SME may generate additional MLME- AUTHENTICATE Link Verify.request primitives.

10.3.4.1.4 Effect of request

Change the text in 10.3.4.1.4 as shown:

This primitive initiates an authentication link verification procedure. The MLME subsequently issues a MLME- AUTHENTICATE Link Verify. confirm that reflects the results.

10.3.4.2 MLME- AUTHENTICATE Link Verify.confirm
10.3.4.2.1 Function

Change the text in 10.3.4.2.1 as shown:

This primitive reports the results of a authentication link verification attempt with a specified peer MAC entity.

10.3.4.2.2 Semantics of the service primitive

Change the text in 10.3.4.2.2 as shown:

The primitive parameters are as follows:

MLME- AUTHENTICATE Link Verify. confirm    (

PeerSTAAddress，
AuthenticationType,
ResultCode

                                         )
	Name
	Type
	Valid range
	Description

	PeerSTAAddress


	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which the link verification process was attempted. This value must match the peerSTAAddress parameter specified in the corresponding MLME- AUTHENTICATE Link Verify.request.

	AuthenticationType
	Enumeration
	OPEN_SYSTEM, SHARED_KEY
	Specifies the type of authentication algorithm that was used during the authentication process.

This value must match the authenticationType parameter specified in the corresponding MLME-AUTHENTICATE.request.

	ResultCode


	Enumeration
	SUCCESS INVALID_PARAMETERS

TIMEOUT

TOO_MANY_

SIMULTANEOUS_

REQUESTS

REFUSED
	Indicates the result of the MLME- AUTHENTICATE Link Verify.request.


10.3.4.2.3 When generated

Change the text in 10.3.4.2.3 as shown:

This primitive is generated by the MLME as a result of an MLME- AUTHENTICATE Link Verify .request to perform the link verification with a specified peer MAC entity.

10.3.4.2.4 Effect of receipt
Change the text in 10.3.4.2.4 as shown:
The SME is notified of the results of the authentication link verification procedure.

10.3.4.3 MLME- AUTHENTICATE LINKVERIFY .indication
10.3.4.3.1 Function

Change the text in 10.3.4.3.1 as shown:
This primitive reports the establishment of an authentication link verification relationship with a specified peer MAC entity.

10.3.4.3.2 Semantics of the service primitive

Change the text in 10.3.4.3.2 as shown:
The primitive parameters are as follows:

MLME- AUTHENTICATE LINKVERIFY .indication     (

PeerSTAAddress
AuthenticationType
                                            )
	Name
	Type
	Valid range
	Description

	PeerSTAAddress

	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC address with which the authentication link verification relationship was established

	AuthenticationType
	Enumeration
	OPEN_SYSTEM, SHARED_KEY
	Specifies the type of authentication algorithm that was used during the authentication process.


10.3.4.3.3 When generated

Change the text in 10.3.4.3.3as shown:
This primitive is generated by MLME as a result of the establishment of an authentication link verification relationship with a specified peer MAC entity that resulted from an authentication link verification procedure that is initiated by that specified peer MAC entity.

10.3.4.3.4 Effect of receipt

Change the text in 10.3.4.3.4 as shown:
The SME is notified of the establishment of the authentication link verification relationship.

10.3.5 Deauthenticate Link-verification-release
Change the text in 10.3.5 as shown:
This mechanism supports the process of invalidating a authentication link verification relationship with a peer MAC entity.

10.3.5.1 MLME- DEAUTHENTICATE Link-verification-release. request

10.3.5.1.1 Function

Change the text in 10.3.5.1.1 as shown:
This primitive requests that the  authentication link verification relationship with a specified peer MAC entity be invalidated.

10.3.5.1.2 Semantics of the service primitive

Change the text in 10.3.5.1.2 as shown:
The primitive parameters are as follows:

MLME- DEAUTHENTICATE Link-verification-release.request      (
PeerSTAAddress，

ReasonCode
                                                    )
	Name
	Type
	Valid range
	Description

	PeerSTAAddress

	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which to invalidate the relationship of the authentication link verification

	ReasonCode

	As defined in frame format
	As defined in frame format
	Specifies the reason for initiating the invalidation procedure of the authentication  


10.3.5.1.3 When generated
Change the text in 10.3.5.1.3 as shown:
This primitive is generated by the SME for a STA to invalidate the authentication link verification with a specified peer MAC entity in order to prevent the exchange of Class 2 frames between the two STAs. During the invalidation procedure, the SME may generate additional MLME- DEAUTHENTICATE Link-verification-release.request primitives.

10.3.5.1.4 Effect of receipt

Change the text in 10.3.5.1.4 as shown:
This primitive initiates the invalidation procedure of the authentication link verification. The MLME subsequently issues an MLME- DEAUTHENTICATE Link-verification-release .confirm that reflects the results.

10.3.5.2 MLME- DEAUTHENTICATE Link-verification-release.confirm

10.3.5.2.1 Function

Change the text in 10.3.5.2.1as shown:
This primitive reports the result of a Deauthentication Link-verification-release attempt with a specified peer MAC entity.
10.3.5.2.2 Semantics of the service primitive

Change the text in 10.3.5.2.2as shown:
The primitive parameters are as follows:

MLME- DEAUTHENTICATE Link-verification-release.confirm      (
                                             PeerSTAAddress，

                                             ResultCode

                                                   )
	Name
	Type
	Valid range
	Description

	PeerSTAAddress


	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which the invalidation process of the authentication link verification was attempted

	ResultCode

	Enumeration
	SUCCESS

INVALID_PARAMETERS

TOO_MENY_

SIMULTANEOUS_

REQUESTS
	Indicates the result of the MLME- DEAUTHENTICATE Link-verification-release.request


10.3.5.2.3 When generated

Change the text in 10.3.5.2.3 as shown:
This primitive is generated by the MLME as the result of an MLME- DEAUTHENTICATE Link-verification-release.request to invalidate the authentication link verification relationship with a specified peer MAC entity.

10.3.5.2.4 Effect of receipt

Change the text in 10.3.5.2.4 as shown:
The SME is notified of the results of the authentication link verification procedure.

10.3.5.3 MLME- DEAUTHENTICATE Link-verification-release. indication

10.3.5.3.1 Function
Change the text in 10.3.5.3.1 as shown:
This primitive reports the invalidation of a authentication link verification relationship with a specified peer MAC entity.

10.3.5.3.2 Semantics of the service primitive

Change the text in 10.3.5.3.2 as shown:
The primitive parameters are as follows:

MLME- DEAUTHENTICATE Link-verification-release.indication     (

                                             PeerSTAAddress，

                                              ReasonCode

                                                     )
	Name
	Type
	Valid range
	Description

	PeerSTAAddress

	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC address with which the authentication link verification relationship is invalidated

	ReasonCode

	As defined in frame format
	As defined in frame format
	Specifies the reason the deauthentication Link-verification-release  procedure is initiated


10.3.5.3.3 When generated

Change the text in 10.3.5.3.3 as shown:
This primitive is generated by the MLME as a result of the invalidation of the authentication link verification relationship with specified peer MAC entity. 

10.3.5.3.4 Effect of receipt

Change the text in 10.3.5.3.4 as shown:
The SME is notified of the invalidation of the specific authentication link verification relationship.

Add  the clause 10.3.11 as following: 
10.3.11 Set WAI Mode

10.3.11.1 MLME- SETWAIMODE.request
10.3.11.1.1 Function
This primitive requests that the STA MAC entity enter a WAI authentication mode operation.
10.3.11.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME- -SETWAIMODE.request    (
WAIMode

                               )
	Name
	Type
	  Valid range
	         Description

	WAIMode


	Boolean
	True, false
	If true, enables the MAC entity to start the WAI authentication function and set the controlled port

If true, enables the MAC entity not to start the WAI authentication function and set the controlled port


10.3.11.1.3 When generated

This primitive is generated by the SME to reset the MAC to initial conditions. The MLME-RESET.request

primitive must be used prior to use of the MLME-START.request primitive.

This primitive is generated by the SME when the WAI mode is changed and it requires to notify the MAC entity.

10.3.11.1.4 Effect of receipt

This primitive enables the MAC entity to determine whether to set the controlled port. The MLME subsequently issues an MLME-SETWAIMODE.confirm that reflects the results.

10.3.11.2 MLME-SETWAIMODE.confirm

10.3.11.2.1 Function
This primitive confirms the completion of the MLME-SETWAIMODE.request procedure.

10.3.11.2.2 Semantics of the service primitive

There are no parameters associated with this primitive.

10.3.11.2.3 When generated

This primitive will be issued by the MLME in response to the received MLME-SETWAIMODE.request. Once the request operation is completed, this primitive can be issued.

10.3.11.2.4 Effect of receipt

The SME is notified of the completion of the MLME-SETWAIMODE.request procedure.

Add the clause 10.3.12 as following:
10.3.12 SetWAIResult

The following primitives provide the operation to set the result of the WAI authentication between a STA and another STA associated.

10.3.12.1 MLME-SETWAIRESULT.request

10.3.12.1.1 Function
This primitive requests a STA’s MAC entity to set the result of the WAI authentication completed with another peer STA associated. 

10.3.12.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME- SETWAIRESULT.request     (







        PeerSTAAddress，

WAIResult

                                 )
	Name
	Type
	Valid range 
	Description

	PeerSTAAddress


	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which to perform the WAI authentication process

	WAIResult


	Boolean
	True, false
	If true, i.e. the STA authentication is successful, then set the controlled port of the peer MAC entity on

If false, i.e. the STA authentication is unsuccessful, then set the controlled port of the peer MAC entity off


10.3.12.1.3 When generated

This primitive is generated by the SME at any time when a WAI authentication is completed and it’s necessary to notify the MAC entity.

10.3.12.1.4 Effect of receipt

This primitive sets the controlled port of the peer MAC entity on or off. The MLME subsequently issues an MLME-SETWAIRESULT.confirm that reflects the results.

10.3.12.2 MLME-SETWAIRESULT.confirm

10.3.12.2.1 Function
This primitive confirms that the action of the associated MLML-SETWAIRESULT.request primitive has been completed.

10.3.12.2.2 Semantics of the service primitive

There are no parameters associated with this primitive.

10.3.12.2.3 When generated

This primitive is generated by the MLME in response to receipt of an MLME-SETWAIRESULT.request primitive. This primitive is issued when the action requested has been completed.

10.3.12.2.4 Effect of receipt

The SME is notified that the requested action of the MLME-SETWAIRESULT.request primitive is completed.

Add the clause 10.3.13 as following:
10.3.13 SetWPIMode

The following primitives provide the operations for the STA’s MAC entity to enable or disable the WPI function.

10.3.13.1 MLME-SETWPIMODE.request

10.3.13.1.1 Function
This primitive requests a STA’s MAC entity set WPI mode.

10.3.13.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME- SETWPIMODE.request      (

WPIMode

                              )
	Name
	Type
	Valid range
	Description

	WPIMode


	Boolean
	True, false
	If true, the STA’s MAC entity enables the WPI function

If false, the STA’s MAC entity disables the WPI function


10.3.13.1.3 When generated

This primitive is generated by the SME at any time when the WPI mode is changed and it’s necessary to notify the MAC entity.

10.3.13.1.4 Effect of receipt

This primitive makes MAC enable or disable the data privacy function. The MLME subsequently issues an MLME-SETWPIMODE.confirm that reflects the results.

10.3.13.2 MLME-SETWPIMODE.confirm

10.3.13.2.1 Function
This primitive confirms that the action of the associated MLME-SETWPIMODE.request primitive has been completed.

10.3.13.2.2 Semantics of the service primitive

There are no parameters associated with this primitive.

10.3.13.2.3 When generated

This primitive is generated by the MLME in response to receipt of an MLME-SETWPIMODE.request primitive. This primitive is issued when the action requested has been completed.

10.3.13.2.4 Effect of receipt

The SME is notified that the requested action of the MLME-SETWPIMODE.request primitive is completed.

Add the clause 10.3.14 as follows:
10.3.14 SetWPIKeys

This primitive sets the privacy keys used by the STA and the peer STA authenticated when WPI is enabled.

10.3.14.1 MLME-SETWOIKEYS.request

10.3.14.1.1 Function
This primitive requests a STA’s MAC entity set the privacy keys used by the STA and another peer STA’s MAC entity when WPI is enabled.

10.3.14.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME- SETWPIKEYS.request    (







  PeerSTAAddress，

Key,

Length,

KeyIdx,

KeyType,

GSN

                            )
	Name
	Type
	Description

	PeerSTAAddress

 
	MACAddress
	Any valid individual MAC address. Specifies the address of the peer MAC entity with which to perform the data communication. This parameter is valid only when the KeyType is the unicast-key.

	Key


	String of octets
	Data encryption key and data integrity check key

	Length


	Integer
	The length of the privacy key measured in octets

	KeyIdx


	Integer
	The serial number of the key，with a value 0 or 1. It’s valid only when the KeyType is the unicast-key or the groupcast- key.

	KeyType


	Integer
	Groupcast key、unicast key、shared key

	GSN


	Integer
	The serial number of the groupcast frame encrypted and sent. It’s valid only when the KeyType is the groupcast-key.


10.3.14.1.3 When generated

This primitive is generated by the SME at any time when the key’s negotiation is completed or the shared key is set.

10.3.14.1.4 Effect of receipt

This primitive enables MAC to perform the privacy of the data using the key. The MLME subsequently issues an MLME-SETWPIKEYS.confirm that reflects the results.

10.3.14.2 MLME-SETWPIKEYS.confirm

10.3.14.2.1 Function
This primitive confirms that the action of the associated MLME-SETWPIKEYS.request primitive has been completed.

10.3.14.2.2 Semantics of the service primitive

There are no parameters associated with this primitive.

10.3.14.2.3 When generated

This primitive is generated by the MLME in response to receipt of an MLME-SETWPIKEYS.request primitive. This primitive is issued when the action requested has been completed.

10.3.14.2.4 Effect of receipt

The SME is notified that the requested action of the MLME-SETWPIKEYS.request primitive is completed.

Add the clause 10.3.15 as following:
10.3.15 DeleteWPIKeys

The following primitives delete all the keys that a STA used in WPI.

10.3.15.1 MLME-DELETEWPIKEYS.request

10.3.15.1.1 Function
This primitive requests a STA’s MAC entity delete all the privacy keys that the STA used in WPI with the peer STA’s MAC entity when WPI is enabled.

10.3.15.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DELETEWPIKEYS.request     (







        PeerSTAAddress，

KeyIdx,

KeyType

                                 )
	Name
	Type
	Description

	PeerSTAAddress


	MACAddress
	Any valid individual MAC address. Specifies the address of the peer MAC entity with which to perform the data communication. It’s valid only when the KeyType is the unicast-key.

	KeyIdx


	Integer
	The serial number of the key，with a value 0 or 1. It’s valid only when the KeyType is the unicast-key or the groupcast- key.

	KeyType
	Integer
	Groupcast key、unicast key、shared key


10.3.15.1.3 When generated

This primitive is generated by the SME at any time when a STA wishes to delete the privacy key.

10.3.15.1.4 Effect of receipt

This primitive disables MAC to perform the privacy of the data using the privacy key. The MLME subsequently issues an MLME-DELETEWPIKEYS.confirm that reflects the results.

10.3.15.2 MLME-DELETEWPIKEYS.confirm

10.3.15.2.1 Function
This primitive confirms that the action of the associated MLME-DELETEWPIKEYS.request primitive has been completed.

10.3.15.2.2 Semantics of the service primitive

There are no parameters associated with this primitive.

10.3.15.2.3 When generated

This primitive is generated by the MLME in response to receipt of an MLME-DELETEWPIKEYS.request primitive. This primitive is issued when the action requested has been completed.

10.3.15.2.4 Effect of receipt

The SME is notified that the requested action of the MLME-DELETEWPIKEYS.request primitive is completed.

Add the clause 10.3.16as follows:
10.3.16 InitialWAI

The following primitives are used only at the end of AP, and they notify an AP to start a WAI authentication procedure.

10.3.16.1 MLME-INITIALWAI.indication

10.3.16.1.1 Function
The SME is notified to begin a WAI authentication with a peer MAC entity.

10.3.16.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME- INITIALWAI. indication    (







    PeerSTAAddress

)
	Name
	Type
	Valid range
	Description

	PeerSTAAddress


	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which to establish association


10.3.16.1.3 When generated

This primitive is generated by the MLME when an AP’s MAC entity has established an association with a peer STA’s MAC entity.

10.3.16.1.4 Effect of receipt

The SME at the end of an AP is notified to begin a WAI authentication with a peer STA’s MAC entity.

Add the clause 10.3.17 as follows:
10.3.17 InitialKeyNegotiate

The following primitives are used only at the end of an AP, and they notify an AP to start a unicast-key’s negotiation process dynamically.

10.3.17.1 MLME-INITIALKEYNEGOTIATE.indication

10.3.17.1.1 Function
The SME is notified to begin a unicast-key’s dynamic negotiation with the peer MAC entity.

10.3.17.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME- INITIALKEYNEGOTIATE. indication    (







               PeerSTAAddress

)
	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which an authentication has been done successfully


10.3.17.1.3 When generated

This primitive is generated by the MLME at any time when an AP’s MAC entity wishes to perform a unicast-key updating process with a peer STA’s MAC entity which has been authenticated successfully.

10.3.17.1.4 Effect of receipt

The SME at the end of an AP is notified to perform a unicast-key’s dynamic negotiation with the peer STA’s MAC entity.

Add the clause 10.3.18 as follows:
10.3.18 InitialBroadcastKeyNotify

The following primitives are used only at the end of an AP, and they notify an AP to start a groupcast -key updating process.
10.3.18.1 MLME-INITIALBROADCASTKEYNOTIFY.indication

10.3.18.1.1 Function
The SME is notified to begin a groupcast-key updating process with all the MAC entities that have been authenticated successfully.

10.3.18.1.2 Semantics of the service primitive

There are no parameters associated with this primitive.

10.3.18.1.3 When generated

This primitive is generated by the MLME when an AP’s MAC entity wishes to update the groupcast-key.

10.3.18.1.4 Effect of receipt

The SME at the end of an AP is notified to begin a groupcast-key updating process with the MAC entities of all the STAs that have been authenticated successfully. 

Add Annex J as follows:

Annex H （Informative Annex）

Reference implementations of the message authentication algorithm and the key derivation algorithm and the testing vectors

H.1 Message authentication algorithm

H.1.1 Reference implementation
int hmac_sha256(unsigned char *text, int text_len, byte *key, unsigned key_len, byte *digest,unsigned digest_length)
/*

（1） unsigned char *text , indicates the text to be computed by HMAC;

（2） unsigned text_len , indicates the length of the text to be computed by HMAC (in octets);

（3） byte *key , indicates the key used in the HMAC computation;

（4） unsigned key_len, indicates the length of the key used in the HMAC computation (in octets); 

（5） byte *digest , indicates the output digest of HMAC;

（6） unsigned digest_length , specifies the length of the output digest of HMAC (in octets) which must be less than that of the hash algorithm sha256 (in octets); 

（7） The returned value. The non-zero values indicate the practical length of the output digest, and the value 0 indicates a failure.

*/

{


byte real_key[SHA256_BLOCK_SIZE];

byte ipad[SHA256_BLOCK_SIZE];

byte opad[SHA256_BLOCK_SIZE];


byte temp_digest1[SHA256_DIGEST_SIZE];

byte temp_digest2[SHA256_DIGEST_SIZE];


CONTX input_data[2];


unsigned i;


if digest_length>SHA256_DIGEST_SIZE)



return 0;

for(i=0;i< SHA256_BLOCK_SIZE;i++){



real_key[i]=0;



ipad[i]=0x36;



opad[i]=0x5c;


}


/* if key_len is larger than hash block size, key is hashed first to make its length is equal hash block size */


if(key_len> SHA256_BLOCK_SIZE){



input_data[0].buff=key;



input_data[0].length=key_len;



SHA256(input_data,1,real_key);



key_len= SHA256_DIGEST_SIZE;


}


else



memcpy(real_key,key,key_len);


for(i=0;i< SHA256_BLOCK_SIZE;i++){



ipad[i]^=real_key[i];



opad[i]^=real_key[i];


}


/*sha256(Key xor ipad,text)=temp_digest1 */


input_data[0].buff=ipad;


input_data[0].length= SHA256_BLOCK_SIZE;


input_data[1].buff=text;


input_data[1].length=text_len;


SHA256(input_data,2,temp_digest1);


/*sha256(Key xor opad,temp_digest1)=temp_digest2 */


input_data[0].buff=opad;


input_data[0].length= SHA256_BLOCK_SIZE;


input_data[1].buff=temp_digest1;


input_data[1].length SHA256_DIGEST_SIZE;


SHA256(input_data,2,temp_digest2);


/*output the digest of required length */


memcpy(digest,temp_digest2,digest_length);


return digest_length;

}
H.1.2 Testing vector

	Testing vector 1
	　

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20

	Length of key
	32

	Data
	abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopqabcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq
0x61 62 63 64 62 63 64 65 63 64 65 66 64 65 66 67 65 66 67 68 66 67 68 69 67 68 69 6a 68 69 6a 6b 69 6a 6b 6c 6a 6b 6c 6d 6b 6c 6d 6e 6c 6d 6e 6f 6d 6e 6f 70 6e 6f 70 71 61 62 63 64 62 63 64 65 63 64 65 66 64 65 66 67 65 66 67 68 66 67 68 69 67 68 69 6a 68 69 6a 6b 69 6a 6b 6c 6a 6b 6c 6d 6b 6c 6d 6e 6c 6d 6e 6f 6d 6e 6f 70 6e 6f 70 71

	Length of data
	112

	Digest
	0x47 03 05 fc 7e 40 fe 34 d3 ee b3 e7 73 d9 5a ab 73 ac f0 fd 06 04 47 a5 eb 45 95 bf 33 a9 d1 a3


	Testing vector 2
	　

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 

	Length of key
	37

	Data
	Repeats 0xcd 50 times

	Length of data
	50

	Digest
	0xd4 63 3c 17 f6 fb 8d 74 4c 66 de e0 f8 f0 74 55 6e c4 af 55 ef 07 99 85 41 46 8e b4 9b d2 e9 17


	Testing vector 3
	　

	Key
	0x0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b

	Length of key
	32

	Data
	Hi There
0x48 69 20 54 68 65 72 65

	Length of data
	8

	Digest
	0x19 8a 60 7e b4 4b fb c6 99 03 a0 f1 cf 2b bd c5 ba 0a a3 f3 d9 ae 3c 1c 7a 3b 16 96 a0 b6 8c f7


	Testing vector 4
	　

	Key
	0x4a 65 66 65

	Length of key
	4

	Data
	what do ya want for nothing?
0x77 68 61 74 20 64 6f 20 79 61 20 77 61 6e 74 20 66 6f 72 20 6e 6f 74 68 69 6e 67 3f

	Length of data
	28

	Digest
	0x5b dc c1 46 bf 60 75 4e 6a 04 24 26 08 95 75 c7 5a 00 3f 08 9d 27 39 83 9d ec 58 b9 64 ec 38 43


H.2 Key derivation algorithm

H.2.1 Reference implementation

void KD_hmac_sha256(byte *text,unsigned text_len,byte *key,unsigned key_len,byte *output,unsigned length)
/*

（1） byte *text , indicates the input text of the key derivation algorithm;

（2） unsigned text_len , indicates the length of the input text (in octets);

（3） byte *key, indicates the input key of the key derivation algorithm;

（4） unsigned key_len , indicates the length of the input key (in octets);

（5） byte *output , indicates the output of the key derivation algorithm;

（6） unsigned length , indicates the length of the output of the key derivation algorithm (in octets).

*/

{

int i;


for(i=0;length/SHA256_DIGEST_SIZE;i++,length-=SHA256_DIGEST_SIZE){

hmac(MHASH_SHA256,text,text_len,key,key_len,&output[i*SHA256_DIGEST_SIZE],SHA256_DIGEST_SIZE);

text=&output[i*SHA256_DIGEST_SIZE];

text_len=SHA256_DIGEST_SIZE;


}


if(length>0)

hmac(MHASH_SHA256,text,text_len,key,key_len,&output[i*SHA256_DIGEST_SIZE],length);
}

H.2.2 Testing vector

	Testing vector 1
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 

	Length of key
	32

	Data
	pairwise key expansion for infrastructure unicast
0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61 73 74 72 75 63 74 75 72 65 20 75 6e 69 63 61 73 74

	Length of data
	49

	output
	0xe3 a6 45 46 f2 d1 f5 ee b7 d1 ee 06 d2 c9 e5 4a 2c c9 d6 ce c3 b7 6f fd 62 63 f4 26 dc 25 39 af bd 98 80 a5 27 a1 b5 85 59 4b 57 ce 33 21 4f 0c

	Length of output
	48


	Testing vector 2
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25

	Length of key
	37

	Data
	pairwise key expansion for infrastructure unicast
0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61 73 74 72 75 63 74 75 72 65 20 75 6e 69 63 61 73 74

	Length of data
	49

	output
	0x3b 6e ca 4f 08 76 c4 3a b3 1b 26 3f 2c 38 b8 81 21 b5 68 e5 f8 fd 1d 4c fa 4c 7f 8c 60 97 04 3d 7b 40 a8 63 b9 43 b9 f5 bb 37 2f 3a dd a5 da 27

	Length of output
	48


	Testing vector 3
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15

	Length of key
	16

	Data
	pairwise key expansion for infrastructure unicast
0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61 73 74 72 75 63 74 75 72 65 20 75 6e 69 63 61 73 74

	Length of data
	49

	output
	0xbc 29 f3 e6 09 1f 6a c9 0b a0 20 61 92 12 48 69 5f ee ff 1a 4c ab 53 3b 11 67 d8 54 5f 93 5f 28 11 84 c9 bb 32 f9 87 b9 86 81 0f fb 17 c4 10 f5

	Length of output
	48


	Testing vector 4
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20

	Length of key
	32

	Data
	group key expansion for multicast and broadcast
0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6c 74 69 63 61 73 74 20 61 6e 64 20 62 72 6f 61 64 63 61 73 74

	Length of data
	47

	output
	0x20 8f 72 54 a4 bf 56 f0 fa 49 5f e1 0c 99 15 05 92 ed 79 df 57 74 a9 6e 13 97 1e c4 a1 5e 16 a7 ed 75 f5 e5 44 bb d3 35 67 eb 88 e7 83 24 a9 d2

	Length of output
	48


	Testing vector 5
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25

	Length of key
	37

	Data
	group key expansion for multicast and broadcast
0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6c 74 69 63 61 73 74 20 61 6e 64 20 62 72 6f 61 64 63 61 73 74

	Length of data
	47

	output
	0x33 32 61 7a 90 8e a5 a0 7f fa 1d 23 79 f3 d8 3e 8b e9 14 1f 15 53 8f d3 ef de 58 01 19 e8 c5 09 5d 25 b2 d3 0a c7 a6 35 ad b4 3c 6c ac f0 aa 2b

	Length of output
	48


	Testing vector 6
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15

	Length of key
	16

	Data
	group key expansion for multicast and broadcast
0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6c 74 69 63 61 73 74 20 61 6e 64 20 62 72 6f 61 64 63 61 73 74

	Length of data
	47

	output
	0xf2 cb f1 1c 6d 40 b8 09 d0 c0 ed 48 2a 4a 1b 6a 15 1a f1 fb 4c 80 f9 80 5c 93 e5 6e b1 cf 5c b5 ec c1 3e 7a bc af e0 a7 d2 59 5d 51 9b 76 9a 24

	Length of output
	48


	Testing vector 7
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20

	Length of key
	32

	Data
	pre-share key expansion for adhoc network
0x70 72 65 2d 73 68 61 72 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 61 64 68 6f 63 20 6e 65 74 77 6f 72 6b

	Length of data
	41

	output
	0xc0 7a d8 32 25 2a 0c 14 76 18 f4 c0 d0 6b 35 f4 f6 d6 73 5d 1a a3 8e 47 9a 7e e0 ac 1c 0c 38 5b 2d 33 28 74 1e 4d a0 c8 76 fc 6c c9 e3 60 c8 d7

	Length of output
	48


	Testing vector 8
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25

	Length of key
	37

	Data
	pre-share key expansion for adhoc network
0x70 72 65 2d 73 68 61 72 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 61 64 68 6f 63 20 6e 65 74 77 6f 72 6b

	Length of data
	41

	output
	0x f0 0b ee f2 f5 5f 85 d8 ee b0 6f 8c c4 1b e6 0e c2 69 f5 82 9a 0b 6e fb 2d 9b 49 5e b1 87 d3 58 59 68 88 c3 d2 6f 94 9f 8d 2e 41 fe bc bb b9 9a

	Length of output
	48


	Testing vector 9
	

	Key
	0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15

	Length of key
	16

	Data
	pre-share key expansion for adhoc network
0x70 72 65 2d 73 68 61 72 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 61 64 68 6f 63 20 6e 65 74 77 6f 72 6b

	Length of data
	41

	output
	0x05 8e b8 7c ff 82 66 47 de 50 7b 14 17 ac 99 6e b5 7f cf 11 fd fc 83 be 59 d5 85 f4 a7 3e 69 7d d4 38 e3 34 fe bb 06 7d 14 6f 01 31 a6 96 4f 26

	Length of output
	48


COMMENT B

14.6.2 Regulatory requirements

Change the text in 14.6.2 and Table 39 as shown:
Wireless LANs implemented in accordance with this standard are subject to equipment certification and operating requirements established by regional and national regulatory administrations. The PMD specification establishes minimum technical requirements for interoperability, based upon established regulations for China, Europe, Japan, and North America at the time this standard was issued. These regulations are subject to revision, or may be superseded. Requirements that are subject to local geographic regulations are annotated within the PMD specification. Regulatory requirements that do not affect interoperability are not addressed within this standard. Implementers are referred to the following regulatory sources for further information.
Operation in countries within Europe, or other regions outside Japan or North America, may be subject to additional or alternative national regulations.

The documents listed below specify the current regulatory requirements for various geographic areas at the time this standard was developed. They are provided for information only, and are subject to change or revision at any time.
Table 39—Regulatory requirements for various geographic areas
	Geographic

area
	Approval standards
	Documents
	Approval authority

	China
	The Radio Administration of Information Industry Ministry of P.R.China
	The Radio Administration of Information Industry Ministry NO.353[2002]
	The Radio Administration of Information Industry Ministry of P.R.China

	Europe
	EuropeanTelecommunications Standards Institute(ETSI)
	ETS300-328

ETS300-339
	National type approval authorities

	France
	Règle technique applicable aux équipments radioélectriques de transmission de données à large bande fonctionnant dans la bande de fréquences à 2.4GHz et utilisant la technique de étalenment de spectre(Édition févier 1995)
	SP/DGPT/ATAS/23

ETS 300-328

ETS 300-339
	Direction Générale des Postes et Télécommunications

(DGPT)

	Japan
	Association of Radio Industries  and  Business(ARIB)
	RCR STD-33A
	Ministry of Telecommunications (MKK)

	North America

Canada

United States


	Industry Cannada(IC)

Federal Communications

Commision(FCC)
	GL-36 [B7]

CFR47 [B6], Part 15,

Sections 15.205,

15.209, 15.247
	IC

FCC

	Spain
	Supplement Del Numbero164

Del Boletin Oficial Del

Estado(Published 10 July 16， 1991，Revised 25 June 1993)
	ETS 300-328

ETS 300-339
	Cuadro Nacional De

Atribucion De 

Frecuesias


14.6.3 Operating frequency range

Change Table 40 as shown:
                         Table 40—Operating frequency range
	Lower Limit
	Upper limit
	Regulatory range
	Geography

	2.402 GHz
	2.480 GHz
	2.400-2.4835 GHz
	China

	2.402 GHz
	2.480 GHz
	2.400-2.4835 GHz
	North America

	2.402 GHz
	2.480 GHz
	2.400-2.4835 GHz
	Europea

	2.473 GHz
	2.495 GHz
	2.471-2.497 GHz
	Japan

	2.447 GHz
	2.473 GHz
	2.445-2.475 GHz
	Spain

	2.448 GHz
	2.482 GHz
	2.4465-2.4835 GHz
	France

	  NOTE—The frequency ranges in this table are subject to the geographic-specific regulatory

authorities.


aExcluding Spain and France.
14.6.4  Number of operating channels
Change the text in 14.6.4 and Table 41 as shown:
The number of transmit and receive frequency channels used for operating the PMD entity is 79 for China , the United States and Europe, and 23 for Japan. Table 41 summarizes these frequencies for a number of geographic locations. This is more fully defined in Table 42 through Table 45.
Table 41—Number of operating channels
	Minimum
	Hopping set
	Geography

	75
	79
	China

	75
	79
	North America

	20
	79
	Europea

	N/A
	23
	Japan

	20
	27
	Spain

	20
	35
	France

	NOTE—The number of required hopping channels is subject to the geographic-specific regulatory authorities.


aExcluding Spain and France.
14.6.5  Operating channel center frequency
Change the text in 14.6.5 and Table 42 as shown:
The channel center frequency is defined in sequential 1.0 MHz steps beginning with the first channel, channel 2.402 GHz for China, the USA and Europe excluding Spain and France, as listed in Table 42. The channel centers for Japan, starting at 2.473 GHz with 1 MHz increments, are listed in Table 43. The channel centers for Spain and France are listed in Table 44 and Table 45, respectively.
Table 42—Requirements in China, North America and Europe

(excluding Spain and France; values specified in GHz)
	Channel #
	Value
	Channel #
	Value
	Channel #
	Value

	2
	2.402
	28
	2.428
	54
	2.454

	3
	2.403
	29
	2.429
	55
	2.455

	4
	2.404
	30
	2.430
	56
	2.456

	5
	2.405
	31
	2.431
	57
	2.457

	6
	2.406
	32
	2.432
	58
	2.458

	7
	2.407
	33
	2.433
	59
	2.459

	8
	2.408
	34
	2.434
	60
	2.460

	9
	2.409
	35
	2.435
	61
	2.461

	10
	2.410
	36
	2.436
	62
	2.462

	11
	2.411
	37
	2.437
	63
	2.463

	12
	2.412
	38
	2.438
	64
	2.464

	13
	2.413
	39
	2.439
	65
	2.465

	14
	2.414
	40
	2.440
	66
	2.466

	15
	2.415
	41
	2.441
	67
	2.467

	16
	2.416
	42
	2.442
	68
	2.468

	17
	2.417
	43
	2.443
	69
	2.469

	18
	2.418
	44
	2.444
	70
	2.470

	19
	2.419
	45
	2.445
	71
	2.471

	20
	2.420
	46
	2.446
	72
	2.472

	21
	2.421
	47
	2.447
	73
	2.473

	22
	2.422
	48
	2.448
	74
	2.474

	23
	2.423
	49
	2.449
	75
	2.475

	24
	2.424
	50
	2.450
	76
	2.476

	25
	2.425
	51
	2.451
	77
	2.477

	26
	2.426
	52
	2.452
	78
	2.478

	27
	2.427
	53
	2.453
	79
	2.479

	—
	—
	—
	—
	80
	2.480


14.6.8 Hop sequences
Change the text in 14.6.8 and Table 46 as shown:
The hopping sequence of an individual PMD entity is used to create a pseudorandom hopping pattern utilizing uniformly the designated frequency band. Sets of hopping sequences are used to co-locate multiple PMD entities in similar networks in the same geographic area and to enhance the overall efficiency and throughput capacity of each individual network.

An FH pattern, Fx, consists of a permutation of all frequency channels defined in Table 42 and Table 43.For a given pattern number, x, the hopping sequence can be written as follows:

                 FX={fx(1)， fx(2)，… fX(p)}

Where:

fx(i)  is the channel number (as defined in 14.6.4) for i th frequency in xth hopping pattern;
p    is the number of frequency channels in hopping pattern (79 for China, North America and most of Europe,23 for Japan, 35 for France, 27 for Spain).
Given the hopping pattern number, x, and the index for the next frequency, i (in the range 1 to p), the channel number shall be defined to be as follows:

fx(i) =[b(i)+ x] mod(79)+2，   in China, North America and most of Europe, with b(i) defined in Table 46.
    =[(i-1)×x] mod(23)+73，  in Japan.
    =[b(i)+ x] mod(27)+47，  in Spain with b(i) defined in Table 47.
    =[b(i)+ x] mod(35)+48    in France with b(i) defined in Table 48.
Table 46—Base-Hopping sequence b(i) for China, North America and most of Europe
	i
	b(i)
	i
	b(i)
	i
	b(i)
	i
	b(i)
	i
	b(i)
	i
	b(i)
	i
	b(i)
	i
	b(i)

	1
	0
	11
	76
	21
	18
	31
	34
	41
	14
	51
	20
	61
	48
	71
	55

	2
	23
	12
	29
	22
	11
	32
	66
	42
	57
	52
	73
	62
	15
	72
	35

	3
	62
	13
	59
	23
	36
	33
	7
	43
	41
	53
	64
	63
	5
	73
	53

	4
	8
	14
	22
	24
	71
	34
	68
	44
	74
	54
	39
	64
	17
	74
	24

	5
	43
	15
	52
	25
	54
	35
	75
	45
	32
	55
	13
	65
	6
	75
	44

	6
	16
	16
	63
	26
	69
	36
	4
	46
	70
	56
	33
	66
	67
	76
	51

	7
	71
	17
	26
	27
	21
	37
	60
	47
	9
	57
	65
	67
	49
	77
	38

	8
	47
	18
	77
	28
	3
	38
	27
	48
	58
	58
	50
	68
	40
	78
	30

	9
	19
	19
	31
	29
	37
	39
	12
	49
	78
	59
	56
	69
	1
	79
	46

	10
	61
	20
	2
	30
	10
	40
	25
	50
	45
	60
	42
	70
	28
	—
	—


The sequences are designed to ensure some minimum distance in frequency between contiguous hops. The minimum hop size is 6 MHz for China, North America and Europe, including Spain and France, and 5 MHz for Japan.
The hopping pattern numbers x are divided into three sets. The sets are designed to avoid prolonged collision periods between different hopping sequences in a set. Hopping sequence sets contain 26 sequences for China, North America and Europe, and 4 sequences per set for Japan:

For China, North America and most of Europe:
x1={0,3,6,9,12,15,18,21,24,27,30,33,36,39,42,45,48,51,54,57,60,63,66,69,72,75} Set 1
x2={1,4,7,10,13,16,19,22,25,28,31,34,37,40,43,46,49,52,55,58,61,64,67,70,73,76} Set 2    x3={2,5,8,11,14,17,20,23,26,29,32,35,38,41,44,47,50,53,56,59,62,65,68,71,74,77} Set 3
For Japan:
    x1={6,9,12,15}                          Set 1
    x2={7,10,13,16}                         Set 2
    x3={8,11,14,17}                         Set 3

   For Spain:
    x1={0,3,6,9,12,15,18,21,24}               Set 1
    x2={1,4,7,10,13,16,19,22,25}              Set 2
    x3={2,5,8,11,14,17,20,23,26}              Set 3
    For France:
    x1={0,3,6,9,12,15,18,21,24,27,30}          Set 1
    x2={1,4,7,10,13,16,19,22,25,28,31}         Set 2
    x3={2,5,8,11,14,17,20,23,26,29,32}         Set 3
The three sets of hopping sequences for China, North America and most of Europe, of 26 patterns each, are listed in Tables B.1, B.2, and B.3 in Annex B. Similarly, there are three sets for Japan of four patterns each. The three sets for Spain have nine patterns each. The three sets for France have 11 patterns each. The channel numbers listed under each pattern refer to the actual frequency values listed in Table 42 and Table 43.
14.8.1 FH PHY attributes

Change theTable 53 as shown:

Table 53—FHSS PHY attributes
	Attribute
	Default value
	Operational semantics
	Operational behavior

	dot11PHYType
	FHSS=X‘01’
	Static
	Identical for all FH PHYs

	dot11RegDomainsSupported
	FCC=X‘10’
IC=X‘20’ 
ETSI=X‘30’ 
Spain=X’31’ 
France=X’32’ 
MKK=X’40’ 
China=X’50’ 
	Static
	Implementation dependent

	dot11CurrentRegDomain
	X‘00’
	Dynamic LME
	Implementation dependent

	dot11TempType 
	Type1=X‘01’

Type2=X‘02’

Type3=X‘03’
	Static
	Implementation dependent

	dot11SupportedDataRatesTX 
	1Mbit/s=X‘02’ mandatory
2Mbit/s=X‘04’ optional
	Static
	Identical for all FH PHYs

	dot11SupportedDataRatesRX 
	1Mbit/s=X‘02’ mandatory
2Mbit/s=X‘04’ optional
	Static
	Identical for all FH PHYs

	dot11SupportedTxAntennas 
	Ant1=X‘01’

Ant2=X‘02’

Ant3=X‘03’

Antn=n
	Static
	Implementation dependent

	dot11CurrentTxAnttenna 
	Ant1= default
	Dynamic LME
	Implementation dependent

	dot11SupportedRxAntennas 
	Ant1=X‘01’

Ant2=X‘02’

Ant3=X‘03’

Antn=n
	Static
	Implementation dependent

	dot11DiversitySupport 
	Available= X‘01’
Not avail.= X‘02’
Control avail.= X‘03’
	Static
	Implementation dependent

	dot11DiversitySelectionRx
	Ant1= X‘01’

Ant2= X‘02’

Ant3= X‘03’

Ant4= X‘04’
Ant5= X‘05’

Ant6= X‘06’

Ant7= X‘07’
Ant8= X‘08’
	Dynamic LME
	Implementation dependent

	Dot11NumberSupportedPower-Levels 
	Lvl1= X‘01’

Lvl2= X‘02’

Lvl3= X‘03’

Lvl4= X‘04’

Lvl5= X‘05’
Lvl6= X‘06’

Lvl7= X‘07’
Lvl8= X‘08’
	Static
	Implementation dependent

	dot11TxPowerLevel1 
	Factory default
	Static
	Implementation dependent


Table 53
	Attribute
	Default value
	Operational semantics
	Operational behavior

	dot11TxPowerLevel2
	Factory default
	Static
	Implementation dependent

	dot11TxPowerLevel3 
	Factory default
	Static
	Implementation dependent

	dot11TxPowerLevel4 
	Factory default
	Static
	Implementation dependent

	dot11TxPowerLevel5 
	Factory default
	Static
	Implementation dependent

	dot11TxPowerLevel6
	Factory default
	Static
	Implementation dependent

	dot11TxPowerLevel7
	Factory default
	Static
	Implementation dependent

	dot11TxPowerLevel8
	Factory default
	Static
	Implementation dependent

	dot11CurrentTxPowerLevel 
	TxPowerLevel1
	Dynamic LME
	Implementation dependent

	dot11HopTime
	224 µs
	Static
	Identical for all FH PHYs

	dot11CurrentChannelNumber
	X‘00’
	Dynamic LME
	

	dot11MaxDwellTime 
	390 TU
	Static
	Regulatory domain dependent

	dot11CurentSet 
	X‘00’
	Dynamic LME
	

	dot11CurrentPattern
	X‘00’
	Dynamic LME
	

	dot11CurrentIndex
	X‘00’
	Dynamic LME
	

	dot11CurrentPowerState
	X‘01’ off

X‘02’ on
	Dynamic LME
	

	NOTE—The column titled “Operational semantics” contains two types: static and dynamic. Static MIB attributes are fixed and cannot be modified for a given PHY implementation. MIB attributes defined as dynamic can be modified by some management entity. Whenever an attribute is defined as dynamic, the column also shows which entity has control over the attribute. LME refers to the MAC sublayer management entity (MLME), while PHY refers to the physical layer management entity (PLME).


14.8.2.2  dot11CurrentRegDomain

Change theTable 54 as shown:

Table 54—Regulatory domain codes
	Code point
	Regulatory agency
	Region

	X‘50’
	the Radio Administration of Information Industry Ministry 
	China

	X‘10’
	FCC
	United States

	X‘20’
	IC
	Canada

	X‘30’
	ETSI
	Most of Europe

	X‘31’
	Spain
	Spain

	X‘32’
	France
	France

	X‘40’
	MKK
	Japan


15.4.6.1 Operating frequency range
Change the text in 15.4.6.1 as shown:
The DSSS PHY shall operate in the frequency range of 2.4 GHz to 2.4835 GHz as allocated by regulatory bodies in China, Europe and the United States or in the 2.471 GHz to 2.497 GHz frequency band as allocated by regulatory authority in Japan.

15.4.6.2 Number of operating channels.
Change the first paragraph in 15.4.6.2 and Table 69 as shown:
The channel center frequencies and CHNL_ID numbers shall be as shown in Table 69. In China, the regulation made by the Radio Administration of Information Industry Ministry specifies operation from 2.4 GHz to 2.4835 GHz. The FCC (United States), IC (Canada), and ETSI (Europe) specify operation from 2.4 GHz to 2.4835 GHz. For MKK (Japan), operation is specified as 2.471 GHz to 2.497 GHz. France allows operation from 2.4465 GHz to 2.4835 GHz, and Spain allows operation from 2.445 GHz to 2.475 GHz. For each supported regulatory domain, all channels in Table 63 marked with .X. shall be supported.

Table 69—DSSS PHY frequency channel plan
	CHNL_ID
	Frequency
	Regulatory domains

	
	
	X‘10’

FCC
	X‘20’

 IC
	X‘30’
ETSI
	X‘31’
Spain
	X‘32’

France
	X‘40’

MKK
	X’50’
China

	1
	2412 MHz
	X
	X
	X
	—
	—
	—
	X

	2
	2417 MHz
	X
	X
	X
	—
	—
	—
	X

	3
	2422 MHz
	X
	X
	X
	—
	—
	—
	X

	4
	2427 MHz
	X
	X
	X
	—
	—
	—
	X

	5
	2432 MHz
	X
	X
	X
	—
	—
	—
	X

	6
	2437 MHz
	X
	X
	X
	—
	—
	—
	X

	7
	2442 MHz
	X
	X
	X
	—
	—
	—
	X

	8
	2447 MHz
	X
	X
	X
	—
	—
	—
	X

	9
	2452 MHz
	X
	X
	X
	—
	—
	—
	X

	10
	2457 MHz
	X
	X
	X
	X
	X
	—
	X

	11
	2462 MHz
	X
	X
	X
	X
	X
	—
	X

	12
	2467 MHz
	—
	—
	X
	—
	X
	—
	X

	13
	2472 MHz
	—
	—
	X
	—
	X
	—
	X

	14
	2484 MHz
	—
	—
	—
	—
	—
	X
	－


15.4.6.5 Transmit and receive in-band and out-of-band spurious emissions
Change the text in 15.4.6.5 as shown:

The DSSS PHY shall conform with in-band and out-of-band spurious emissions as set by regulatory bodies. For China, refer to the Radio Administration of Information Industry Ministry NO.353[2002]. For the United States, refer to Sections 15.205, 15.209, and 15.247 of FCC CFR47 [B6]. For Europe, refer to ETS 300-328 [B4].

15.4.7.1 Transmit power levels
Change the text in 15.4.7.1 as shown:
The maximum allowable output power as measured in accordance with practices specified by the regulatory bodies is shown in Table 72. 
In China, maximum transmitted power shall be no more than 100mW(EIRP) and the RF part and antenna part of radio equipments must be designed or produced in integration. It is not allowed that other antenna is used or the transmit power amplifier is added additionally while setting and using the equipments.

In the United States, the radiated emissions should also conform with the IEEE uncontrolled radiation emission standard (IEEE Std C95.1-1991).

Table 72—Transmit power levels
	Maximum output power
	Geographic location
	Compliance document

	100mW(EIRP)
	China
	the Radio Administration of Information Industry Ministry NO.353[2002]

	1000mW
	  United States
	Section 15.247 of FCC CFR47 [B6]

	100mW(EIRP)
	Europe
	ETS300-328 

	10mW/MHz
	Japan
	MPT ordinance for Regulating Radio

Equipment, Article 49-20


18.4.6.1 Operating frequency range

Change the text in 18.4.6.1 as shown:

The High Rate PHY shall operate in the 2.4-2.4835 GHz frequency range, as allocated by regulatory bodies in China, the United States, Europe, and Japan, or in the 2.471-2.497 GHz frequency range, as allocated by regulatory authority in Japan.

18.4.6.2 Number of operating channels
Change the first paragraph in 18.4.6.2 and Table 112 as shown:

The channel center frequencies and CHNL_ID numbers shall be as shown in Table 112. The FCC (United States), IC (Canada), MPHPT (Japan), ETSI (Europe) and China specify operation from 2.4 GHZ to 2.4835 GHz. For Japan, operation is additionally specified as 2.471 GHz to 2.497 GHz. France allows operation from 2.4465 GHz to 2.4835 GHz, and Spain allows operation from 2.445 GHz to 2.475 GHz. For each supported regulatory domain, all channels in Table 112 marked with .X. shall be supported.

Table 112—High Rate PHY frequency channel plan
	CHNL_ID
	Frequency
	Regulatory domains

	
	
	X‘10’

FCC
	X‘20’

 IC
	X‘30’
ETSI
	X‘31’
Spain
	X‘32’

France
	X‘40’

MKK
	X’50’
China

	1
	2412 MHz
	X
	X
	X
	—
	—
	—
	X

	2
	2417 MHz
	X
	X
	X
	—
	—
	—
	X

	3
	2422 MHz
	X
	X
	X
	—
	—
	—
	X

	4
	2427 MHz
	X
	X
	X
	—
	—
	—
	X

	5
	2432 MHz
	X
	X
	X
	—
	—
	—
	X

	6
	2437 MHz
	X
	X
	X
	—
	—
	—
	X

	7
	2442 MHz
	X
	X
	X
	—
	—
	—
	X

	8
	2447 MHz
	X
	X
	X
	—
	—
	—
	X

	9
	2452 MHz
	X
	X
	X
	—
	—
	—
	X

	10
	2457 MHz
	X
	X
	X
	X
	X
	—
	X

	11
	2462 MHz
	X
	X
	X
	X
	X
	—
	X

	12
	2467 MHz
	—
	—
	X
	—
	X
	—
	X

	13
	2472 MHz
	—
	—
	X
	—
	X
	—
	X

	14
	2484 MHz
	—
	—
	—
	—
	—
	X
	－


18.4.6.7.2 Operating channels
Change the Table 118 as shown:

Table 118—China, North American operating channels
	   Set
	  Number of channels
	HR/DSSS channel

numbers

	1
	3
	1,6,11

	2
	6
	1,3,5,7,9,11


Change the Figure 145 as shown:
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Figure 145—China, North American channel selection—non overlapping
Change the Figure 146 as shown:
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 Figure 146—China, North American channel selection—overlapping
18.4.6.7.3 Hop patterns
Change the text in 18.4.6.7.3 and Table 120 as shown:

A FH pattern, Fx, consists of a permutation of all frequency channels defined in Table 118 and Table 119.For a given pattern number x, the hopping sequence can be written as

Fx = {fx (1), fx (2), ..., fx (p)}

where

fx (i)   is the channel number (as defined in 14.6.4) for ith frequency in the xth hopping pattern;

p    is the number of hops in pseudo-random hopping pattern before repeating sequence (79 for China, North America and most of Europe).

The FH patterns for Set 1 of each geographic area are based on the hop patterns in Table 120 and Table 121.
The FH patterns for Set 2 of each geographic area are defined by the 1/2 Mbit/s FH PHY hop sequences, as described in the FH PHY (14.6.8). Given the hopping pattern number x, and the index for the next frequency, i (in the range 1 to p), the DS channel number (as defined in 18.4.6.2) shall be selected with the following algorithm:
China, North America
f’x (i) = f’x (i) for 1 ≤ f’x (i) ≤ 11;

f’x (i) = null for f’x (i) < 1 and f’x (i) > 11;

f’x (i) = 2 × Int [({[b(i) + x] mod (79) +2} . 6) / 10] . 1;

with b(i) defined in Table 42 (in 14.6.8).
Most of Europe
f’x (i) = f’x (i) for 1 ≤ f’x (i) ≤ 13;

f’x (i) = null for f’x (i) < 1 and f’x (i) > 13;

f’x (i) = 2 × Int [({[b(i) + x] mod (79) +2} . 6) / 10] . 1;

with b(i) defined in Table 42 (in 14.6.8).
Table 120—China, North American Set 1 hop patterns
	Index
	Pattern 1
	Pattern 2

	1
	1
	1

	2
	6
	11

	3
	11
	6


18.4.6.8 Transmit and receive in-band and out-of-band spurious emissions
Change the text in 18.4.6.8 as shown:

The High Rate PHY conforms with in-band and out-of-band spurious emissions as set by regulatory bodies. For China, refer to the Radio Administration of Information Industry Ministry NO.353[2002].For the United States, refer to Sections 15.205, 15.209, and 15.247 of FCC CFR47 [B6]. For Europe, refer to ETS 300.328 [B4]. For Japan, refer to MPT ordinance for Regulating Radio Equipment, Article 7.

18.4.7.1 Transmit power levels

Change the text in 18.4.7.1 and Table 122 as shown:

The maximum allowable output power, as measured in accordance with practices specified by the appropriate regulatory bodies, is shown in Table 122. 
In China, maximum transmitted power shall be no more than 100mW(EIRP) and the RF part and antenna part of radio equipments must be designed or produced in integration. It is not allowed that other antenna is used or the transmit power amplifier is added additionally while setting and using the equipments.

In the United States, the radiated emissions should also conform with the ANSI uncontrolled radiation emission standards (IEEE Std C95.1-1999).

Table 122—Transmit power levels
	Maximum output power
	Geographic location
	Compliance document

	100 mW（EIRP）
	China
	the Radio Administration of Information Industry Ministry NO.353[2002]

	1000 mW
	United States
	FCC15.247

	100 mW(EIRP)
	Europe
	ETS300-328

	See Table 123
	Japan
	MPT ordinance for Regulating Radio Equipment,Article 49-20


A.4.5 Frequency hopping (FH) PHY functions
Change the FH7.1 item as shown:

	Item
	Protocol feature
	References
	Status
	Support

	* FH7.1
FH7.1.1

FH7.1.2 FH7.1.2
FH7.1.3 FH7.1.2
FH7.1.4 FH7.1.3
FH7.1.5 FH7.1.4
FH7.1.6 FH7.1.5
	Geographic areas

China
North America

Most of Europe
Japan
Spain
France
	14.6.2
14.6.2
14.6.2
14.6.2
14.6.2
14.6.2
	M

O.1

O.1

O.1

O.1
O.1
	Yes□ No□
Yes□ No□
Yes□ No□
Yes□ No□
Yes□ No□

Yes□ No□


A.4.6 Direct sequence PHY functions

Add the following item as shown:

	Item
	PHY feature
	References
	Status
	Support

	*DS5.7

DS5.7.1

DS5.7.2

DS5.7.3

DS5.7.4

DS5.7.5

DS5.7.6

DS5.7.7

DS5.7.8

DS5.7.9

DS5.7.10

DS5.7.11

DS5.7.12

DS5.7.13
	China
Channel 1

Channel 2

Channel 3

Channel 4 
Channel 5

Channel 6

Channel 7

Channel 8

Channel 9

Channel 10

Channel 11

Channel 12

Channel 13
	15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2

15.2.6,15.4.6.2
	M

M 
M
M

M 
M
M

M 
M
M

M 
M
M
	Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□ 

Yes□ No□ N/A□  


A.4.9 High Rate, direct sequence PHY functions
Insert the item as shown:

	Item
	PHY feature
	  References
	   Status
	    Support

	HRDS6.7
	the Radio Administration The Radio Administration of P.R.China
	18.4.6.2
	HRDS7:O.3
	Yes□ No□
N/A口

	HRDS6.7.1

HRDS6.7.2

HRDS6.7.3

HRDS6.7.4

HRDS6.7.5

HRDS6.7.6

HRDS6.7.7

HRDS6.7.8

HRDS6.7.9

HRDS6.7.10


	Channel 1

Channel 2

Channel 3

Channel 4

Channel 5

Channel 6

Channel 7

Channel 8

Channel 9

Channel 10
	18.4.6.2

18.4.6.2

18.4.6.2

18.4.6.2

18.4.6.2

18.4.6.2

18.4.6.2

18.4.6.2

18.4.6.2

18.4.6.2


	M
M
M
M
M
M
M
M
M
M
	Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口

	HRDS6.7.11

HRDS6.7.12

HRDS6.7.13


	Channel 11

Channel 12

Channel 13
	18.4.6.2

18.4.6.2

18.4.6.2
	M
M
M

	Yes□ No□
N/A口

Yes□ No□
N/A口

Yes□ No□
N/A口


Annex B
Change the text in Annex B as shown:
The following tables pertain to the hopping sequences for China, North America and ETSI.
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