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Call to order.
Review IEEE 802 policies and procedures for Intellectual Property.
Agenda – Document 11-04/1431r1

Discussion on the agenda (Doc: 11-04/1414r0) for this meeting:
· C: the agenda should be modified to reauthorize study group.  Modify Agenda item 6 to reflect this change.

· C: 04/1214 is draft PAR

· C: will there be a call for presentations?

· Ch: yes, will add a call for presentations into the agenda.  Will make modifications and fix slides later.

· Any objections to approving and accepting the agenda? None

· The agenda is unanimously approved.

Meeting objective: develop a PAR and 5 criteria.

Call for Proposals:  does anyone have proposals to offer?

· 11-04/1445r0 presentation “Issues of MAC Management security” by Jon Edney

PAR and 5 Criteria discussion:

· Any volunteers to be the SG editor?  Kapil Sood volunteers only for life of study group.
· Template was generated by Stephen McCann, made from the PAR submission form in html format only.  So, when it is sent to ExecComm, it will be transcribed to html form again….intent is to use this boilerplate for group to fill out.

· C: Do we have a motion to change the name for this group?

· C: this was discussed with great length in WNG.  Members felt the focus of this group is to address management frames only as there was some urgency to address this.  Would like to understand the process that enabled the naming of this process to occur.

· Ch: not aware of the process. By the Berlin meeting, the name had been changed with ADS, without known knowledge.  Investigation is in order.

· C: How can the name have changed?

· C: was in the room when the name was discussed.  They could not call it SEC, so it was logical to call it a security study group and then formulated to the notion of an advanced security study group.

· C: can this project live within the task group that is ADS?  Does the title need to correspond to the task at hand?

· C: ADS came about as a matter of convenience. It’s up to this group to define the PAR.

· C: but it’s more than just an acronym.  It can send the wrong message and it will see how  would like to see the name go back for reconsideration.

· C: having just started a task group with a name no one liked; while it is hard to get rid of, what really matters is the title of the PAR document as that demonstrates what the focus of the group is for.

· C: don’t believe there’s anything that would disallow the working group to focus on something other than what the task group reflects.

· Ch: perhaps the way to move forward is to ask for motion to accept or change the title.

· C: we can make the title anything we want, but we are stuck with the task group name.

Motion by Dorothy Stanley

 Accept the title that is in Section 4 of document 04/1214r0 whose last 3 words end with “Protected Management Frames”

Second: Jon Edney

Discussion on the motion: none

Vote: Yes-38   No-0   Abstain-4

Discussion on Section 5 of 04/1214:  Life Cycle is 5 years.

· No discussion

Discussion on Section 6 of 04/1214:  Type of Project

· C: this group is stuck with the ‘reaffirmation of 2003’, which needs to be spelled out explicitly in this section

No objections to move discussion to Section 10.

Discussion on Section 10:  Sponsor Balloting Information

· We should come back to discussion of expected date of Submission.  

Discussion on Section 11:  

· We should defer till later discussion for this section

Discussion on Section 12:  Scope of Proposed Project

· Proposed text was drafted in Berlin meeting.

· C: what’s the difference between defend and protect?

· C: not clear, but that is the text we drafted in Berlin (during WNG session).

· C: the essence of what we are going to do is in this section.  We’re not proposing to defend the management frames; propose to change to “This amendment will provide data integrity, data origin authenticity, replay protection, and data confidentiality for selected 802.11 management frames”

· No objections to the above change.

· C:  how about “This amendment will define extension that provide…..”

· C: is there a specific limitation to the extensions?

· Ch: don’t believe we’ve defined what an extension means

· C: this statement sounds more than a purpose than scope.  So, begin sentence with “The scope of this amendment is to provide a mechanism that provide data integrity….”

· C: propose something that’s been accepted in PARs before and has a narrowing that we need to discuss.  It should begin with “Enhancements to the 802.11 Medium Access Control layer to provide mechanisms that provide data integrity ….”

· C: should we limit ourselves to the MAC?  The answer is NO since in 802.11i defined stuff above the MAC.  Can we exclude PHY and just state enhancements to 802.11.

· C: I’d like to speak for limiting it to the MAC.  Because it would be better to not have to reinvent a new key hierarchy and have to go above the MAC. 

· C: but that would speak in favor for a particular proposal, but others may exists where there may be changes above the MAC.

· C: what was the scope of 802.11i?

· C: it was vague but limited to the MAC.

· C: how about “Enhancements to the 802.11 Medium Access Control layer to provide mechanisms that enable data integrity ….”

· C: make sure we do not prevent discussions that may be out of scope.  How about including confidentiality?

· C: someone may want to protect the MAC address.

· Ch: sure if there is a good crypto means to achieve this?

· C: why would it be difficult?

· Ch:because every packet would have to have a different MAC address to enable this

· C: in GSM, someone who is not in the network should not be able to disclose identity.

· Ch: so this would only apply to management frames, since that is our scope?

· C: well, we are trying not to preclude further discussions on other solutions.

· C: change to “Enhancements to the 802.11 Medium Access Control layer to provide mechanisms that enable data integrity, data origin authenticity, replay protection, data confidentiality, and data origin confidentiality for selected 802.11 management frames”

· C: the scope defines exactly what we will be focusing on.

· C: not sure we would want to provide confidentiality for management frames only.  Perhaps we can expand the scope later.

· C: we should keep scope simpler to something we can solve.

· C: if we include origin confidentiality, we should expand the scope.

· C: the original point then of changing the name of the group.

· Ch: want to make sure we do have a vote for the scope of this work.

· C: want to make sure we discuss the scope.  Members have not wanted to adopt something that was too broad in scope.

· C: a counter situation, where party may decide to push one of the things that may not be germane to the group and hold up progress.

· C: if the group defines that it is a requirement versus scope, then we can withdraw the data origin confidentiality.

· Any changes to scope? Scope currently reads:

· “Enhancements to the IEEE 802.11 Medium Access Control layer to provide mechanisms that enable data integrity, data origin authenticity, replay protection, and data confidentiality for selected IEEE 802.11 management frames”

· C: curious to know what “enhancements” mean, are they extensions or modifications to current mechanisms?

· Ch: any mechanisms that provide data integrity, data origin authenticity, data confidentiality and replay protection would be a topic of discussion we can entertain for the draft.

· C: enhancements is taking something there and modifying it only.  Extensions is adding new mechanisms, so perhaps we should add extensions to it as well.

· C: as a point of history is that 802.11i only includes “enhancements” so past history states that this word would enable us to achieve the broader sense of the enhancements.

Motion by Clint Chaplin

Accept “Enhancements to the IEEE 802.11 Medium Access Control layer to provide mechanisms that enable data integrity, data origin authenticity, replay protection, and data confidentiality for selected IEEE 802.11 management frames” as the response to Section 12 of the PAR.

Second: Nancy Cam-Winget

Any Discussion?  None

Vote: Yes-38   No-2   Abstain-3

Clause 13: Purpose of Project

· Discussion of Initial Text.

Motion by Clint Chaplin
 Accept  “To defend selected elements of the IEEE 802.11 management plane from attack” as the response to Section 13 of the PAR.

Second by: Dorothy Stanley

Discussion on the motion:

· C: worried about “management plane”, is this a concept in the base standard.

· Ch: it is not a concept defined in the base standard

· C: don’t know what it means.

· C: it was already raised in the section before.

· C: would it be better to just say “frames” vs. “plane”

Move to amend by Jon Edney 
Change motion to read “ To defend selected IEEE 802.11 management frames from attack”

Second: Fred Haisch

No objection to Motion to Amend.

New Motion: 
Accept “To defend selected IEEE 802.11 management frames from attack” as the response to Section 13 of the PAR

Discussion continues as commenters want to make further changes to the new motion on the floor and whether it can be updated or modified.

Call to question by Clint Chaplin

Second: Nancy Cam-Winget

No objection to the call to question.

Vote on the New Motion: Yes-30  No-0  Abstain-7

Discussion continues about the text in Section 13.  Suggestion is to make the Purpose section read closer to Section 12, the scope.  Commenters suggest potential text to read:

“To improve the security of some or all IEEE 802.11 management frames by defining enhancements to provide data integrity, data origin authenticity, replay protection and data confidentiality.”

Discussion of the term “selected” and whether strict identification of which management frames to protect ensued.  Concerns that the specification of which management frames is really up to the task group to decide after its inception.  

Discussion of the word “selected” being replaced by “some or all” ensues.

Motion by Charles Wright

Move that the text “To improve the security of some or all IEEE 802.11 management frames by defining enhancements to provide data integrity, data origin authenticity, replay protection and data confidentiality.” be accepted and replace the previous text as the text for Section 13.

Second: Kapil Sood

No discussion on the motion.  

Vote: Yes-30   No-0   Abstain-4

Clause 15: Are there standards or projects with similar scope?

· Document 04/1214 states that 802.11r is similar

· C: this response may open up a can of worms especially in the upper echelons of IEEE.  Since the scopes between this study group and TGr are different, this group is legitimate in answering “No”.

Clause 16: International Sponsor Organization

· defer to a future discussion

Clause 18:  Additional Explanatory Notes for the scope

· C: there is some text missing there?

· Ch: yes, will review it against the template.

· C: The explanatory note must be explicit in defining the item.  Is this necessary at all?

· Ch: this is text that came from the form template.  But, we can do whatever we want, so we can remove the first paragraph if needed.

· C: which one will finish first TGr or the group that we are trying to create?  Not sure we want to place a dependency to TGr.

· C: the text should read that it should not conflict with any mandatory portions of the current standard and published amendments.  Suggest to change the text accordingly.

· Stop edits for today.  The document will be posted this evening and discussions on the PAR will resume on Thursday.

· C: is there a proposed 5 Criteria.

· Ch: there wasn’t a template to borrow from

· C: we can reuse one from previous groups.

· Ch: can we get a volunteer for the 5 Criteria submission

Presentations of document 11-04/1445r0 “Issues of MAC Management Security” by Jon Edney and Stefano Faccin.
Presentation Discussion:

· Q: would there be a means to define a new MAC Address identifier?

· It would be up to the group to decide if this is an area of focus; the presentation was to stimulate thought

· Q: Is it useful to make the class distinction of management frames as they could be class 1 or 3?

· Personally, no, but others may have a different opinion.

· Q: Is this mechanism a means to provide further protection beyond management frames?

· It is a side benefit yes, but the main goal of the proposal is to prevent deadlocks.  Although the added benefit is that it does enable STA anonymity.

· Q: on the last slide, who is the STA?

· STA is a non-AP station

Recess until Thursday 4pm.

Thursday November 17, 2004

4:00pm – 6:00pm

Call to order.

Would like to recess until 4:40pm.  Are there any objections?  No one wants to recess, the group continues.

Other item: discussion of PAR editor and Jon Edney has volunteered to take it over, are there any objections?  None.

Agenda Review:
· Modified since there are no presentations, update to continue review of PAR and 5 criteria.

· No objections to agenda modification.

Clause 18 continued:
· Discussions on 3rd paragraph ensue to address concerns of the binding and potential dependencies on TGk and WNM’s completion.  Suggestions were made to accommodate the concerns by rewriting the 3rd paragraph.  Concensus is that the original 3rd paragraph should be deleted and replaced with a new suggested one:
The secure use of the mechanisms being developed in TGk and WNM may require the facilities developed under this PAR.

· C: are there going to be functions in WNM that are going to need security for us to address?
· Ch: we are going to design mechanisms for management frames only and not necessarily for all mechanisms that WNM defines.

· C: why do we need to reference TGk and WNM at all?  Isn’t this going to be more generic?
· Ch: while it can address broader scopes than WNM and TGk, those were the groups that instigated the creation of this group as they were unwilling to address security.

· Proposed change:

IEEE 802.11 Task Group k and IEEE 802.11 Wireless Network Management Study Group may take advantage of the mechanisms for protecting management frames developed under this PAR.

· C: experience indicates that you should spell out every abbreviation, like WNM.

· Next discussion is the timeline:

· Discussion of study group vs. task group status.  Comment was made that we proceed as if we were a task group until we are authorized as a task group.  Earliest this group would be a task group is May.

· Call for proposals can happen in May 2005
· Select proposals in November 2005
· Initial sponsor ballot in March 2007

· Submit to RevCom in September 2007

Discussion on Clause 10, 11: none.  Responses seem acceptable

Discussion on Clause 16: none.  Responses are acceptable

Discussion on Clause 12: quick review; no discussion.

Discussion on Clause 13: quick review

· It reads like it is all or nothing.  Though there may be times in which confidentiality is not required.

· Further changes ensued to address the possibility that not all mechanisms are included.
Any more changes to the PAR?  None.

Commence discussion on 5 Criteria

· C: it’s not clear that we can review this live.

· Ch: how should we proceed?  Options are: (a) have conference calls, (b) a group can be tasked to initiate a 5 criteria document

· C: we can subdivide the document and assign them to different groups

· Ch: what’s the groups preference?

· C: given the amount of time and given that we can not get the document approved then we should just divide it into sections and ask for volunteers

· Do we have volunteers?  Jon Edney, Mike Moreton, Sandy Turner, Jesse Walker, Nancy Cam-Winget

· C: would we consider having a single editor?

· C: Jon Edney will be the editor for the document

· C: do we need a teleconference?

· Ch: it’s not clear we need one

· C: lets set a date for the contributions to be coalesced and placed into the reflector

· Ch: any objections to having document by Jan 10th in the reflector?

· Section partitions are as follows:

· 6.1 Broad market potential  : Jon Edney

· 6.2 Compatibility : Sandy Turner

· 6.3 Distinct Identity : Mike Moreton

· 6.4 Technical Feasibility : Nancy Cam-Winget

· 6.5 Economic Feasibility : Jesse Walker

Discussion on the PAR document:

· C: is this document in the form as required by ExComm and NASComm?

· Ch: this is the form that was provided by Steve McCann

· C: not sure how it plays with the current NesComm form, since clause 18 is different.

· Ch: ok, we should investigate this

· C: suggest we should abide by the form available on the net

· Ch: yes, this is where we had a deletion problem, so we do need to clean this up.

· Ch: please provide Jon Edney with the URL for the form to review.

· Any objections to having the editor reconcile the PAR forms?  None

Motion by Mike Moreton
Motion: To request the Working Group to extend the ADS Study Group through the March 2005 meeting and forward to the Executive Committee for Approval
Second by Russ Housley

Discussion on the Motion: None.
Vote: Yes:18   No:0  Abstain:0 

Motion by Clint Chaplin
 Motion to adjourn

Second by Nancy Cam-Winget

Vote passes by unanimous consent.
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