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Abstract 
The IEEE . 802.11i amendment makes use of IEEE 802.1X, which in turn relies on Extensible Authentication Protocol (EAP). draft-walker-eap-requirements-05.txt describes the requirements for  EAP authentication methods used with IEEE Std. 802.11i. This document complements the EAP authentication method requirements document, by identifying requirements for EAP keying of  future amendments to IEEE Std 802.11, including IEEE 802.11r.

The IEEE 802.11 Working Group has approved the material in this document and it is being presented  for informational purposes, as input to development o the EAPKeying draft.  Revisions to this document are planned as requirements are modified.

1.0 Introduction

The IEEE  802.11i amendment [IEEE802.11i] makes security enhancements to the MAC defined by IEEE Std 802.11. The IEEE  802.11i amendment makes use of IEEE 802.1X [IEEE8021X-REV] which in turn relies on the Extensible Authentication Protocol (EAP), defined in [RFC3748]. The informational RFC draft-walker-ieee802-req-04.txt [AUTHREQ] documents the IEEE 802.11i EAP authentication method requirements. 

The purpose of this document is to provide input from the IEEE 802.11 Working Group into the EAP Keying draft [KEYING].. IETF mechanisms claiming conformance to the IEEE 802.11 wireless LAN requirements for keying must complete IETF last call review.
1.1 Requirements Specification

In this document, several words are used to signify the requirements of the specification. The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in [RFC2119].

An IETF keying method is not compliant with this specification if it fails to satisfy one or more of the MUST or MUST NOT requirements. An IETF keying method that satisfies all the MUST, MUST NOT, SHOULD and SHOULD NOT requirements is said to be "unconditionally compliant"; one that satisfies all the MUST and MUST NOT requirements but not all the SHOULD or SHOULD NOT requirements is said to be "conditionally compliant".

1.2 Terminology

AAA-Key

A key derived by the peer and EAP server, used by the peer and authenticator in the derivation of Transient Session Keys (TSKs). Where a backend authentication server is present, the AAA-Key is transported from the backend authentication server to the authenticator, wrapped within the AAA-Token; it is therefore known by the peer, authenticator and backend authentication server. Despite the name, the AAA-Key is computed regardless of whether a backend authentication server is present.  AAA-Key derivation is discussed in Section 2.5; in existing implementations the MSK is used as the AAA-Key.

Authenticator

The end of the link initiating EAP authentication. The term Authenticator is used in [IEEE-802.1X], and

authenticator has the same meaning in this document.

Peer

The end of the link that responds to the authenticator. In [IEEE-802.1X], this end is known as the Supplicant.

Supplicant

The end of the link that responds to the authenticator in [IEEE-802.1X]. 

EAP server

The entity that terminates the EAP authentication method with the peer. In the case where no backend authentication server is used, the EAP server is part of the authenticator. In the case where the authenticator operates in pass-through mode, the EAP server is located on the backend authentication server.

Network Access Server (NAS)

The entity that affords the Peer with access to the network. Every NAS includes an authenticator as a subsystem.

Master Session Key (MSK)

Keying material that is derived between the EAP peer and server and exported by the EAP method. The MSK is at least 64 octets in length. In many existing implementations an AAA server acting as an EAP server transports the MSK to the authenticator.

Extended Master Session Key (EMSK)

Additional keying material derived between the EAP client and server that is exported by the EAP method. The EMSK is at least 64 octets in length. The EMSK is not shared with the authenticator or any other third party.  

Pairwise Master Key (PMK)

The portion of the MSK used by IEEE Std 802.11i-2004. This is the first 32 octets of the MSK.

2.0 EAP Review and Analysis

Figure 1 depicts the physical flow of messages in EAP authentication and keying.

       Peer (Supplicant) <-----------------+ NAS (Authenticator)

                                           |    ^

                                           |    |

                                    Mutual /   /

                           Authentication /   / MSK and

                                     and /   / expiry time

                    MSK/EMSK derivation /   / distribution

                                   <----   /

                         EAP Server -------

Figure 1. EAP Authentication and Keying Physical Message Flow

The authentication is performed by an end-to-end EAP method executed between the Peer and the EAP Server. The NAS proxies these messages; it is assumed in EAP that the NAS does not understand the content of this exchange, as it is method specific, and EAP was designed to shelter the NAS from the details of specific EAP methods. When authentication completes successfully, the EAP Server and the Peer derive a AAA-Key, and the EAP Server passes the AAA-Key to the NAS.  Currently the MSK is used as the AAA-Key, but [KEYING] specifies an alternative derivation mechanism based on the EMSK as well.  The EAP-Success message delivers the AAA-Key and its expiry timer (Session-Timeout) to the NAS.

Figure 2 depicts the logical flow of messages in EAP authentication and keying. A logical representation makes it easier to illustrate the assumptions made by IEEE Std 802.11i.

IEEE  802.11i amendment makes a number of assumptions about this sequence of messages. These assumptions are

1. The EAP method performs mutual authentication. Unilateral and bilateral authentication enables man-in-the-middle attacks against the Peer, the EAP Server, or both. [AUTHREQ] makes this assumption explicit. 

2. The NAS has a mechanism to guarantee that the AAA-Key is fresh. Notice that the key freshness assumption is different from a message replay protection. Message replay protection is necessary for key freshness, but it is still feasible to deliver an already-used key in a replay-protected message, so replay protection is necessary but not sufficient. Lack of a freshness mechanism enables an attacker to deliver a legitimate but already compromised MSK to the NAS. The EAP session id can be used for this function.

3. The channel between the EAP server and the NAS is protected end-to-end from message forgeries. If this protection is unavailable, then an attacker can create an AAA-Key and masquerade as the Peer to the NAS.

4. The AAA-Key is protected from exposure to any party that might monitor the channel between the EAP Server and the NAS. If this assumption is violated, then the attacker can masquerade as the NAS to the Peer.

5. The EAP Server may not reuse the same AAA-Key with a different NAS. If it did, then compromise of one NAS would compromise the Peer’s data at every NAS that used the same MSK. [Housely56] also includes this requirement.

6. The EAP peer has a mechanism for determining the authenticator identity, and the authenticator has a mechanism for determining the peer identity.  Where the identities of one or more of the parties are unknown, the AAA-Key scope is undefined. 
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Figure 2. EAP Authentication and Keying Logical Message Flow

The logical message flow illustrates that the  Peer and the EAP Server do not explicitly agree with the NAS that  the NAS will use a particular AAA-Key. The NAS is never told explicitly by the EAP Server which Peer corresponds to the AAA-Key. The EAP Server does not bind the AAA-Key to the authenticated identities of the Peer and the NAS. An acceptable EAP method must provide this service. This binding of the NAS and Peer identities to the AAA-Key must be delivered to the NAS and the Peer.

The evolution of IEEE 802.11 access point technology exacerbates this first problem. Originally, access points were distinct stand-alone devices, and each AAA-Key corresponded to a single device. Each access point represented a separate cryptographic boundary. The IEEE 802.11 station associated with the Peer identifies each cryptographic boundary by the MAC address of the access point, and the keying architecture specified in Clause 8.5 of IEEE Std 802.11i is based on this identification. In particular, the PTK derivation binds the MAC addresses of the station and access point to the AAA-Key, not device identifiers. The discovery and negotiation procedures defined in Clause 8.4 of IEEE Std 802.11i also implicitly rely on this identification.

More recent architectural advances have led to access points based a different architecture. Here each access point is a component of a central switch called an Access Controller (AC). The AC hosts the Authenticator for each of the access points it controls, maintains the AAA-Key, and performs all the IEEE 802.11i cryptographic operations for them. This architecture maintains the AAA-Key within a single cryptographic boundary, so conforms to requirement 5. However, the only access point identifier IEEE 802.11 currently makes available to the station is the MAC address of the access point. The station cannot distinguish usage in this new architecture from compromise of the AAA-Key.

 A binding of the AAA-Key, or at least the PMK, to the cryptographic boundary determined by the switch is needed. Multi-radio clients are beginning to appear, and they will lead to the same difficulty, as the access point will no longer be able to identify such devices by MAC address.

A second problem is that the Peer never learns the expiration time for the AAA-Key. Since the Peer cannot anticipate when the AAA-Key will expire, it must either re-authenticate too frequently or risk a service disruption when the AAA-Key expires. In the latter case, the Peer learns of the expiration  implicitly, as it sends datagrams protected by the AAA-Key, but receives no data traffic in return.

3.0 Keying Requirements

This section formalizes the requirements for keying. 

3.1 Some Prudent Engineering Practices

In [DESIGN], Abadi and Needham share a number of design heuristics that they learned from their experiences designing and analyzing protocols; many of the heuristics apply to the problem of key distribution. Some of their lessons are useful here, in that they can help identify what is missing from the current keying architecture. The heuristics most relevant here are

· Use explicit communication. Every message should convey all the information it needs to explicitly specify what it means.

· Fully specify the semantics. All of the conditions for a message to be acted upon should be spelled out.

· Name entities. If the identity of a Principal is essential to the meaning of the message, include the name explicitly.

· Make trust assumptions explicit. The protocol designer (and implementer and deployer!) should know which assumptions and dependencies are necessary.

3.2 Mandatory Requirements

1. A keying protocol must cryptographically bind the EAP Peer’s authenticated identity, the NAS’s authenticated identity, the AAA-Key expiration condition, and the AAA-Key name in a message from the EAP Server to the EAP Peer. 

2. A mechanism must be specified by which the EAP Peer’s authenticated identity, the NAS’s authenticated identity, the AAA-Key, AAA-Key expiry condition, and the AAA-Key name is cryptographically bound in a keying protocol message from the AAA server to the NAS..

3. A keying protocol instance must be bound to the particular instance of the EAP method that derived the AAA-Key. 

4. A keying protocol must include a session identifier that allows the EAP Peer to distinguish one instance of the keying protocol from every other instance.

5. A mechanism must be specified to include a session identifier that allows the NAS to distinguish one instance of the keying protocol from every other instance. 

6. The keying protocol must protect the EAP Peer from forgeries of keying protocol messages. [

7. A mechanism must be specified to protect the NAS from forgeries of keying protocol messages. 

8. A keying protocol must not expose the AAA-Key when it is transferred between the AAA Server and the NAS.

9. An EAP method must produce an authenticated Peer name

3.2 Desirable Requirements

10. A keying protocol should compliment EAP. EAP is already adequate to meet the authentication needs of IEEE Std 802.11. Addressing keying issues raised by EAP and the EAP key draft [KEYING] should not make significant changes to EAP itself.

11. A keying protocol should use one or more of the keying hierarchies in [KEYING]. In particular, the protocol should still convey the AAA-Key and AAA-Key name from the AAA Server to the NAS. A new keying hierarchy is not required.

12. Keying should become explicit. AAA-Keys should be generated by explicit agreement between the Peer and the EAP Server instead of as a side-effect of authentication. All of the parties need to explicitly agree upon the AAA-Key and upon the key derivation scheme used.

13. The mechanism in 2 should allow the NAS to deduce that the distributed AAA-Key is fresh. As discussed above, the NAS needs an assurance stronger than message replay protection to know that the distributed AAA-Key is indeed fresh. Key distribution mechanisms provided should somehow guarantee that the AAA-Key has not been used before. This function is lacking today. Change should to must or move to desirable.

14. If keying material exists and has not expired, it should be possible for the EAP Server to construct a new AAA-Key and provision it without a new instance of EAP authentication.

15. The keying protocol should allow the Peer to request a fresh AAA-Key be delivered to the NAS. The Peer should be able to specify the fresh AAA-Key by name.

16. In order to do 15, the EAP method must associate an authenticated EAP Server name with each key.

3. Security Considerations

This entire draft concerns security. It analyzes current practice and suggests some requirements that are missing today. Re-work, based on changes above.

(a) Requirement 12—keying should become explicit—forces protocol designers and implementers to more fully understand the implications of using a AAA-Key. .

(b) Requirement 1—EAP server attestation of the AAA-Key binding to the Peer—specifies to the Peer a contract on the acceptable usage of the AAA-Key. This will allow the Peer to distinguish proper AAA-Key usage by the NAS from improper.

(c) Requirement 2—EAP server attestation of the AAA-Key binding to the NAS—specifies to the NAS a contract on the acceptable usage of the AAA-Key.

(d) Requirement 4—any new keying protocol include an instance identifier—protects the Peer from replays from earlier protocol instances.

Definition of a keying protocol meeting the requirements of this document will support the security assumptions made by the IEEE  802.11i amendment and enable better security practices involving switched access points and multi-radio stations.
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