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Abstract

This submission is a direct response to the WNM PAR+5C:


11-04-0537-08-0wnm-wnm-draft-par.doc


11-04-0684-01-0wnm-draft-5-criteria-wireless-network-management.doc

I do NOT support this PAR as written.

I do think that defining additional wireless network management capabilities is a useful exercise, but the PAR in its current form doesn't clearly deliniate what the Task Group would address and what it would not address, or define the requirements for success (i.e. how will we know when the TG is done?).

Therefore I have prepared this treatise.  The treatise consists of an analysis of the field and comments related back to the PAR revision cited above.

Introduction

This submission is a direct response to the WNM PAR+5C [1, 2].


11-04-0537-08-0wnm-wnm-draft-par.doc


11-04-0684-01-0wnm-draft-5-criteria-wireless-network-management.doc

I do NOT support this PAR [1] as written.

I do think that defining additional wireless network management capabilities is a useful exercise, but the PAR in its current form doesn't clearly delineate what the Task Group would address and what it would not address, or define the requirements for success (i.e. how will we know when the TG is done?).

Therefore I have prepared this treatise.  The treatise consists of an analysis of the field and comments related back to the PAR revision cited above.

Purpose
This treatise and the associasted comments could serve three purposes:

1. guide people in forming their vote for LB72,
2. guide the WNM Study Group as to how to revise the PAR+5C to achieve a higher level of confidence in the outcome, and therefore a higher percentage of consensus on their PAR+5C project request during the November 2004 plenary meeting, or
3. serve as a starting point for the task group (when formed) to determine the requirements it seeks to meet during its work.

Analysis of The Field

The PAR document and subsequent email messages on the reflector indicate that there seems to be some confusion of intra-device mgmt and inter-device management.  In this context, management equals configuration, provisioning, monitoring and control.
Normally SNMP implements an intra-device mgmt engine which then allows external management of the device.  It does not typically allow for management of one device through another device (i.e. inter-device management).  For example, an Ethernet switch typically contains an SNMP engine that creates an SNMP interface that is visible from outside the switch box.  That SNMP interface only provides access to the management entities within that switch box (i.e. the SNMP MIB objects within that switch box).  Security of that SNMP interface can be provided via SNMPv3.

With WLAN components (APs and mobile STAs) the situation becomes more complicated for two reasons.  First, there are now two conceptual devices, and those two devices are very closely coupled.  Second, the AP and mobile STA are two separate physical devices, and the communication link between them is wireless, so that communication link itself is subject to attack (eavesdropping, perversion, spoofing, and so on).
So, the number of entities to consider has increased dramatically to include:

1. the AP itself

2. the mobile STA itself

3. the aspects of the AP that are closely coupled to the mobile STAs (e.g. the list of STAs that are associated with the AP)

4. the aspects of the mobile STA that are closely coupled to the AP(s) (e.g. the list of candidate APs)

5. the communication link between the AP and the mobile STA (implying a potential desire to manage the mobile STAs through the AP)

Approaching those entities in order ...

1. the AP itself

This includes the management of the AP's as-relates-to-self entities: e.g. SSID, channel of operation, supported data rates, basic rate set, and so on.

2. the mobile STA itself

This includes the management of the mobile STA's as-relates-to-self entities: e.g. SSID, supported data rates, preamble length, and so on.

3. the aspects of the AP that are closely coupled to the mobile STAs

(e.g. the list of STAs that are associated with the AP)

This includes information that the AP has collected for each mobile STA, including statistics counters, supported data rates, last transmit data rate, and so on – in short, the mobile STA's full WLAN Context Information within the AP.
802.11k will add measurement data for each mobile STA associated with the AP (and perhaps even for mobile STAs that are not yet associated) so conceivably the AP information in this category would want to include that measurement information as well.

4. the aspects of the mobile STA that are closely coupled to the AP(s)

(e.g. the list of candidate APs)

This includes the list of candidate APs that the mobile STA maintains (or periodically determines) that is used for roaming purposes, i.e. the list of all nearby APs with matching network parameters (SSID and other capabilities).

5. the communication link between the AP and the mobile STA

This is embodied by the actual over-the-air (OTA) interface between the AP and mobile STA.
There are three types of frames used by the OTA i/f: control frames, management frames and data frames.  Only data frames are [optionally] secure.  Control and management frames are always sent in the clear and therefore are subject to attack.

Comments on the WNM PAR+5C Related to the Five Entities

Having now defined those five conceptual entities let’s examine those entities with-respect-to (wrt) the WNM PAR+5C.

1. the AP itself

This is addressed today by SNMP MIB objects defined in the standard.

All amendments to the standard are required to define a corresponding set of MIB objects.

Deficiences in this category could be addressed as part of a new task group.
2. the mobile STA itself

This is addressed today by SNMP MIB objects defined in the standard.

All ammendments to the standard are required to define a corresponding set of MIB objects.

Deficiences in this category could be addressed as part of a new task group.
3. the aspects of the AP that are closely coupled to the mobile STAs
Today the vast majority of these items are unspecified.

These items could easily be defined by adding an appropriate set of MIB objects.

The baseline set could be defined in a new task group.
Thereafter, each TG should ammend the baseline set to correspond to the new features and functions added by that ammendment.  In some cases this may be a gating item, for example the extensions defined by 802.11k are useless unless the corresponding MIB objects (including those in this category) are defined as part of the ammendment.

That said, TGk may face a complication in that it cannot extend the baseline category 3 items to correspond to its newly created feature set until the baseline category 3 items exist.  Note that forming a new TG will not improve this situation—in fact it will make it worse.

4. the aspects of the mobile STA that are closely coupled to the AP(s)

Similar to category 3, the items in this category are largely unspecified, and could be defined by adding an appropriate set of MIB objects (as part of a new task group).
However, there seems to be some concern that items so defined would be useless because no client mechanism exists for accessing the mobile STA's MIB objects and operational parameters.
There are two aspects to those concerns: use of the items within the mobile STA itself and use of the items by an infrastructure network entity (starting with the AP and extending to other potentially more central entities in the network).
1. The aspect of utilizing these items within the mobile STA itself seems to be a non-issue since each client platform OS vendor has defined their own mechanism for accessing such management entities via the client system software (e.g. Windows allows for the definition of OIDs that can then be accessed from the device driver properties dialog box).  Don't confuse lack of definition of MIB objects (see Annex D) and operational parameters (see Clause 10), both of which are the responsibility of 802.11, with lack of device management access (which is not 802.11's responsibility).  If the support in the later area is lacking, talk to your mobile STA hardware vendor, your mobile STA driver vendor and your client system software vendor.

2. The aspect of utilizing these items from an infrastructure network entity raises the spectre of how to provide access to such items under diverse conditions.  For example, what mechanism should be used to remote the management interface?  Does that remote management interface need to be secure?  Those questions in turn lead to the category 5 considerations.

5. the communication link between the AP and the mobile STA

Considerations in category 5 relate to the process of making the category 2 and category 4 items accessible remotely, i.e. from the infrastructure network.
Questions arise as to whether the remote interface needs to be secure, and when (i.e. under what conditions) it needs to be available.  For example, a secure link can easily be provided by using the normal data path (e.g. SNMP packets) to remote the interface to the category 2 & 4 items.  However, that link is only viable after many configuration steps have already been met.  The PAR hints that there is the desire to utilize this remote link prior to successful establishment of a working communication link.  This can lead to a catch-22 situation since the mobile STA is not visible on the wireless network until at least some of the WLAN parameters have been properly set, and (depending on the transport model choosen) SNMP may not be available until an IP connection has been established.  Note that use of IP packets to transport SNMP information is optional [3].  Hence, two aspects of the remote link need to be considered: the actual transport mechanism itself and the temporal aspects of that transport mechanism.
Another aspect: Which mobile STAs can be accessed under such a scheme?  i.e. only those that are part of the logical network in use, or all devices within range??
802.11 management frames could be exploited to deliver such support, but then the remote interface link would be insecure (because 802.11 management frames are not secured).
Summary

Per the analysis shown above, the five categories could be addressed as follows:

1. the AP itself  ( as part of a new task group
2. the mobile STA itself  ( as part of a new task group
3. the aspects of the AP that are closely coupled to the mobile STAs

( baseline set could be defined in a new task group

( 802.11k’s needs should be defined as part of 802.11k
4. the aspects of the mobile STA that are closely coupled to the AP(s)  ( in a new task group
5. the communication link between the AP and the mobile STA (remoting of 2 and 4)
 
if SNMP is the transport, just define appropriate MIBs
 
else define a new transport (using 802.11 management frames?)
 
either approach could de defined in a new task group
Conclusion

The PAR should clearly define which of the five areas, or combinations of the five areas, that the Task Group will address and which it will not address.
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