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· Call to order

· Agenda – Document 11-04/1414r0

· Review operating rules for a Task Group.
· Review IEEE 802 policies and procedures for Intellectual Property.
· Any comments on the minutes in document 11-04/1034r0 from the September meeting?

· Approve meeting minutes from last meeting 11-04/1034r0.

No objections to approving the minutes.

· Discussion on the agenda (Doc: 11-04/1414r0) for this meeting:
Presentations in this meeting

Overview of additional presentations on Thursday, beyond 8 proposal scheduled presentations.
Each presentation given 59 minutes for presentation and discussion.  1 minute for the straw poll.

· Any objections to approving and accepting the agenda? None

· The agenda is unanimously approved.

· Group stand-down till 4:25pm. No objections.

· Presentation #1: 11-04-1179-00-000r-fast-bss-transition-tunnel.ppt: Haixiang He

The frame for STA tunnelling cause impacts on hardware, silicon, firmware, and drivers, and software.  All in software can be serious complications.  
 Latency in the tunnelling path is still to be determined.  Movement of MPDUs between APs can be complicated.  Speakers response that backend inter-DS transition is assumed, and dependent on backend architecture.
Question whether APs can be reached from STA.  Answer is yes.

Buffering time and latency involved may break higher applications like TCP.  Is this signalling time impacting higher layer.  Clarification recommended offline.

Security and QoS assumptions of the proposal.  They use existing standards for doing these, and follow supporting assumptions.

Looks like multiple APs within a switch.  Discussion offline due to time constraints for this presentation.
Is traffic to new AP in tunnel encrypted? Yes, in old APs keys
Does tunnelling involve MTU changes and fragmentation.  Answer: Yes, maybe.

STRAW POLL: Straw Poll on presentation 1: 11-04-1179-00-000r-fast-bss-transition-tunnel.ppt: Haixiang He: The TG requests the presenter to provide further details of the proposal at the next step. 

Result: Yes - 36; No - 25; Abstain – Not Done, due to time constraints.
· Recess until the 7:30pm session

Monday November 15, 2004

7:30pm – 9:30pm

· Call to order.

· Reminder for online Attendance.

· Presentation #2: 11-04-1180-00-000r-fast-roaming-using-multiple-associations.ppt: Bob Beach

802.1h does not exist anymore.  Response that this is an 802.3 packet.
 TSPECs setup with multiple APs, so a lot of TSPECs are setup.  Can cause resource exhaustion.  Response that TSPECs come and go with associations.
TSPEC and security is separable, and good this proposal showed that.  

When does the STA get a list of multiple APs?  Does STA changes channels to get this information? Response that STAs always scan, when they get a chance.  They scan in background, and build the list of AP table.  This proposal takes this model one step forward.
Question on slide #13, second point.  Response clarifies that this is not just data, but management packets.  Clarification on which management frame…which can be dis-associate frame.  
What happens when secondary APs want to send information to the STA?  Response that STA sets in PSP mode.

TSPEC schedules updates to prevent locking multiple resources.  Response that this will have to be taken into consideration.

Assumptions on overlapping of areas between multiple APs, and how fast the STA moves.  Response that mobile STA could have association with every AP, and make the list as it roams.  So, STA can remember which APs it has associated with.

Cannot work as stated, even if concept is good.  Power save mode with one AP, and broadcasts (due to 802.11F) can cause the current AP to drop the STA, even before the STA re-associates with any new AP.  So, proposal needs modification to disable 802.11f functionality.
How do you maintain live-ness of a local association.  What if an AP is suddenly overloaded or crashes?  How does STA know if resources are still at that AP.  Response that when STA sends a data packet to this AP, then it will fail and STA knows resources are no longer there.
Does not address long delay in DS data transfer, like in mesh?  Response that this item needs to be looked at.
How does the broadcast key be updated?  Response that this needs to be thought of.

Can this proposal go all the way to 4-way handshake?  Response that this needs to be looked at.
4-way handshake uses data packets, so to what extent does the proposal uses data packets.  Response that the data packet is to the extent that DS sees or does not see this data packet.

At what point you reserved resources?  Response is at either time, before or after the data packet is sent.  So, a concern that a lot of resources be reserved.

Main concern on power save and channel switching.  Is it acceptable to ding the application?  Response  that it depends on implementation.  Periodic voice traffic can be handled well.
STRAW POLL: Straw Poll on presentation 2: 11-04-1180-00-000r-fast-roaming-using-multiple-associations.ppt: Bob Beach: The TG requests the presenter to provide further details of the proposal at the next step. 

Result: Yes - 47; No - 4.

· Next presentation starts at 8:30, so next presenter prepares setup.  Group stand down until 8:30pm
· Presentation #3: 11-04-1185-00-000r-motorola-fast-handover-proposal.ppt: Steve Emeott
Pre-authenticate is slowed down.  Why was it done this way?  Response that PMK is associated with the authenticator, and is done to take care of cases not covered by pre-authentication.
Experience in cutting down the messages, and implications, like messages getting lost and re-transmissions.  Response that the proposal makes things more predictable.
In 802.11i, STA moves back to older AP, that PMK has to be cached.  This proposal requires a new PMK at the AP.  Response that this is taken care of, and this can allow re-use of PMK.

A lot of backend communications needs to take place.  Response: yes.

STRAW POLL: Straw Poll on presentation 3: 11-04-1185-00-000r-motorola-fast-handover-proposal.ppt: Steve Emeott: The TG requests the presenter to provide further details of the proposal at the next step. 

Result: Yes - 54; No - 8;
· Recess until November 16th, 2004, 8:00am.

Tuesday November 16, 2004

8:00am – 10:00am

· Call to order; Online attendance reminder.

· Presentation #4: 11-04-1186-00-000r-pekm.ppt: Bernard Aboba
Not clear how many original MAC frames intend to keep.  Response that PEKM frames may not need all original frames like open auth.
 Slide 9, how are ANonce and SNonce are being derived.  Response that they are increments.
Authenticator keeps the keys and is it OK to share with multiple APs.  Response that there are multiple ports and can be shared.

How do we determine the key scope.  Response that Key scope is advertised, and verified using EAP channel binding.

No QoS support.  Response that the capabilities field is broad to include TSPECs.

You may be wasting resources by too many reservations.  Response that Yes.

The first 2 messages can be done over pre-auth channels, as they are data frames.  Second 2 messages are not data frames.

Slide 10, next-payload field: does it show continuation.  Response just like IKE.

Main proposal is to make them data frames.  In some situations, this frame could become large, and hence, fragmented.  Response that this would limit number of PMKIDs.

Why do we want PTK lifetime, as either STA or AP can initiate a new handshake.  Response, that resource exhaustion defense from AP.  PTK timer is just to ensure the STA shows-up before this timer expires.
On channel binding issue, AAA server is shown to wireless system, as opposed to showing wireless information to AAA server.  Example, STA may not have any clue about NAS-ID, and STA should be able to send SSID and that verified with AAA server.
This is “Auth before Associate”, and how can this be media independent.  Response that this is intended to be media independent, and can be encapsulated over Ethernet.  802.16 can use the same key exchange.
If STA decides to roam, then what happens when STA roams to new AP.  Response that PMKs states at APs as in .11i.  Now, we establish PTK state at new AP.  When STA decides to roam, re-associate request with PEKM messages 3 and 4 is sent to new AP.
Agrees with most stuff, and bothered by channel binding.  Key binding should be based on authenticated identities, and should be orthogonal to the money part in channel binding.  Response that NAS-ID should be sent same in both directions.  Suggested that a hash.

STRAW POLL: Straw Poll on presentation 4: 11-04-1186-00-000r-pekm.ppt: Bernard Aboba: The TG requests the presenter to provide further details of the proposal at the next step. 

Result: Yes - 58; No - 0;
· Group stand-down for 15 minutes.

· Presentation #5: 11-04-1181-00-000r-proposal-fast-inter-bbs-transitions.ppt: Xiaoning He
Not described clearly if AP requires backend communication with Policy Server.  Response that this is showing packet delivery sequence.
Also, the setup is also part of critical data path, and data path is cutoff temporarily with current AP.  Response that this is true, but this sequence is dealing with roaming packets.  It is not related to payloads, and is a short 2-4 packet delivery.  AP scheduler can decide how to handle this.  The discussion on benefits was done.
The math may be correct, but insidious.  10 msec of data in codec is 16 bytes for VoIP, and you may not be able to work in networks, as VoIP packets smaller than 1000 bytes.  Response that this takes care of other packets beyond VoIP, like data packets.  Main point that delay changes a lot with multiple APs.
Currently, with existing APs, few APs can perform the handshake in turnaround time proposed in this proposal.  So, some assumptions can be misleading.  Response that a response time field is included to measure time taken by APs.  Channel will not be held for entire duration of the poll.
Slide 11, what about turnaround time for TSPEC, when TSPECs can or not be honored.  Response that there is no processing delay in this proposal, and is orthogonal.  That is because processing delays can be part of other delays.  This proposal is part of a larger problem to be solved.
Wondering if TGr needs to address polling situation.  Response that this is a decision for group to make.  

In an HCF system, can we do fast roaming without using HCF?  Response that yes, it can be done, and EDCA mode can be used.  Request Information IE is new IE in this proposal.

Mode can also be addressed in bits in TSPECs.  Response that this proposal is just for short package exchanges.  When roaming between 2 modes, bits in TSPECs will also be needed.  Response, yes.
Slide 4: Clarification that there are 10 frames that STA must exchange.  Response that current STA can select a backoff number (say, 10).  

Slide 5: Optimistic to think AP can receive a request frame, and what about latency in APs processing.  Response that there will be processing delays, and will be taken care in scheduling by the AP.

How does AP enforce that packets sending are used for handoffs?  Why cannot STA send all packets at high priority.  Response that this is how TGe is designed.  However, TGe can authorize STA for some traffic to be high priority.  Response that if DoS is a concern, then there are other ways to do so.
Is this subject to admission control?  Response that response given in last question.
STRAW POLL: Straw Poll on presentation 5: 11-04-1181-00-000r-proposal-fast-inter-bbs-transitions.ppt: Xiaoning He: The TG requests the presenter to provide further details of the proposal at the next step. 

Result: Yes - 31; No - 12;
· Recess until 10:30am.

Tuesday November 16, 2004

10:30am – 12:30pm

· Call to order; Online attendance reminder.

· Presentation #6: 11-04-1184-00-000r-ap-scanning.ppt: Fujio Watanabe
If STA gets an ACK, and goes off-channel, then probe response may not gets its ACK back, and be re-transmitted.  Response that it is appropriate for finding an AP, but ACK scheme needs to inform AP to not keep re-transmitting.
You can see 20 msec or higher time that this scheme may take.  Response that this is valid.
You know deterministically when AP is not there, and when you get a response.  In highly loaded situation, you may get delays in the response.  Response that this needs more thought.
802.11i currently allows unicast probes.  There was a discussion on this.  It was discussed in TGm, as well.  Any probes can be sent, but not called scanning.  You can send it to the broadcast address with an individual BSSID, as mentioned by someone.
Is scanning out of scope for TGr?  Can we specific what information is needed from TGk?  These were general comments.
TGk came up with a deterministic scan.  If there was a loading problem on a channel, it was marked as dead.  You can do scan often if it does not take a lot of time.

Do we need to invite more interpretations of scanning in 802.11 (.  Mentioned by someone.

Active scanning is OK in 2.4 GHz band, but illegal in some other bands.  Response that this will be used only in this band.

Concern on how one gets more information from TGk, as indicated by people.  We can get information from TGk mechanisms, beyond scans.  So, TGk can give a lot of information, but may not be up-to-date and may be delayed.
STRAW POLL: Straw Poll on presentation 6: 11-04-1184-00-000r-ap-scanning.ppt: Fujio Watanabe: The TG requests the presenter to provide further details of the proposal at the next step. 

Result: Yes - 49; No - 5;
· Group stand down for 20 minutes

· Online attendance reminder

· Presentation #7: 11-04-1170-00-000r-just-in-time-2-phase-association-fast-bss-transition-proposal.ppt: Nancy Cam-Winget
This outline has a property that a new exchange with next AP.  How these exchanges interleave with voice calls?  When we make final decision, final mechanism has to show this interleaving with existing VoIP calls.  What happens when we miss a response?  Looks like some exchanges will have a measure of time.  Response that it is a good observation.  Clarified that reservation is over-the-DS, and so, interleaving may be addressed.  The only off channel case is query.
 Why do we need query?  Response that it is under consideration.
One or more Policy Servers on the subnet?  Response that it depends on implementations.

Discuss 3 levels in details.  From STA perspective, dueling scenarios on whether to make reservations.  Asking for a case for reservations?  Response that not dictate particular policy on everyone.  Networks may need, or never need a reservation.  

What we don’t hear from proposals that what happens to data piled up on old AP?  Response that data flow may not be disrupted.  It is in-scope, but it may be dropped.  First proposal addressed this scenario.  

Is LPS local in the neighborhood?  Whether reservations require latency in backend?  Response that minimize DoS attack.  Can something be done to minimize this latency?  Response that it is indeterministic, and network dependent.
If STA allocates all resources at APs, that is a DoS attack.  Backend is out of scope of TGr.  Is proposal backend a recommendation only, or something beyond that?  Will they be in TGr?  Response that they are just recommendations, and currently, not intended to be as part of TGr.  The properties are required, and how you get them is out of scope.
When do you initiate this process?  Response that this is done by STA, just like in any proposal.  
Someone likes the Query response mechanism, but it is concurrent with current channel.  Now, STA decides to do something with new AP, then when will decision point happen?  Response that STA has way of monitoring voice quality, and may happen when STA determines.  These are implementation issues.  Questioner disagreed with this response.  An important property in 802.11 is nothing is absolutely guaranteed.
Comment on reservations not being free, cost of IT, policy, and for every network condition.
STRAW POLL: Straw Poll on presentation 7: 11-04-1170-00-000r-just-in-time-2-phase-association-fast-bss-transition-proposal.ppt: Nancy Cam-Winget: The TG requests the presenter to provide further details of the proposal at the next step. 

Result: Yes - 76; No - 0;
· Recess until 1:30pm.

Tuesday November 16, 2004

1:30am – 3:30pm

· Call to order
· Presentation #8: 11-04-1183-00-000r-tap-proposal.ppt: Paul Funk
When you switch to another AP to send this message, do you need to know which channel this new AP is on?  Response that yes.  STA will normally look for new APs.
 During Discovery phase, you find a number of APs, and when you get on-channel and older AP is gone, then what do you do?  What if you have to find a next AP in a hurry?  Response that if we have to address AP discovery, and specify what in 802.11k can be used.
Useful if we can quantify how this key hierarchy is better than what exists today?  Response that we have 4 packets before association in normal 802.11, and in this proposal, there are 2 roundtrips/1 roundtrip prior to association.

One advantage of this proposal is saving trips to backend server.
How is it different from PMK caching?  Response that caching is akin to going back to the previous AP.

Do all APs belong to the same NAS?  Response is yes.  There could be 1 or more RADIUS clients in the key circle.  AAA server now cannot tell the clients apart, as they are impersonating each other.  Response that there is no flooding and no impersonations.  AAA server can differentiate between where the client is coming from.  

Derived PMK is being shared.  So, what if someone gets this Derived PMK.

A number of questions on how to delete the reservations, or remove state from old AP?  Response that this may be done in proprietary ways, or some other ways of maintaining state.  A cap on how many reservations limit this state changes.  In principle, you can make other resources reservations, and there is a timer on each reservation.

STRAW POLL: Straw Poll on presentation 8: 11-04-1183-00-000r-tap-proposal.ppt: Paul Funk: The TG requests the presenter to provide further details of the proposal at the next step. 

Result: Yes - 54; No - 0;
· Original threshold was 25% in down selection process.  Every proposal got over this percentage.
· On to Step 2 of Down Selection process.  All documents on the server will follow new templates, which are not available, yet.
· All preliminary text must be on the server by Dec 17th, 2004.
· Defining what is “preliminary draft text”? Anyone awake?

Should be more than a pager, or couple of pagers

If people do so, then those proposals will be penalized in Step 3 of the down selection process.

Make no changes, and let is be what it is.  So, if people don’t have enough text, then they may not be considered for next round.
Suggestion to make the draft text, as a stand alone text, and minimize references to original drafts.
· Is it still possible for proposals to combine, and that is encouraged?

Yes, and is encouraged.

· Is it possible to use the 50% voting rule and be used to circumvent the 75% rule

Suggestion to hold all votes at the end, or hold the results at the end

Holding results may not help very much
A motion may be proposed Thursday

· Review agenda and modifications

A number of presentations scheduled

Break session for TGn vote on Thursday at 2:15pm.

Agenda accepted as modified for 2 presentations.  No objections.

Any objections to recessing until Thursday 10:30am.  No objections.

· Recessed until Thursday 10:30am.

Thursday November 18, 2004

10:30am – 12:30pm

· Call to order

· Review agenda.  Discussion on TGn vote at 2:15pm, and break for people to walk over to Convention Center, and vote.  TGr may be working in the 3rd session today.

· Agenda accepted, with no objections.
· Online attendance reminder.

· Presentation: 11-04-1498-00-000r-ieee-802-11-keying-requirements.doc: Jesse Walker
Concern that all current EAP methods to not meet these requirements.  Where does this document fit in time?  Most current methods are meeting existing IETF EAP method requirements.  Russ Housley asked for 802.11 input into the EAP keying requirements, currently underway in IETF.  This document is attempt as a first cut of the requirements from 802.11, into the EAP keying requirements.
Clarification that all text in this document was written by the authors, and not taken out from any existing IETF RFCs or drafts.
Editorial comments that bullets 3 and 4 should be clarified in section 3.2.  Bullet 5 also talked about the NAS, just like bullet 3, and needs editing.
Comment 9 may be asked to be included into the EAP method requirements in IETF.
Do these requirements apply to the derived keys?  Response that these are only pertinent to initial session keys, and not to how 802.11i or .11r may derive these keys.  The binding is actually constructing a contract on the correct use of the key.  These requirements ensure that bad guy also has to follow the rules!
Bullet 12 needs to be clarified in defining “all parties”.
Comment that there is some conflict from US Govt. to not re-use keys.  Comment that in NIST SP-56 (ongoing), there is suggestion that all keying inputs be not re-used.  However, TLS session resumption is possible using prior key inputs.  This ambiguity needs to be resolved by NIST.
In IEEE 802.11r, cached keys may be used by bad guys, and this is done to buy performance in .11r.  So, compromised devices and key caching duration are some factors that are not clarified in .11i.
EAP keying requirements specify mechanisms to name EAP peer/server and keys.
No distinction between keying and re-keying.  Re-keying will push the old key out.  “Freshness” is tied to the current session, and so, for long lived sessions, policy may enforce re-keying.
Question on the motive of this document, besides being educative.  Response that the keying issues are spilling over into IETF CAPWAP, and so, a goal is to make these part of .11r proposals.  Different AP architectures tend to share keys in different ways, and some of which violate good usage.  This document is official input into IETF.  More work may be required by IETF to fill-in few functions that are missing
· Document: 11-04-0160-07-000r-ieee-802-11-eap-requirements.doc: Dorothy Stanley
Review edits, changes, and comments in this document.
Substantive change in requirement 4.  Other comments are normative.
Can changes be made to documents in RFC editor queue?  This can be done with an IETF process, including permission from IETF Area Chair.
MOTION: Move to request Stuart J. Kerry, Chair of IEEE 802.11 to send the letter in 04/0160r7 to Herald Alvestrand, IETF Chair, with a copy to the IESG, requesting publication of the “EAP Method Requirements for Wireless LANs”, as an IETF Informational RFC, including the one sentence change indicated in r7.
By: Dorothy Stanley
Second: Jesse Walker
Discussion:  An amendment to add last sentence.
· None.

Result: 
Yes – 46; No – 0; Abstain – 7. Motion Passes.

· Document: 11-04-1387-00-000r-network-beacon-announcement-scanning-method.ppt:Dirk Kuijsten
Refer to document 11-04-1380-00-000r for additional details, as a supplement to this document.

Clarification that STA will perform the scans and report back to the serving AP, which will send to other APs and to other STAs.  This does not require NTP.  Multiple scans can be done at multiple APs, but this generates more packets on the air.  This is the expense of more management frames on the air, and will congestion be seen?  
This proposal requires time distribution and time synchronization, as it becomes more important.  Concern that reliance on time of the STA may be unreliable, or may not even be possible.  Dependence on time requires robust, accurate, and distributed time from the wired network, and not depends on the STA time.  Response that all STAs may not participate 
TGk does not depend on STA for any measurement, and explicitly states that how those values are filled-in is out of scope of TGk.  TGk focuses on deliver of measurements to the STA, and not how those measurements are filled.
Is this active scanning, but is termed passive scanning?  Clarification that this still comes within the passive scanning.
Comment that it is extremely important that the TBTT is accurate to within 1.5 msecs.  If this does not happen, then the schemes will break down.  With load balancing, this becomes more critical.
· Document: 11-04-1121-02-000r-tgr-process-requirements: John Edney
Change the down select process to vote at the end of all proposal presentations.
Discussion why the motion is worded in a negative tone?  Explanation that this was a positive action to ask proposals to be eliminated.  Add explanatory comments to the ballot.
Can the ballot be politicized?  Can voters be left out?  Once vote is done, then all votes will be tabulated.  There may be an ExCom ruling on how voting is done.
Single vote will be done on paper.  There will be multiple options on the same voting ballot.  A rule for roll-call is at the discretion of the Chair.
MOTION: Modify Step 2 of process outlined in doc 11-04-1121-02 as follows:

· Proposal sponsors announce intention to continue or withdraw 30 days prior to January meeting

· Order of presentations of proposals drawn randomly by the TGr chair.

· Yes/No/Abstain Voting Member written ballot on proposals after all proposals have been presented

· The motion shall be “The TG will eliminate this proposal from further consideration.”

· Results of votes are not announced until after all votes are recorded.

· For each proposal, if the motion passes by a simple majority the proposal is eliminated

By: John Edney
Second: Mike Moreton
Discussion: 
· Voting will be simple majority of 50%
· MOTION: Motion on calling the question by Mike Moreton, and seconded by Jesse Walker
Result: 
Yes – 47; No – 1; Abstain – 3. Motion Passes.

· Recessed until Thursday 1:30pm.

Thursday November 18, 2004

1:30pm – 3:30pm

· Call to order; Online attendance reminder
· Document: 11-04-1460-00-000r-proactive-pre-allocation: Mike Moreton

Slide 4:  Are these considered realistic numbers for a realistic network case?  Any data which may be useful will help in developing a queuing model.  Any estimate of rate of arrival of voice calls, and allocation times?  Most people with voice calls may be relatively stationary.  No estimate of the time required for pre-allocation of resources.
You can use Pareto distribution or others based on patterns.
Comment that this can be done without establishing contact with new AP.  This can be done over DS.

· Recess until 4:00pm for TGn vote.
Thursday November 18, 2004

4:00am – 6:00pm

· Call to order; Online attendance reminder

· Updated document 11-04-1039-04-000r to reflect changes

One hour for every presentation
Next deadline Dec 18, 2004, midnight EST (NOTE the change to EST)

Use new formats for document.
Presentations, along with Preliminary draft, are also due Dec 18th, 2004

No revisions have been allowed for any text on file server, after Dec 18th, 2004

Merges allowed and encouraged

· Document: 11-04-0202-00-000i-4-way-handshake-analysis.ppt: Mike Moreton

What is “2 armies” problem? Is it Byzantine General problem, or 2 armies trying to make peace?  Jesse’s knows it. 
The handshake race conditions can be solved in other different ways, besides recommended in this presentation

What’s the role of TGr in fixing TGi problems?  Response that this is meant to have people think about other design issues, besides security and QoS.

· Is there any objection in empowering the Chair to handle merges after the Dec 17th timeline has passed, and how and when they can update their proposals on the file server?  Seeing no objections, this was accepted by the group.
· How to deal with proposals that do not merge, but handle one aspect of the solution.  And, then accept someone else’s ideas, as their own.  Response that this may not happen as easily.
· Do we down-select unless only one proposal is left?  Response that No.  On the contrary, there may be too many proposals left at the end of the down selection process.
· We still may not have enough time in Monterey to give all proposals 2 hours.  So, with new study groups, less time is left for TGr.  TGr may not get 18 hours or more.
· Meeting is adjourned.
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