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    Abstract

This document specifies the minimum functional requirements and scope for ESS Mesh Networking mechanisms to be defined by 802.11 TGs.  This document is based as a starting point on document 11-04/0970r4.  
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1 Introduction
1.1 Document Purpose

This document specifies the minimum functional requirements that must be addressed by the first draft specification of IEEE 802.11 Task Group s.  It also defines the scope of the efforts undertaken by TGs.  This document is intended to supplement the 802.11s PAR [1] and 5 Criteria [2] documents, which provide the overriding requirements for Task Group s.
The focus of the scope description is to clarify the areas of functionality that will or will not be considered by TGs.  This is intended to provide additional informative guidelines for proposals.  This document does not attempt to further prioritize the “in-scope” functions.  Labeling of individual features as mandatory or optional will be done as a later step.

This document is a working document that presents a “best estimate” summary for the minimum functional requirements and scope of TGs, but which will also evolve and be updated as the TGs effort progresses.

2 Categories for Organization of Functional Requirements and Scope (Informative)
The following table includes a list of system functional categories that are relevant for IEEE 802.11s ESS Mesh Networking, and will be covered by the functional requirements and scope descriptions in this document.   These categories are only informative and intended to help with the organizational structure of the functional requirements and scope items in Section 3 and Section 4.
	Functional Category Label
	Functional Category Description

	TOPO_RT_FWD
	Mesh Topology Learning, Routing, and Forwarding 

	SECURITY
	Mesh Security  

	MEAS
	Mesh Measurement  

	DISC_ASSOC
	Mesh Discovery and Association 

	MMAC
	Mesh Medium Access Coordination  

	SERV_CMP
	Compatibility to 802.11 Services  

	INTRWRK
	Mesh Interworking

	CFG_MGMT
	Mesh Configuration and Management 


Table 1: Functional Categories for TGs 

3 Minimum Functional Requirements

The following table defines the minimum functional requirements that must be addressed by the first draft specification of IEEE 802.11 Task Group s.  A proposal submitted for consideration to 802.11 TGs and declared to be complete is required to meet the functional requirements defined in this table.  A partial proposal may meet some of the requirements stated here. 
A separate comparison criteria document [6] includes a template with an entry for each functional requirement in this table, allowing those submitting proposals to check off which FRs are covered by a proposal and provide references to relevant sections of the proposal where each FR is covered.
Note that the following functional requirement descriptions refer primarily to Mesh Points, which are a class of 802.11 entities including Mesh APs, as defined in [4].
	Number
	Functional Category (see Table 1)
	Name
	Requirement
	From

PAR
	Notes (informative)

	FR1
	TOPO_RT_FWD
	Mesh Topology Discovery
	The proposal shall enable automatic topology learning, including the status and quality of mesh links between Mesh Points.
	X
	This functional requirement is focused on the peer-to-peer discovery of Mesh Points within an ESS Mesh.  This may involve partial or full topology discovery, as required by mesh services.

	FR2
	TOPO_RT_FWD
	Mesh Routing Protocol
	At least one MAC address-based protocol and algorithm shall be defined for dynamic auto-configuration of layer-2 data delivery paths between Mesh APs and Mesh Points over 802.11 wireless links (including across multiple wireless hops).
	X
	Routing protocol(s) should support unicast, broadcast, and multicast (may be provided by a single protocol or multiple protocols).  The term dynamic encompasses mobility, RF propagation variations, etc.

	FR3
	TOPO_RT_FWD
	Extensible Mesh Routing Architecture
	The proposal shall define a protocol architecture to allow for alternative path selection metrics and/or routing protocols based on application requirements.
	X
	The intention of this requirement is to allow different networks to use different protocols, not to require a method by which a single network could use more than one protocol simultaneously.

	FR4
	TOPO_RT_FWD
	Mesh Broadcast Data Delivery
	The proposal shall enable layer-2 broadcast/multicast data delivery across the ESS Mesh.
	X
	

	FR5
	TOPO_RT_FWD
	Mesh Unicast Data Delivery
	The proposal shall enable layer-2 unicast data delivery across the ESS Mesh.
	X
	

	FR6
	TOPO_RT_FWD
	Support for Single and Multiple Radios
	The proposal shall support the use of one or more IEEE 802.11 physical-layer transcievers on Mesh Points.
	X
	A proposal should not preclude the use of a single radio.  ESS Mesh should work with single radio devices but should allow for improved performance with multi-radio devices.

	FR7
	TOPO_RT_FWD
	Mesh Network Size
	The proposal shall support 32 Mesh Points in the ESS Mesh.
	X
	A target configuration is up to 32 devices participating as AP forwarders in the ESS Mesh.  However, larger configurations may also be contemplated by the standard.

	FR8
	SECURITY
	Mesh Security
	The proposal shall utilize IEEE 802.11i security mechanisms, or an extension thereof, for the purpose of securing an ESS Mesh in which all of the Mesh Points and Mesh Portals are controlled by a single logical administrative entity for security.
	X
	It is assumed that the single logical administrative entity enables the authentication of Mesh Points within an ESS Mesh.  Mesh Points within a secure 11s mesh have an assumed relationship, e.g. all may belong to a home owner (residential) or all may be under the control of an IT department (office).  

	FR9
	MEAS
	Radio-Aware Routing Metrics
	At least one radio-aware routing metric shall be defined for use by the mesh routing protocol(s).
	X
	Radio-aware routing metrics may include all aspects of MAC/PHY statistics such as data rate encoding, PER, latency, noise, and other statistics specified by TGk.  The term “radio-aware routing metric” is not intended to limit the type of information that could be included in a metric.

	FR10
	SERV_CMP
	Backwards compatibility with legacy BSS and STA
	The proposal shall not require modification to the STA’s relationship with the BSS and ESS.
	X
	

	FR11
	SERV_CMP
	Use of WDS 4-Addr Frame or Extension
	The proposal shall support data delivery in an ESS Mesh network using the four-address frame format or an extension.
	X
	

	FR12
	DISC_ASSOC
	Discovery and Association with an ESS Mesh
	The proposal shall support the discovery of and association with an ESS Mesh network by Mesh Points.
	
	

	FR13
	MMAC
	Amendment to MAC with no PHY changes required
	The proposal shall not require modification to the 802.11 physical layer.
	
	

	FR14
	INTRWRK
	Compatibility with higher-layer protocols
	An IEEE 802.11 ESS Mesh Network shall appear to higher layers as a current style IEEE 802 LAN segment.
	
	An ESS Mesh network should be able to connect with other IEEE 802 LANs using IEEE 802.1D and should be compatible with IP. (See 802.11 Clause 5.1.1.4).  This requirement relates to the overall 802.11s system (collection of Mesh Points), not necessarily to individual Mesh Points.

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Table 2: Minimum Functional Requirements for TGs 

4 Scope Clarification Organized by Functional Categories for TGs 

This document defines the scope of the efforts undertaken by TGs.   It indicates which aspects of standards develop are or are not considered by the TGs effort as follows:

· In-scope – aspects that will be considered, addressed, or affected by TGs

· Out-of-scope – aspects that will not be considered or addressed by TGs

· Unaffected – aspects that may co-exist with TGs, but will be unaffected, or essentially preserved, by TGs

· To-be-determined – aspects which are, as yet, TBD (to-be-determined) with respect to TGs

The focus of this section is to clarify the areas of functionality that will or will not be considered by TGs.  This is intended to provide additional informative guidelines for proposals.  This section does not attempt to further prioritize the “in-scope” functions as mandatory or optional.

4.1 Mesh Topology Learning, Routing, and Forwarding (TOPO_RT_FWD)
The following captures the scope of ESS Mesh multi-hop routing and frame forwarding support to be considered by TGs:

[Editor Note: More info is expected to be provided by the Routing ad-hoc team.]

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	TOPO_RT_FWD_SCP1
	· Mesh topology discovery, including Mesh Point neighbor discovery within an ESS Mesh
	· 

	TOPO_RT_FWD_SCP2
	· MAC address-based mesh routing protocols and algorithms
	· 

	TOPO_RT_FWD_SCP3
	· Layer2 mesh broadcast/multicast and unicast data delivery
	· 

	TOPO_RT_FWD_SCP4
	· Architecture to support alternative routing protocols and metrics
	· 

	TOPO_RT_FWD_SCP5
	· Mesh routing with single-radio devices
	· 

	TOPO_RT_FWD_SCP6
	· Mesh routing with multiple-radio devices
	· 

	TOPO_RT_FWD_SCP7
	· Use of radio-aware route selection metrics 
	· 

	TOPO_RT_FWD_SCP8
	· QoS-based route selection
	· 

	TOPO_RT_FWD_SCP9
	· Proactive routing
	· 

	TOPO_RT_FWD_SCP10
	· On-demand routing
	· 

	TOPO_RT_FWD_SCP11
	· Hybrid routing
	· 

	TOPO_RT_FWD_SCP12
	· Mesh Point neighbor discovery within an ESS Mesh via passive scanning 
	· 

	TOPO_RT_FWD_SCP13
	· Mesh Point neighbor discovery within an ESS Mesh via active scanning
	· 

	TOPO_RT_FWD_SCP14
	· Mesh routing in the presence of low-power (e.g. battery-powered) Mesh Points
	· 

	TOPO_RT_FWD_SCP15
	· Support for ESS Mesh network configurations with more than 32 Mesh Points.
	· 

	TOPO_RT_FWD_SCP16
	· Ability to recognize changes in the topology within a bounded time
	· 

	TOPO_RT_FWD_SCP17
	· Ability to reconfigure the routing scheme within a bounded time in response to detected changes
	· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	· SAP interfaces to provide support to enable layer-3 routing protocols
	· 

	Out-of-scope
	
	

	
	· Specification of mesh routing protocols implemented at Layer-3
	· 


4.2 Mesh Security (SECURITY)
The following captures the scope of system security functions to be considered by the TGs:

[Editor Note: More info is expected to be provided by the Security ad-hoc team.]

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	SECURITY_SCP1
	· Secure association of Mesh Points to an ESS Mesh
	· 

	SECURITY_SCP2
	· Securing an ESS Mesh in which all of the Mesh Points are controlled by a single logical administrative entity for security.
	· 

	SECURITY_SCP3
	· Secure data message exchange between Mesh Points over mesh links
	· 

	SECURITY_SCP4
	· Secure management message exchange between Mesh Points over mesh links
	· 

	SECURITY_SCP5
	· Secure topology and routing information exchange between Mesh Points over mesh links
	· 

	SECURITY_SCP6
	· Centralized key distribution
	· 

	SECURITY_SCP7
	· Distributed key distribution
	· 

	SECURITY_SCP8
	· Hybrid key distribution
	· Mix of centralized and distributed key management

	SECURITY_SCP9
	· Static key support
	· 

	SECURITY_SCP10
	· Dynamic key support
	· 

	SECURITY_SCP11
	· Extension of IEEE 802.11i security mechanisms for mesh
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· Securing an ESS Mesh in which all of the Mesh Points are not controlled by a single logical administrative entity for security
	· 

	
	· DOS attack
	· 

	
	· Rogue MP detection 
	· 

	
	· 
	· 


4.3 Mesh Measurement (MEAS)
The following captures the scope of mesh measurement functions to be considered by the TGs:

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	MEAS_SCP1
	· Specification of radio-aware metrics for use by mesh routing protocols
	· The radio-aware metrics may encompass, for example, characteristics such as the dynamic variation in quality of Mesh Links.

	MEAS_SCP2
	· Specification of radio-aware metrics for use by mesh medium access coordination
	· The radio-aware metrics may encompass, for example, characteristics such as the dynamic variation in quality of Mesh Links.

	MEAS_SCP3
	· Mesh link quality measurements
	· 

	MEAS_SCP4
	· Mesh path quality measurements
	· 

	MEAS_SCP5
	· Measurements to support the use of directional antennas in a mesh network
	· 

	MEAS_SCP6
	· Mesh related measurements to aid STAs in making roaming decisions, e.g., WDS capacity currently available for traffic forwarding.
	· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	· 
	· 

	
	· 
	· 

	
	
	· 

	Out-of-scope
	
	

	
	· Specification of BSS measurements (e.g. 802.11k AP-STA measurements)
	· TGs may use relevant measurements defined in TGk or other groups that are relevant for an ESS Mesh, but the group does not intend to modify BSS-specific measurements

	
	· 
	· 

	
	· 
	· 


4.4 Mesh Discovery and Association (DISC_ASSOC)  
The following captures the scope of MP and MAP discovery of ESS Mesh networks and subsequent association with an ESS Mesh network to be considered by TGs:
	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	DISC_ASSOC_SCP1
	· Protocols to allow Mesh Points to discover ESS Mesh networks
	· 

	DISC_ASSOC_SCP2
	· Protocols to allow Mesh Points  to associate with ESS Mesh networks
	· 

	DISC_ASSOC_SCP3
	· Protocols to allow Mesh Points to associate with other Mesh Points within an ESS Mesh
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· 
	· 

	
	· 
	· 


4.5 Mesh Medium Access Coordination (MMAC) 
The following captures the scope of mesh medium access coordination support to be considered by TGs:

[Editor Note: More info is expected to be provided by the MAC Coordination ad-hoc team.]

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	 MMAC_SCP1
	· Mitigate performance degradation caused by hidden nodes
	· 

	MMAC_SCP2
	· Mitigate performance degradation caused by exposed nodes
	· 

	MMAC_SCP3
	· Mitigate performance degradation caused by multi-hop message forwarding
	· 

	MMAC_SCP4
	· Flow control over multi-hop paths to avoid performance degradation caused by local congestion.
	· 

	MMAC_SCP5
	· Scheduling across multiple nodes to achieve higher throughput and lower delay in the multi-hop network.
	· 

	MMAC_SCP6
	· Traffic prioritization within an ESS Mesh
	· 

	MMAC_SCP7
	· Enhancements to make the MAC work well across a range of different network size, usage model, etc.
	· 

	MMAC_SCP8
	· Peer-to-peer mesh link communication coordination
	· 

	MMAC_SCP9
	· Extensions to 802.11 MAC to support QoS in an ESS Mesh
	· 

	MMAC_SCP10
	· Statistics to determine if a particular flow can be admitted into the mesh network based on the availability of the resources and existing usages.
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	· 
	· 

	Out-of-scope
	
	

	
	· Modifications to 802.11 physical layer
	· 

	
	· MAC extension to support the use of dynamic directional antenna.
	· Likely requires high complexity, e.g. TDMA scheduling to know when a neighbor’s antenna is pointed at a node.


4.6 Compatibility to 802.11 Services (SERV_CMP)
The following captures the scope of 802.11s service integration to be considered by TGs:

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	SERV_CMP_SCP1
	· Mesh Point DS Services (DSS) Integration
	· Ensure an ESS implemented with an ESS Mesh can continue to support distribution service, integration service, association service, re-association service, disassociation service in infrastructure mode to enable unicast, multicast and broadcast data delivery for the associated STAs

	SERV_CMP_SCP2
	· ESS Mesh compatibility with STA mobility/roaming
	· E.g., delivery of traffic to correct Mesh AP to reach a STA.

	SERV_CMP_SCP3
	· Techniques to allow ESS Mesh to meet 802.11r performance requirements
	· 

	SERV_CMP_SCP4
	· Dissemination of  STA/MeshAP mapping information in the ESS Mesh
	· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	· 
	· 

	Out-of-scope
	
	

	
	· 802.11 BSS functionality
	· 

	
	· 802.11e DLP
	· DLP is defined within a BSS

	
	· STA roaming solutions (when to roam, where to roam, how to roam)
	· Covered by TGr?

	
	· 
	· 

	
	· 
	· 


4.7 Mesh Interworking (INTRWRK)
The following captures the scope of interworking functions to be considered by TGs:

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	 INTRWRK_SCP1
	· Compatibility with higher layer protocols
	· 

	INTRWRK_SCP2
	· Interfacing an ESS Mesh with other IEEE 802 LANs 
	· 

	INTRWRK_SCP3
	· Support for interfacing an ESS Mesh with other IEEE 802 LANs using 802.1D
	· E.g. something along the lines of 802.17 Annex F

	INTRWRK_SCP4
	· Support for efficient utilization of multiple Mesh Portals in a single ESS Mesh.
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 


4.8 Mesh Configuration and Management (CFG_MGMT)  
The following captures the scope of configuration and management to to be considred by TGs:

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	CFG_MGMT_SCP1
	· Protocol extensions to support self-configuring formation of an ESS Mesh network
	· 

	CFG_MGMT_SCP2
	· Interfaces to support 802.11h DFS compliancy
	· Must enable compliance to the existing 802.11h DFS requirements 

	CFG_MGMT_SCP3
	· Interfaces and parameter exchange to enable RF auto configuration support
	Support the following parameters exchange over the mesh link between MPs

· parameters exchange to support Tx power control 

· parameters exchange to support channel and antenna selection to minimize interference and to maximize coverage and throughput 

	CFG_MGMT_SCP4
	· Support for managed network management model
	· 

	CFG_MGMT_SCP5
	· Support for unmanaged network management model
	· 

	CFT_MGMT_SCP6
	· Interfaces and parameter exchange to exchange information about the capabilities of Mesh Point devices
	· For example, information about the power capability of a device may need to be exchanged (battery powered vs. line powered)

	CFG_MGMT_SCP7
	· Mesh network channel selection
	· E.g., TGs may consider including a recommendation on how to achieve coalescence of a mesh to a common channel to enable interoperability

	CFG_MGMT_SCP8
	· Mesh network Tx power control
	· E.g., TGs may consider including a recommendation on how to tune transmit power, or other RF parameters, on Mesh Points to improve performance.

	CFG_MGMT_SCP9
	· QoS policy and management 
	· E.g., TGs may consider recommendations or perhaps specify limitations or boundaries of QoS policies

	CFG_MGMT_SCP10
	· Support for time synchronization of Mesh Points if required by mesh services
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	Out-of-scope
	
	

	
	· Algorithms to steer directional antennas.
	· 

	
	· Algoorithm to control RF rate adaptation 
	· Rate adaptation algorithm is implementation dependent 

	
	· IP address assignment
	· 

	
	· Protocols for remote management of an ESS Mesh Network
	· 

	
	· 802.11F
	· 

	
	· 
	· 

	
	· 
	· 
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