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Abstract

Minutes of WIEN SG meetings held during the IEEE 802 Interim meeting in Portland, OR, from July 12 - 16, 2004.

1. Executive Summary:

1. Background to WIEN SG presentation (04/688r1)
2. Technical Submissions:

Network Side Issues (04/708r0)
Hotspot issues (04/751r0)
MAC address anonymity (04/780r0)
Network Selection Issues (04/691r1)
Access Router Identifiers (04/710r0)
Key Management Issues (04/690r0)
3GPP issues (04/733r1)

ARID scenarios (04/835r0)

3. Liaison Issues to external standardization bodies
4. Extension of the Study Group
5. Initial drafting of PAR and 5Criteria
6.   Plans for Berlin Meeting


Morning Session of IEEE 802.11 WIEN SG,  Tuesday 13 July 08:00 – 10:00 am 
2. Logistics

WIEN Meeting called to order by Stephen McCann (Chair) at 08:00am.

Agenda was reviewed (04/689r2) and it was agreed to bring the MAC address presentation forward to the joint session with TGr. Two joint sessions was scheduled for the week:

With TGr (Fast Roaming) Tuesday 1030 – 1130


With IEEE 802.21 Wednesday 0900 – 1030  (in ad-hoc mode)

The IEEE 802 & IEEE 802.11 Policies and Rules were reviewed.

Patents and By-laws read out by the chair, together with licensing terms and associated conditions.

There are 3 sessions, 2 on Tuesday 13th July between 0800 – 1230, and one on Thursday 15 July 1600 – 1800.
3. Background (04/688r1)

Stephen McCann (Chair) gave a short presentation about some of the background to the creation of this study group.

4. Network Side Issues of the interworking (04/708r0) Cheng Hong
Andrew Myles: Any example of the policy enforcement?
Cheng: e.g. the MAC addresses filtering at the Access Point (AP).

Stephen McCann: Are these functions at the AP or other network nodes?

Cheng: Could be on other nodes, if the architecture introduced in the AP functional description group (split MAC) is adapted. But these functions will be relelated to the MAC. 

Ted Kuo: There is no need to define the physical location of the function.

Cheng: Yes. Only the functions need to be defined. Location could be left for implementation.  

Chair suggested having straw polls regarding the discussed issues to decide if they are within the scope of WIEN.
Jon Edney: Are the straw polls per item or take as a package?

Chair: It could be carried out per item.

Floor: If the items address by other group, e.g. IEEE 802.21, turns out to have requirements on MAC and PHY, we may still have to deal with them in IEEE 802.11.

Chair: Yes. So, the straw poll is about whether we should ultimately deal with the issues in IEEE 802.11.

Stefan Rommer: Are we assuming a certain solution when we say it is in the scope of the group?

Chair: Not necessary to think about solution now. A future Task Group (TG) will be the place to work on detail technical problems.
Floor: User revocation relates to the WNM (Wireless Network Management). Will this straw poll decides on whether it would be dealt within WNM or WIEN?

Chair: We don’t need to specify the group yet. Only need to consider if it is within IEEE 802.11’s scope.

Staw Polls:
· Is the “Access Control & User revocation” in the scope?

Result:  17-0-2 (Yes-No-Abstain)

· Is the “Policy Enforcement” in the scope?

Result: 4-2-9

· Is the “QoS control and mapping” in the scope?
Result: 15-1-1

· Is the “Admission Control” in the scope?

Result: 13-1-5

· Is the “Simulanteous Access” in the scope?

Result: 6-4-8

Chair: Would like to know about the reason for the objections?

Andrew Myles: Feeling those points may not really relates to .11

Chair: Currently, cellular network made some assumptions about the WLAN, and these has to be checked in the WLAN standardization group.

Andrew Mylers: Not sure about this from the presentation.

Chair: We are not yet in the stage of finding solutions. These are just a list of issues for future study.

Jon Edney: Some policy issues may be combined with the QoS issues.

Stefan Rommer: All of the items could be in the scope if we have some solutions that requires changes to the MAC and PHY.

Chair: We need to list out the items, and then make some decisions in a future TG.

Ted Kuo: Maybe some contributions based on pervious work in other groups, e.g. ETSI BRAN, could help in understanding of the problems.

Chair: Yes. That is why we have started the technical discussions in the SG. The items listed are to be studied in IEEE 802.11, not necessary WIEN only.

Chair: Regarding the user revocation issues, it could be addressed in a joint session with WNM group in next meeting.
5. Hot spot issues (04/751r0) Max Riegel
Jon Edney: What is the anonymous authentication? Is that he authentication of the network?
Max: The network is authenticated to the user, but user is not yet known to the network. It is kind of similar to the PEAP process.

Jon: Secure web page is providing the protection to the user data.

Max: That does not provide security at the link layer, and that is the reason for the combination.

Chair: Item identified as “Secure UAM” and support of anonymous service, and user interaction/help. Would be useful to have a straw poll for these items.
Chair: Is there an equivalent term in IEEE 802.11 for the UAM which is a Wi-Fi term?

Straw Poll: Should we put secure UAM in the items in the list for WIEN group?

Jon Edney: Why this has to be done in IEEE 802.11?
Max: There is IEEE 802.11i, but not sure this could be done in IEEE 802.11i. This also touches the MAC.

Jon Edney: That is why PEAP is mentioned.

Max: PEAP does not provide the change of the sequence (of authentication). It is only contained in the authentication process. Here is trying ot get the link layer key in place first, and then authenticate the user. PEAP does not allow doing IP connection before doing the authentication.

Jon Edney: Could be doing an open authentication first, and then establish another rauthentication. The issue is how to combine them and make them work.

Stefan Rommer: There are already proprietary solutions using the PEAP to do similar things.

· Straw Poll: To add this issue to the open issue list (tentative name “secure portal page”)

Result: 12-1-5

Joint Session with TGr, Tuesday 13 July 2004,  10:30 – 11:30 am

6. MAC addresses (04/780r0) Jon Edney  
Floor: how many packets involved? What is the delay budget (of this scheme)?

Jon: The same as current association procedure, so same number. There may be some delay since the AP needs to check with other AP (using IAPP) for the uniqueness of the address. But it may not affect FR, since it is only for the first time the address is used in side the group. For the transition, it does not change the MAC address

Floor: what needs to be done for the DS to ensure uniqueness?

Jon: Maybe for the DS to keep a table for the bridging. It does not really bring much overhead, except a bit extra storage.

Bob: what kind of information is encrypted?

Jesse Walker: the authentication could be resolved to the user identity.

Jon: Some company will bind the MAC to the identity of the personal identity

Flo (FT): For user@homenetwork identity, the visiting network cannot know my real identity.

Floor: Fail to see the linkage of the problem. Why does it matter if your identity is known? And how the third party would get info about user identity?
Flo: 3G has not solved the problem. Would that mean it is not a big issue?

Floor: It is similar to the credit card issue, and credit card is even more serious. 

Pat Calhoun: There were some efforts in IETF, and it was decided that it is a business problem.  And this solution still doesn’t solve the problem.

Henry: why not just have a random address than using the protocol

Jesse: there are still possibilities of collision.

Jon: This is to reduce even the possibility of collision.
Floor: WAVE also would like to see this. The MAC address would also allow law enforcement agencies to track the user. This is a concern there.

Nehru Bhandaru: it is good, and we should have it studied in the group.
Pat Calhoun: Is it too much to do to tie the MAC to the identity?
Jon Edney: It is not so difficult now. And there is a trend to do that in the industry.
Floor: The request and ack will add extra time for the FR

Jon: It only affects first time association.
Floor: When the MAC expire, it may affect the FR

· Straw poll:  “Is anonymous MAC addressing a concept that should be pursued within IEEE 802.11?”

Yes-No: 26-22

7. Network Selection Issues (04/691r1) Eleanor Hepworth

Flo (FT), 72 bytes in RFC2486, it could be longer. It is AT LEAST 72 bytes.

Jon Edney: Are you considering distributing the info wirelessly or in the wired network?

Ele: In WIEN it is wireless, in IEEE 802.21 could also be wired.

Bernard Aboba: The mobility for the EAP may not be well understood.

· Straw poll: “is network selection information as presented in 04/691 a concept that should be pursued within IEEE 802.11?

Floor: This is a specific solution. Is the straw poll about general issue, and will other solutions be considered?

Stephen: Yes. We will not concentrate on the solution but only on the issue.

Result: 55-0

· Straw poll: “Where should the network selection information as presented in 11-04-691 be pursued?

: WIEN-TGr- Other within 802.11: 

Result: 50-0-1

8. Access Router Identifier - ARID (04/710r0) Daniel Park

Floor: Those fields are already not free. You need to put a bit somewhere else.

Jesse: Why would not include this in the discovery work?

Stephen McCann: It could be.

Pat Calhoun: It may not be the AR, could be a mobility domain. 

Floor: What is the delay like if you move between ARs

Pat Calhoun: If you change IP address, there is no FR.

He HaiXiang: One AR could have multiple subnet associated, is the ID identifying the physical AR or the subnet?
Stefeno: Need to distinguish between whether we need to provide the info, and how we do it. As for how to do it, the proposed may not be the best solution.
Floor: Clint: What is the range of the ESS?
Decision: To take this back to WIEN and discuss more. 

Morning session of IEEE 802.11 WIEN SG,  Tuesday 13 July 11:45 – 12:00 am
9. Key Management (04/690r0) Eleanor Hepworth
Chair: Will carry out a straw poll to see if these are still in the scope.
· Straw Poll: “To have keying material/issue in the open issue list”

Result: 1-1-9

Needs further presentations to clarify what needs to be done for the issue.
Joint Session with IEEE802.21,  Wednesday 14 July 09:00 – 10:30 am

10. Stephen McCann presented WIEN scope and issue list
Stephen: Should the scenario 3 of 3GPP interworking be covered in WIEN?

People are confused about the scenarios. Stephen will come back in Sept to present about the different scenarios.
Floor: Will also deal with 3GPP2? Or will it be dealt with in a serial manner?

Stephen: In parallel, although the questions in the slides are biased towards 3GPP.

Ajay: Any liaison has to befrom the WG, so it would be a IEEE 802.11 & IEEE 802.21 joint LS instead of WIEN & IEEE 802.21

Mani: How is the network detection and selection related to interworking?

Stephen: It needs to provide info of the network behind the WLAN.

Sanjeev: When you said the IETF requires that, would it be a more generic issue than interworking or layer2?

Stephen: Yes. 

Mani: Would that be more of a IEEE 802.21 issue?

Cheng: There are different levels of solution to the problem. The items at IEEE 802.11 could be solved with existing IEEE 802.11 mechanisms, and not really conflicting with IEEE 802.21

Ajay: Would this cause confusion when IEEE 802.21 produces a different architecture?

Cheng: They should co-exist

Ajay: Do you have idea of where those functions to be implemented?

Stephen: No. AP function description group could be a place to look at.

Ajay: what are layer 2 interactions?

Stephen: If IEEE 802.21 has any architecture that would have interaction with layer 2, WIEN will have to look at that in IEEE 802.11.
Stephen: WIEN is not working on these items, e.g. triggers, but expection inputs from  IEEE 802.21 regarding those. WIEN will try to look at those issues.

Vivek: In what form the output from IEEE 802.21 would the WIEN expect? The final spec, or just some understandings? Some model would be done by individuals that would also work in WIEN? Also how to ensure that models would conform with IEEE 802.11?

Stephen: IEEE 802.11 will have to watch the draft in IEEE 802.21, not wait for the final spec. If significant changes are needed to the IEEE 802.11 MAC, feedback would be expected earlier than late. IEEE 802.11 will take the IEEE 802.21 output and made the changes. IEEE 802.11 not expect IEEE 802.21 to specify the exact changes to the IEEE 802..11 since that is not scalable. Those would still be sort out in IEEE 802..11 groups. In the end IEEE 802.11, IEEE 802.16, etc will still try to be IEEE 802..21 compliant. They will have to make changes to achieve that.

Yogesh: When you become a TG, would WIEN carry out any changes required from IEEE 802.21 in IEEE 802.11?

Stephen: yes

Michael: Procedures questions. IEEE 802.11 people are not working on the same problems as we are. They have their market and customer demand, and they will not just wait for IEEE 802.21. Therefore, we need to work together with them, to influence them, and even cellular, since some our changes suggested would be fundamental 

11. ARID issues, Daniel Park
Floor: How to sync the use of ID in different domains.

Daniel: needs more study

Michael: in IEEE 802.16, the IP address may not change even if the domain changes. Basically, there needs to be more information than just he AR. IETF has several drafts talking about that. Also, there needs to be input from mobile node to inform the network of its identity and its intension. 

Xiayu: It is true there should be some solution to identify the mobile domain. ARID is just one solution, link identifier in the DNA group stands as another solution. ARID needs manual configuration and that may have problem.

Micheal: In IEEE 802..21, no need to have ID limited to the beacon of IEEE 802.11

Afternoon session of IEEE802.11 WIEN, Thursday 15 July 16:00 – 18:00

12. Ratification of issues raised by IEEE802.21-WIEN ad hoc
* No issue to be ratified.
13. 3GPP Issues (04/733r1) Cheng Hong
Stefan Rommer: What else does the IEEE 802.11 needs to do to support USIM?

Cheng: We know IEEE 802.11i could support EAP, but not sure about the USIM, and the keying stuff.

Q: (Mike, Dorothy): would the keying thing be an IETF issue?

Stephen: There is a liaison regarding the IETF to be mentioned later. And, now we are not going to the details yet. Just to get a feeling of whether the items should be in the scope. 

· Straw Poll: USIM support

Result: 5-2-9

· Straw Poll: Network Sharing

It is decided that the item will be the same as the network detection and selection issue that is already in the open issue list.

· Straw Poll: Traffic Enforcement

Result: 8-0-8

· Straw Poll: Charging

Result: 12-0-5

14. 3GPP/2 Liaison issues
Liang Jie: Why haven’t we sent something already?

Chair: We are not sure where to send?

· Straw poll: Is it a good idea to sent liaison (LS) to 3GPP and 3GPP2? (Not define the time)

Result: 13-0-3

Take the drafting of the LS offline.

It would contain the open issue list.

15. ARID presentation II (04/835r0) Daniel Park
Liang: How the ARID are propagated to the AP?

Daniel: Not sure now.

Eleanor: What info do you need to support the FR, and it would fall into TGr’s scope? And another issue is how you made that info available, which would be the network selection issue? Also, for how to make it available, it could fall into IEEE 802.21’s scope.

Stephen: It is indicated that it is an issue, and we are not sure which group should deal with it. We will see Daniel to come back with the issue for Berlin meeting.

16. Letter/Liaison to IETF  (04/833r0)

· Motion: Move to approve document 11-04-833r0 and request the IEEE802.11 Working Group chair to forward it to the IETF

Discussion of the motion:

Q: May doc submitted to the IETF. Does this document represent the direction? Will it just die off?

Bernard Abobba: IETF will grant high priority to contributions from other SDO. One is a WG draft. The other is an individual draft. The process could be common, but there are couples of ways to deal with the comments.

Stefan Rommer: We need to have a time estimate for the comment process.
Bernard Aboba: One has a 3GPP posed deadline. When the letter is received, you can have a discussion about when the deadline is.

Moved: Mike Moreton
Second: Eleanor Hepworth

Result: 19-0-2

17. SG extension motion:

Motion: “Move to request the IEEE802.11 Working Group to extend the (WIEN) Study Group for another 6 months”
Moved: Hong Cheng

Second: Takashi Aramaki

Result: 20-0-1

18. Update of open issues list (04/834r0)
Air Interface Issues:


AR identifier (needs further work)


MAC address anonymity (Possibly)


Network Detection and Selection (Yes)


Beacon Scalability (Yes)


Universal Access Method/11i co-existence /Secure Portal Page (Yes)


User clear down (possible)


Keying issue (Possibly)


USIM Based access control (Yes) – 3G/cellular based access control

Eleanor: This may be similar to the keying material issue.


This point modified into:


“3G keying issues (possible) 

· USIM based access control

· Length and entropy”

Stefan Rommer: The 3GPP SA3 may have already solved the issue

Network-Network Issues:


Policy enforcement (Not sure)

· configuring public access AP - WNM

Access control (Yes)


- user revocation - WNM

Simultaneous access (not sure)

External QoS mapping (Yes)

Admission control (Yes)


Traffic enforcement (yes)


Charging (Yes)

“Simultaneous access” is taken out.

Bernard Abobba: Comment in IEEE 802.1 thinking that not all IEEE 802.1 QoS is supported in AAA. Especially in VLAN mappings. 


Insert under “External QoS mapping

· IEEE 802.1 issues

· Admission Control”

19. Roadmap for SG/TG (04/712r0)
· Straw poll: To have Teleconference to review PAR and 5 Criteria and the LS to 3GPP/3GPP2

Result: 17-0-0

Dates to be announced in the Mailing List (ML). (initially 2nd week of Aug)

· Straw poll: If you intend to take part, what time zone region do you prefer?
Asia:  3

US: 7

Europe:  3

Chair: The Teleconference time should be around noon central US time.

20. PAR and 5 Criteria preparation

- Audio conference – 2nd week of August

04/628r2

PAR Title:

“PAR for IEEE 802.11 Wireless Interworking with External Networks”
· Scope:

This document amends the IEEE 802.11/1999 (2003 Edition) MAC and PHY to support interworking with external networks, such as 3GPP, 3GPP2, etc.

Mike Geipel: Should we mention any one of the external networks.
Chair: No, hence remove the reference to 3GPP etc.
Mike Moreton: Should we change the IEEE 802.11/1999 to reflect the IEEE 802.11i, etc? 

Chair: may come back and update these words at the Berlin meeting.

Result:

“This document amends the IEEE802.11/1999 (2003 Edition) MAC and PHY to support interworking with external networks”
· Purpose:

The purpose of this document is to provide an interface to using the IEEE802.11 PHY/MAC layers which enables interworking with non IEEE802 networks. This document will specifically address changes required within the IEEE802.11 PHY/MAC layers to enable interworking with external network

Mike: The “provide an interface” may cause confusion. People may think it is protocol or similar things. 

Floor : suspect will not involve changes to the MAC or PHY. More of a the API

Chair: Maybe some specific changes to the MAC would be possible, e.g. Beacon. 

Chair: Agree to get rid of the word “PHY”
Result:

The purpose of this document is to provide an interface to the IEEE 802.11 PHY/MAC layers which enables interworking with other networks. 

This document will specifically address changes required within the IEEE 802.11 MAC layers to enable interworking with other network

· Additional Explanatory Notes:

The scope of this project is to develop a standard for the interworking of IEEE 802.11 with external networks. It is necessary for IEEE 802.11 to create a standard, which specifies the requirements and interfaces between IEEE 802.11 and external networks, such as those found in cellular systems.

The amendment will address specific interfaces to address external authentication, authorization and accounting, together with policy enforcement and resource management.

Such interface provides interaction method between IEEE 802.11 entities and the interworked external network to achieve required security, QoS, accounting support.

The standard also specifies how the interface works with xisting IEEE 802.11 funcitons, e.g. IEEE 802.11i, to meet the interworking requirements

Comment: To add the open issues into the second paragraph. 

Comment: Will you mention AAA or RADIUS.

Chair: AAA will be OK. RADIUS will be too specific.

Eleanor: Will mention network selection.

Result:

The scope of this project is to develop a standard for the interworking of IEEE 802.11 with external networks. It is necessary for IEEE 802.11 to create a standard, which specifies the requirements and interfaces between IEEE 802.11 and external networks, such as those found in cellular systems.

The amendment will address specific interfaces to support external authentication, authorization and accounting, together with network selection, encryption, policy enforcement and resource management.

21. Agenda for the Berlin meeting
To discuss the PAR and 5Criteria created by the teleconf.

Start the procedure to form a TG.
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