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Abstract

Minutes of WNG SC meetings held during the IEEE 802 Plenary meeting in Portland, Or from July 10th-16th, 2004.

1. Executive Summary:

1. MMAC Briefing: providing an overview of the current work on going within this forum

2. Cooperative Transmission Schemes: summarizing the results of the Romantiq EU project

3. XG Communications Program Overview: highlighting results from a DARPA workshop in June

4. TV Spectrum Reuse: providing updates to the information presented in May

5. Access Point Functions and Behaviors: presenting possible functions and ways forward for the AP functions activity

6. Management Frame Protection Study Group Request: requesting formation of a new SG to look at management frame protection issues.

Afternoon Session Tuesday 16:00-18:00

2. Logistics

WNG Meeting called to order by TK Tan (Philips) at 16:00.
The objectives of the session were reviewed.

The IEEE 802 & IEEE 802.11 Policies and Rules were reviewed.

Patents and By-laws read out by TK Tan, together with licensing terms and associated conditions.

There are 4 sessions, 2 on Tuesday 13th July 2004 and 2 on Thursday 15th July 2004.

The agenda was reviewed (755r0), no updates were required.  It was requested that the document numbers be added to the agenda documents for information.

The minutes from the Orlando 2004 meeting (635r0) were reviewed. There was no discussion on the minutes and no objection to approve as presented.

Move to accept minutes: TK Tan, seconded: Bruce Kraemer, minutes approved unanimously
3. MMAC Update July 2004: 791r1, Yasuhiko Inoue

The presentation provided an overview of the current status of activities within MMAC, and future planned work items.  Changes to the organization of MMAC (from Council to Forum) were highlighted along with an overview of the current internal structure.  Future work includes allocation of new frequency bands to support the 802.11n standard.

Question from floor (slide 3): will there be a public enquiry for the allocation of new frequency band 5.470-5.725 GHz

Answer: Yes, there will be a public enquiry.  The information council has recommended use, and technical requirements will be submitted to MPDHPT in October 2004, and changes may occur one year after that. 

Question from floor: is there a possibility of a wider allocation?

Answer: that would be hard, and is not currently on the roadmap.  This item may be in scope of a new MMAC working group.

A presentation regarding Korean Spectrum Policy Updates was scheduled on the agenda; however the speaker was unable to attend the WNG session.  The slides are available on the server, document number 783r0.

4. Cooperative Transmission Schemes for Capacity Increases in 3G and Beyond Wireless Systems: 797r0, Josep Vidal

The presentation outlined the on-going work and results from the Romatiq project funded by the EU commission.  The focus of this project was to study what gains could be made using cooperative transmission in wireless networks, where a cooperative network consists of a set of terminals that cooperate to improve quality of transmission and reduce the effects of path loss and/or shadowing i.e. by providing relaying services.

Question from floor (slide 13): Why is the value Mx2N

Answer: the 2N comes from the use of two timeslots in a TDD system.

Question from floor (slide 20): Doesn’t the multi-hop relay approach drain other people’s batteries?

Answer: of course, but the relay may be a laptop, in which case battery use is not so much of a concern.

Question from floor: are you assuming licensed or unlicensed bands?

Answer: assuming licensed, within framework of UMTS or WLAN TDD

Question from floor (slide 42): is synchronization an issue for cooperative schemes when using space time channels?

Answer: Synchronization is not important because you can consider the receipt of two transmissions as being the same as multi-path propagation.

Question from floor: for CDMA this in understandable, but can TDMA be recovered in this way?

Answer: if the delay is longer than one symbol then this is possible 

Question from floor: In practice, would you buffer all soft decisions out of the equalizer to handle this?

Answer: Yes – this is not any different to any other communication system

Question from floor: if the relays are moving, what impacts does this have on capacity?

Answer: this was not studied within the scope of this project

Question from floor: would you expect similar improvements with other access control algorithms, e.g. FDMA

Answer: yes you can expect similar results

Question from floor: is this even true for CDMA?

Answer: it is possible but with the limitation that you cannot transmit and receive on same frequency at same time

Question from floor: (in response to previous comments that all frames are relayed regardless of whether they are corrupt or not) another method would be for relays not to forward incorrect frames.

Answer: yes, you could filter on CRC, but for some reason (that the project couldn’t explain) they observed that if the number of errors is low it is good to retransmit al frames anyway.

Question from floor: 3GPP considered a similar scheme for 3G cellular systems (ODMA).  Was this considered?

Answer: ODMA was dropped by 3GPP and was not considered further within the project.

Question from floor: were the issues of delay and QoS a consideration for the system design?

Answer: there was not enough time for the project to consider these issues.

Question from floor: so the decision to consider only one relay was not based on QoS considerations?

Answer: The project did not consider more that two hops, but Telenor have developed a full simulator for ODMA to consider multi-hop issues but they are only looking at best effort.  With two hops it is feasible and simpler to manage QoS, it gets much harder with multiple hops.

Question from floor: did you consider security implications

Answer: no

Question from floor: Are there any delay or jitter implications from using a relay?

Answer: Up to now, every unit is only involved in relaying a single transmission, so it’s not an issue yet.

Session adjourned.

Evening Session Tuesday 19:30-21:30

Meeting called to order at 19:35.

5. XG Communications Program Overview: 697r1, Peter Ecclesine

The presentation summarized the results of the DARPA workshop on June 30th.  Peter began by drawing attention to the list of references at the end of the slide set, which cover the architecture, vision and policy of the next generation of DARPA communications.

The key issue is how to enable the reuse of spectrum without conflicting with primary users and their operation, and how to regulate software radios and their co-existence.  One conclusion of the meeting was that it is recognized by the FCC and other regulatory bodies that there needs to be some way to trace software radio downloads and ensure that such downloads have safe behavior.

Question from the floor: how should the IEEE prepare for this?

Answer: near term need to take back to regulators and companies that there are ways forward for use of spectrum and development of new behavior that do not lock down spectrum and allocations.  We need to respect licenses granted in the past, but also allow sharing of this spectrum for new uses.

Question from the floor: with regard to the “policy reasoner” (slide 6), the possible use of a clipper chip to implement this functionality implies a closed solution, but doesn’t this need to be upgradeable to support for example, policy changes?

Answer: yes, this has to be future proof and this is a work in progress.  We also need to persuade regulators that their current approach will not be useful in future.

6. Wireless Network Operation in the TV Bands Update: 803r0, Barry O’Mahony

Presented updates from the original information presented at the May meeting to reflect new rules that have been released regarding new proposal for unlicensed operation in channel not locally used by licensed TV stations, and new guidelines to prevent interference to unlicensed devices.  The schedule for providing comments on these guidelines was also highlighted, with comments due at the start of September 2004.

Session recessed.

Morning Session Thursday 15th July 2004, 08:00-10:00

Meeting called to order at 08:00

7.  Access Point Functions and Behaviors

7.1. AP functions for IP Broadcasting: 700r3, Jongtaek Oh

Presented a new approach to support IP broadcasting services where broadcast traffic is sent to the IP address of the AP, which then broadcasts the information to all STAs in range.  The AP matches incoming packets to a set of filters (destination IP address, protocol number), and if the packet is determined to be part of a broadcast service, the IP address is translated to the broadcast IP address, and the packet is broadcasted to all terminals.  To prevent broadcast of information into cells with no interested STAs, a subscriber service is introduced to enhance efficiency.

The additional functions that would be required in the AP to support this service were highlighted, along with further standardization work that would be required.

Question from the floor: what are the advantages of providing this service at layer 2 instead of layer 3?

Answer: the solution is much simpler in terms of requirements on the terminal 

Comment from the floor: but it does require more state in the APs.  In addition, this solution only works in wireless environment, and would not be applicable to wired situations.

Response: this is only that start of this work, work needs to be done to define exact process and protocols.

Comment from the floor: still can’t see the advantage of this approach over current L3 solutions.

Comment from the floor: you suggested the use of IPsec for securing this service, IPsec will not protect multicast/broadcast traffic.  It was designed for unicast only.

Reply: Only suggesting the use of IPsec between server and AP where the traffic is unicast

Comment from the floor: If you want any value from the security, it has to be end-to-end.

Comment from the floor: the scenario on slide 22 looks like something the WAVE group might be interested in, perhaps you should go along and see if this is the case.

Comment from the floor: the purpose of the AP function SG is to describe existing behavior, not introduce new functions.  As such, this work is not in scope.

7.2. AP Function Classification and Requirements: 692r0, Cheng Hong

This presented some initial thoughts on classification and grouping of AP functions, and possible approaches for how to approach this problem.  It was also suggested that the ability to enable/disable functions in the AC might be useful to allow interoperability between ACs and APs that have assumed different functional splits.

Comment from the floor: please bring this work to the new study group.  We need to make sure we balance describing the old functionality without defining too many new ones.

Comment from the floor: the figure on the last slide is very useful, and similar things would be useful in other groups, especially TGe.

7.3. AP Architecture Changes: 738r0, Mike Moreton

This presentation highlighted the changes to the AP architecture that were defined by TGi to integrate the 802.1X standard into 802.11.  Changes included introducing the concept of logical ports, access to which can be controlled based on whether the STA in authenticated or not. 

An issue related to how to securely fit multicast/broadcast services into the architecture was also raised, with reference to a couple of solutions that could used to secure such services.

Comment from the floor: on the issue as to how to support multicast services, prefer the first approach (where you have a single logical port for multicast/broadcast traffic) but appreciate the fact that 802.1D spanning trees and multicast addresses are alien concepts to each other.  This seems to raise a more fundamental issue that should be addressed.

Comment from the floor: earlier in the presentation you raised the question as to whether an AP typically includes 802.1D bridging.  The answer is yes, it usually does, but this typically falls within the logical concept of the DS.

8.  Management Frame Protection Study Group Request: 814r1/r2, Emily Qi

This presentation raised a request to form a new Study Group to look at security for management frames, and provided justification as to why such a group would be needed.  TGi defined mechanisms to secure data frames, but a need has been identified in other groups, such as TGk and WNM SG that protection of management frames is also needed.  The principle reason is that having a single group to develop and co-ordinate a solution between different TGs with management frame security requirements would lead to a better and more cohesive solution, and would allow other groups to focus on the main issue they are chartered to solve without being side-tracked by the security problems.

Motion reads “Move that the WNG SC recommends that the IEEE 802.11 WG form a study group to determine how to formally describe the 802.11 management frame protection functions and behaviors, with the intent to create a PAR and five criteria to form a new task group.”

Moved: Emily Qi

Seconded: Jon Edney

Question from the floor: a couple of meetings ago we passed a motion to form a security SC, but this doesn’t seem to have materialized.  Would the SC help address this problem?  

Answer: haven’t checked the status of the SC, but we ought to do so.  The reason or raising this motion is in direct response to a discussion within the WNM SG and from informal discussions with TGk.  Both these groups want a solution, but also want to progress the work they were set up to address.

Comment from floor: As far as I can tell, the security SC cannot write standards, but could only propose text that is picked up by other groups.  At the moment there is a need to develop a solution that is coordinated across multiple TGs, we need one coherent way to move forward.

Comment from floor: the SC was more of a last resort, because there didn’t seem to be any other group able to deal with these issues.  It also provides a forum for security experts to work on these security issues and come up with solutions that are not last minute solutions, and also do not interfere with the progress of the other TGs. 

Comment from floor: having a single group addressing these issues also allows input to be taken from other 802 groups considering security architectures and infrastructure.

Question from floor: should this run in addition to the security SC.  Would rather see a single place for these issues.

Answer: need to discuss this with Stuart.

Comment from floor: are we formally saying that we want to withdraw the recommendation for a security SC?  Also, what about timing issues where we can’t reference a standard that hasn’t been published yet.  TGk would not have a security solution until TGk and any new TG completes.  This is why it might be worth TGk continuing with their security discussions.

Comment from floor: TGk has a specific security requirement in measurements, there is a more general requirement that needs to be addressed.

Comment from floor: if leave TGk measurements in the clear, then the system is opened up to a few more DoS attacks, but there is no opportunity for other types of attack.  The WNM group has a much clearer need for such security because they will be managing and controlling the network.

Question from floor: should control frames also be in scope?

Friendly amendment made to motion to include control frames.

Comment from floor: RTS and CTS also need to be seem by other APs, isn’t this a really tricky trust model?

Answer: we’ve only agreed to look at it – not necessarily do anything.

Friendly amendment to motion: to determine is a bit strong, changed to examine.

Motion now reads: “Move that the WNG SC recommends that the IEEE 802.11 WG form a study group to examine how to formally describe the 802.11 management frame and control frame protection functions and behaviors, with the intent to create a PAR and five criteria to form a new task group.”

Question from floor: should we also include data frames?  For example to address multicast issues?

Answer: we don’t want to turn this into a security maintenance group, so this should be excluded from the scope.

Results: 45, 0, 1

Motion to adjourn session, no objections.

Session adjourned.
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