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Abstract

Minutes of the 802.11 Task Group I meetings held during the 802.11 WLAN Working Group Interim Session in Garden Grove, California from May 10th – 14th, 2004.

Tuesday, May 11, 2004

8:00am

Call to Order & Agreement on Agenda

Meeting called to order on Tuesday, May 11, 2004 at 8:06 am.
Chair: Dave Halasz

Secretary: Frank Ciotti
Agenda discussion - Proposed Agenda:
· Approve Agenda

· Approve Meeting minutes from Chicago & Orlando

· Review IP policy & Letters received

· Chair’s status

· Sponsor Ballot results

· SB resolution

· Other submissions

· OUI tutorial
· 04/160 EAP Method Requirements

· 04/497 Stanford attack on 4-way handshake
Chair: Any Objection to approving the agenda?

None
Agenda Approved

Meeting minutes approval
Chair: Any objection to approving the Meeting Minutes from Chicago 04/469 And Orlando 04/414?

None

Minutes Approved

Review IP Policy

Two slides requested by WG chair “IEEE-SA Standards Board Bylaws on Patents in Standards” and “Inappropriate Topics for IEEE WG Meetings” were shown and read by Chair.
Any objections regarding IP Policy are to be made to either the WG or TG chairs.

Chair: Does anybody have a patent they wish to disclose?

No.
Chair’s Status
We issued a Sponsor Ballot recirculation on April 23rd which closed on May 8th.  We received two comments on the SB.
We used procedure 10 to approve getting on the RevCom agenda. We are not on the agenda yet.  I would like to make a motion during this session to be placed on the RevCom agenda.
The RevCom meeting is June 23.  If all goes well, they will forward it on to the standards body to be ratified.  The standards body meets on June 24.
SB Comments

Chair: We have to forward all of our unresolved comments to RevCom.  There is one comment from Dave Bagby that has not been resolved and will be forwarded 
Chair: Any objection to rejecting the comment giving the reason from the previous re-circulation?

None

Chair: The second comment is from Keith Amann.  This is the same as one of Dave Bagby’s comments.  The comment is regarding inclusion of text on the export of encryption.  We are not lawyers, however Keith felt that a developer may want to be aware of this.
Chair: Any objection to rejecting the comment giving the reason that it is beyond the scope of TGi?

None

OUI Tutorial

Chair: Originally we had used the OUI of 00:00:00 for 802.11i specific values, but that turned out to be owned by Xerox.  Since then 802.11 has obtained its own OUI, however the IEEE is requesting a tutorial on its use.  Do I have volunteers to work with me on this?
Jesse, Nancy, Frank

Chair: Meet at 1:30 in Grand D room.

Submission: Dorothy Stanley – doc 04/160r4 – EAP Method Requirements
The document was received by the IETF and went through last call.  This revision reflects the comments received from that last call.

Comment: You are not making any security claims because it is a recommendation.
Comment: Why should the IETF care about this as it is a requirements doc for IEEE, not IETF?
Dorothy: 802.11i states that there are requirements for WLANs that are unique to that environment, but the EAP methods are (informally) approved in the IETF.  It is a tool that the IETF can use to approve EAP methods.
Comment: If I’m writing 802.11 security code, I’m going to read the TGi draft.  I’m not going to know that I should look elsewhere for the EAP methods.  This document should be included in the TGi draft.
Comment: This document was specifically requested by the IESG.  That is the reason we originally drafted this document.
Comment: When an EAP method has several options, how does one claim compliance?  Do all the parameters need to be specified?
Comment: Yes.  

Comment: The goal is to make clear the conditions of when an EAP method will and will not conform.

Dorothy will make a motion to approve the draft as the IETF liaison at the Closing Plenary on Friday.
Submission: Jesse Walker – doc 04/497 – 1 Message Attack on the 4-Way Handshake
Jesse: An attack on the 4-Way Handshake has been claimed by Stanford University.  The attack is based on the fact that the first message is sent unprotected.  A Denial of Service attack can be launched.  The suggested solution is for the receiver to maintain a queue similar to handling the TCP SYN flood attack.  Another suggestion is to include a MIC in the first msg, however this won’t work with the PSK case.  Tim also spoke to the professor at Stanford.
Tim: If the supplicant uses a new SNonce after a successful 4-way handshake (receipt of valid msg 3), then there are no additional memory requirements on the Authenticator to handle this attack.  Also, worst case, this prevents a client from getting access the network, and there are many ways to perform this type of attack.
Comment: Is there an issue if the SNonce simply being incremented?
Jesse: The security people for a long time have said that the SNonce should be selected randomly and not incremented.

<Recess for 5 minutes to draft a straw poll>

Comment: How will these guidelines be published?

Chair: They will be available in the minutes.
Jesse: This allows the client to know the attack is taking place.  This is a trade-off of processing Vs. memory resource.  This allows less memory to be used.
Straw Poll by Jesse Walker

TGi should suggest the following implementation guidelines as protection against the 4-Way Handshake Denial of Service attack as described in submission 04/497:
· The Supplicant, on receiving a message 1, takes the ANonce from message 1, calculates the TPTK using the current SNonce and sends message 2.

· The Supplicant, on receiving a message 3, takes the ANonce from the message 3, calculates the TPTK using the current SNonce, verifies the MIC and, if correct, updates the PTK and updates the current SNonce with a new random number.

· The Supplicant does not store any information from message 1 between message 1 and message 3.
Result: 23-0-4
Comment: Do we need to inform the maintenance committee of this Straw Poll or the generation of the SNonce?
Chair: A document can be drafted and provided to the maintenance committee.
Comment: We should probably wait until after the RevCom mtg.
Chair: I would like to recess to work on the OUI tutorial for the 802 RAC and to work on the motion for the Wednesday Mid-session plenary.
Chair: Any objection to recessing until 7:30pm?
None
Resume 7:30
Submission: Dave Halasz – doc 04/588 - Tutorial – Using OUI’s to Identify Cipher and AKM Suites

Motion
Having completely followed LMSC procedure 10, and believing that comments responses in 11-04/526R1 and the draft mentioned below demonstrate that the IEEE-SA rules for sponsor ballot have reached an orderly endpoint, request IEEE 802.11i draft 10.0 be placed on the next available RevCom agenda.

Movers:
Clint Chaplin/Mike Moreton
Discussion:

None

Vote: 21-0-0 Passes
Chair: I will bring the motion before the WG in the Mid-session plenary.

Chair: Any further business?
None

Any objection to adjourning?

None

Adjourned at 7:58pm
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