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Abstract

This document proposes nomortive texts for submission 11-04-0264-04-000k-measurement-protection.ppt. Action frame can be catagorized as Protection-capable frame and Non-protection-capable frames. Action Frame is protected in the same way as an ordinary Data MPDU. A RSN (802.11i) IE capability bit used to signal whether Protection-capable Action Frames will be protected. Sender’s Pairwise Temporal Key protects unicast Action Frame, and Sender’s GTK is used to protect broadcast/multicast Action Frame.
Modifications to 802.11k draft 0.14 and to 802.11i are provided.

Proposing the following normative text to 802.11k draft 0.14:
Insert the following sentence at the end of the subclause 7.3.1.11:

All Action Frames are classified as Protection-Capable or Non-Protection-Capable. Protection-Capable Action Frames Action Frames shall be protected by TKIP as defined in Clause 8.3.2 or by CCMP as defined in Clause 8.3.3 if local policy requires, and sent without any protection otherwise. Non-Protection-Capable Actions are never protected. By default, all Action Frames are Non-Protection Capable. An Action Frame is Protection Capable only if explicitly defined as such.
Add the following texts at the end of subsection 7.4.2:

Radio Measurement Action frames are Protection-Capable Action Frames. If local policy requires, all Radio Measurement Action Frames shall be protected, and any unprotected received Radio Measurement Action Frames shall be silently discarded.


Replace the body of Clause 7.1.3.1.9 (802.11i) with:

The Protected Frame field is one bit in length. The Protected Frame field is set to 1 if the Frame Body field contains information that has been processed by a cryptographic encapsulation algorithm. The Protected Frame field is set to 1 only within frames of type Data, and within frames of type Management, subtype authentication or subtype Action. The Protected Frame field is set to 0 in all other frames. When the Protected Frame field is set to 1, in a frame of type Data and type Management, subtype Action, the Frame Body field is protected utilizing the cryptographic encapsulation algorithm and expanded as defined in Clause 8. Only WEP is allowed as the cryptographic encapsulation algorithm for frames of type Management, subtype Authentication. WEP shall not be used with frames of type Management, subtype Action.
In Clause 7.3.2.25.3 (802.11i), replace Figure 68 “RSN Capability Information Fields” with the following:
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In Clause 7.3.2.25.3 (802.11i) add a new RSN Capabilities bit “Protected Action Frames” with the following description:

Bit 6 - Protected Mgmt Frame. A STA sets the Protected Mgmt Frame subfield (Bit 6) of the RSN Capability Information field to 1 to indicate that protection is required for all Protection-Capable Action Frames. A STA sets the bit to 0 to indicate it does not support Action Frame protection, or that protection is disabled. STAs set this bit to 1 in their Beacons and Probe Responses if the local security policy requires protection for Protected Action Frames, and sets it to 0 when protection is disabled or unsupported. (Re)-associating STAs set the bit to 1 in (Re-)Association Requests if source sets it if they support Protected Actions Frames and clear it otherwise.

Add the following to the end of Clause 8.3.2.1 (802.11i):
This same procedure may be applied to Protection-Capable Action Frames, with MPDU data field replacing MSDU data, and, by convention, the MSDU priority taken as the zero octet. TKIP shall be applied to Protection-Capable Action Frames when the negotiated ciphersuite is TKIP and Protected Management Frames are negotiated using the RSN Capabilities Information Field of the RSN IE; see Clause 8.4.3.
Add the following sentence to the end list item 1 of Clause 8.3.2.1.1 (802.11i):

Protection-Capable Action Frames may be protected with the MPDU data replacing MSDU data field in this description, and by taking the Priority as the octet with value zero.
Add the following sentence to the end list item 5 of Clause 8.3.2.1.2 (802.11i):

Note that when the received frame is a Protection-Capable Action Frame, the MSDU is delivered to the IEEE 802.11 MAC instead of an upper level protocol.
Add the following sentence at the end of Clause 8.3.2.2 (802.11i):

When Protected Management Frames are negotiated (See Clause 8.4.3), TKIP shall use the same Temporal Key for Protected Action Frames and for Data Frames.

Change item 7 of Clause 8.3.2.3.4 (802.11i) as follows:

For each PTKSA, GTKSA, and STAKeySA, the receiver shall maintain a separate replay counter for each frame priority, and, if Protected Management Frames have been negotiated, it shall maintain a separate counter for TKIP-protected frames of type Management. The receiver shall use the TSC recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN Capability Information Field, as described in Clause 8.4.3. A replayed frame occurs when the TSC extracted from a received frame is less than or equal to the current replay counter value for the frame’s priority or frame type. A transmitter shall not reorder frames with different priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

IEEE 802.11 does not define a method to signal frame priority.

Change Clause 8.3.3.3.2  (802.11i) as follows:

The AAD is constructed from the MPDU Header. The AAD does not include the header Duration field, because the Duration field value can change due to normal IEEE 802.11 operation (e.g. a rate change during retransmission). For similar reasons, several sub-fields in the Frame Control field are masked to zero. AAD construction is performed as follows:

1) FC – MPDU Frame Control field, with:

a) Subtype (b4 b5 b6) bits masked to zero in a Data MPDU;

b) Retry bit (b11) masked to zero;

c) PwrMgt bit (bit 12) masked to zero;

d) MoreData bit (bit 13) masked to zero in a Data MPDU; and

e) The Protected Frame bit (bit 14) shall always be set to one.

2) A1 – MPDU Address 1.

3) A2 – MPDU Address 2.

4) A3 – MPDU Address 3.

5) SC – MPDU Sequence Control field, with the sequence number field (bits 4-15 of the Sequence Control field) masked to zero. The Fragment Number bits are not modified.

6) A4 – MPDU Address, if present in the MPDU.

7) QC – The Quality of Service Control, if present, a two-octet field that includes the MSDU priority; this field is reserved for future use.

The format of the AAD is shown in Figure 85. The length of the AAD is 22 octets when there is no A4 field and no QC, and 28 octets long when the MPDU includes A4.

Add the following to the end of Clause 8.3.3.3.5 (802.11i):

Note that a Protected Action Frame uses the same TK as a Data MPDU.
Add the following to the end of Clause 8.3.3.4.1 (802.11i):

Note that a Protected Action Frame uses the same TK as a Data MPDU.
Change item 7 of Clause 8.3.3.4.3 (802.11i) as follows:

For each PTKSA, GTKSA, and STAKeySA, the recipient shall maintain a separate replay counter for each MSDU priority, and, if Protected Management Frames have been negotiated, it shall maintain a separate counter for CCMP-protected frames of type Management. The receiver shall use the PN recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN Capability Information Field, as described in Clause 8.4.3. A replayed frame occurs when the PN extracted from a received frame is less than or equal to the current replay counter value for the frame’s priority or frame type. A transmitter shall not reorder frames with different priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

Add the following to the end of Clause 8.4.3 (802.11i):

Use of Protected Action Frames is also negotiated using the Beacon/Probe Response and (Re-)Associate mechanism.

If the Beacon/Probe Response source sets the Protected Management Frame subfield of the RSN IE Capabilities Information Field to 0, then Actions Frames shall not be protected. In this case the receiver shall discard any protected Action Frames it receives.

If the Beacon/Probe Response source sets the Protected Management Frame subfield to 1, then the negotiated unicast and multicast/broadcast ciphers suites shall be applied all Protection-Capable Actions Frames, and any received unprotected Protection-Capable Action Frames shall be discarded.
When a STA receives a Beacon or Probe Response with the Protection Management Frame subfield set to 1, it shall respond by setting the Protection Management subfield to 1 in its RSN IE in any (Re-)Associate Request or 4-Way Handshake Message 2, it sends to establish contact with the Beacon/Probe Response source if it support Protected Management Frames, and shall otherwise set this subfield to 0. 
In Annex A, add a new row to the PICS as follows:
	PCX 1.10
	Protection  Action Frame
	7.3.1.11, 7.4.2, 7.1.3.1.9, 7.3.2.25.3, 8.3.2.1.1, 8.3.2.1.2, 8.3.2.2, 8.3.2.3.4, 8.3.3.3.2, 8.3.3.3.5, 8.3.3.4.1, 8.3.3.4.3, 8.4.3
	PCX.1:O
	Yes   No


Add the following to the end of the Dot11StationConfigEntry  appearing in Annex D (802.11i):

dot11RSNAProtectedMgmtFramesEnabled
TruthValue

Add the following to Annex D (802.11i):

dot11RSNAProtectedMgmtFramesEnabled
OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION



"This variable indicates whether this STA protects Action

 Frames."


::= { dot11StationConfigEntry 27 }
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