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Abstract

Tutorial on how the OUI field is used as part of the Suite Selector to identify ‘Cipher Suites’ and ‘Authentication and Key Management Suites’ for use within 802.11i.

1. INFORMATIONAL OVERVIEW:

The IEEE 802.11i (Enhanced Security Mechanisms) has specified the use of Organizationally Unique Identifiers (OUI) to as one of the fields used to select the Cipher Suite as well as the Authentication and Key Management (AKM) Suite for use within the 802.11i protocol.  The Cipher Suite Selector is specified in clause 7.3.2.25.1 and the AKM Suite Selector is specified in clause 7.3.2.25.2.  The text which describes the Suite Selectors is included in Section 2 below.

As part of this definition, the IEEE requires the creation of tutorials that indicate how these Suite Selectors use the IEEE OUI.  The tutorial for 802.11i use of the IEEE registered OUI is included for your reference in this document.
2. IEEE 802.11i Suite Selectors
IEEE 802.11i Suite Selectors allow for the negotiation of the Cipher Suite and Authentication and Key Management Protocol (AKMP).  The selected AKMP defines the Authentication Type and Key Management Type.  The selected Cipher Suite defines the data confidentiality protocol.
The IEEE 802.11i Suite Selector has the following format:

	OUI – 3 Octets
	Suite Type – 1 Octet


The IEEE has assigned the OUI value 00-0F-AC to IEEE 802.11.  IEEE 802.11i uses this OUI to identify Cipher Suites and AKM Suites specific to IEEE 802.11i as shown in Table 1 and Table 2.
Vendor specific Cipher Suites and AKM Suites may be specified and negotiated by using the OUI assigned to that vendor (see Table 1 and Table 2).
OUI values that are neither the IEEE 802.11 OUI value (00-0F-AC) nor vendor specific are reserved.
Table 1 - Cipher Suite Selectors

	OUI
	Suite Type
	Meaning

	00-0F-AC
	0
	Use Group cipher suite

	00-0F-AC
	1
	WEP-40

	00-0F-AC
	2
	TKIP

	00-0F-AC
	3
	Reserved

	00-0F-AC
	4
	CCMP – default in an RSNA

	00-0F-AC
	5
	WEP-104

	00-0F-AC
	6-255
	Reserved

	Vendor OUI
	Other
	Vendor Specific

	Other
	Any
	Reserved


Table 2 - Authentication and Key Management Suite Selector

	OUI
	Suite Type
	Meaning

	
	
	Authentication Type
	Key Management Type

	00-0F-AC
	0
	Reserved
	Reserved

	00-0F-AC
	1
	Authentication negotiated over IEEE 802.1X or using PMKSA caching as defined in Clause 8.4.6.2 – RSNA default
	RSNA Key Management as defined in Clause 8.5 or using PMKSA caching as defined in Clause 8.4.6.2 – RSNA default

	00-0F-AC
	2
	Pre-shared Key
	RSNA Key Management as defined in Clause 8.5, using Pre-Shared Key

	00-0F-AC
	3-255
	Reserved
	Reserved

	Vendor OUI
	Any
	Vendor Specific
	Vendor Specific

	Other
	Any
	Reserved
	Reserved
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