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Abstract

This ballot is being conducted under the procedure for conditional approval of the LMSC Policies and Procedures.

IEEE 802 Policies & Procedures
This document reports the results of the IEEE 802.11i Draft 10.0 ballot. IEEE 802.11i Draft 10.0 is the IEEE 802.11i Third Sponsor Ballot Re-circulation. With this last re-circulation, no new valid DISAPPROVE comments on new issues that are not resolved to the satisfaction of the submitter from existing DISAPPROVE voters.
This document provides the unresolved negative comments and Sponsor rebuttal. This document also provides a history of these unresolved negative comments.
No voters comments history (Number of comments/Accepted/Rejected)
SB

Recirc1
Recirc2
Recirc3
Keith Amann

25/19/6
4/3/1

Did not vote
1/0/1
David Bagby

4/1/3

4/0/4

4/0/4

1/0/1
Daniel Bailey

3/0/3

Did not vote
Did not vote
Did not vote
Date Ballots closed and tallies
The Sponsor Ballot closed on December 20th,-2003.
117 affirmative, 15 negative, 7 abstention: 88% affirmative 

163 eligible people in this ballot group, 139 votes received = 85% returned
The 1st Sponsor Ballot Re-circulation closed on March 12,-2004.

122 affirmative, 11 negative, 7 abstention: 91% affirmative
During the March plenary, 4 no voters changed their vote to a yes

126 affirmative, 7 negative: 94% affirmative
The 2nd Sponsor Ballot Re-circulation closed on April 10, 2004.

131 affirmative, 3 negative, 7 abstention: 97% affirmative

The 3rd Sponsor Ballot Re-circulation closed on May 8, 2004.

130 affirmative, 3 negative, 8 abstention: 97% affirmative

Schedule for confirmation ballot and resolution meeting.

3/15/04 – 3/19/04
Resolve comments from 1st SB Re-circulation ballot
4/15/04 (forecast)
Second Sponsor Ballot Re-circulation to conclude 



Actual conclusion date was April 10, 2004.

4/20/04 – 4/21/04
Resolve comments from 2nd SB Re-circulation ballot
5/9/04 (forecast)
Third Sponsor Ballot Re-circulation to conclude



Actual conclusion date was May 8, 2004.
Summary of outstanding no voter comments
There are 5 outstanding comments from 3 no voters. Keith Amann and David Bagby were contacted and described their remaining comments, that prevents them from voting yes. Multiple attempts were made to follow up with Daniel Bailey. However, his current email bounces. Voice messages were also left for Daniel Bailey. But, these voice messages were not returned. The following is a summary of the comments. The full text is also listed on following sheets.
1. Keith Amann
Comment: This specification addresses a subject matter that is regulated by some governmental bodies, yet the text appears to contain no references to any of the regulations that may impact the ability of this standard to be used in a "global" sense.
Response: Out of scope

2. David Bagby
Comment: TGi has made a major change to the operation of the 802.11 MAC which I believe to have been unnecessary to accomplish TGi’s goals for enhanced security. TGi has changed the Authentication and Association sequence.

Response: IEEE 802.11-1999 MAC authentication is still intact. The task group felt is was advantageous to utilize the existing 802.1X EAPOL frames for authentication rather than invent new 802.11 specific frames for this purpose.  When 802.11 1999 was passed, there was no standard for 802 authentication.  However, since then 802.1X has been passed and 802.11i has decided leverage that standard.
3. Daniel Bailey

Comment: CCM suffers from three efficiency flaws, as noted in http://www.cs.ucdavis.edu/~rogaway/papers/ccm.pdf.  The most notable of these is that CCM can't begin to process data until all data has been received.
Response: The TG has selected and reviewed AES-CCMP as the mandatory to use cipher suite. Cipher suite selectors are available for vendor extensions, so that additional ciphers can be added to the protocol as specific needs arise. In addition, we have been told by NIST that CCM will be an approved FIPS mode. We do not have such assurances regarding EAX.
4. Daniel Bailey

Comment: The standard currently requires too many frames to be exchanged to support vehicle to vehicle, vehicle to roadside, and voice-over-IP applications.
Response: The ammendent includes pre-authentication to address roaming. Also, a distinct task group has been created to resolve this issue.
5. Daniel Bailey

Comment: The current draft offers the minimal suggestion that devices in an ad hoc network could pre-share keys.  But that doesn't appear to robustly support both peer to peer and group keys.
Response: The proposed IBSS solutions, including both PSK and 802.1X EAP authentication do support unicast and group keys.

Full text of outstanding no voter comments

Keith Amann (3rd Recirc)

Comment

(DUPLICATE) This specification addresses a subject matter that is regulated by some governmental bodies, yet the text appears to contain no references to any of the regulations that may impact the ability of this standard to be used in a "global" sense.

1st rejection reason: Encryption export rules vary from country to country. It is the responsibility of the vendor to identify rules which apply to their situation.

1st response to rejection: I believe this comment remains valid based on precedence that has already been set within the 802.11 standard itself.  802.11-1999 contains regulatory information regarding the PHY, why should security be exempted from this requirement?

2nd submittal text: At a minimum, provide reference information to describe where one can go to determine what constraints or restrictions may exist on the exportability of this standard, or make a statement that defines a position as to the exportability of the various encryption algorithms defined within this specification under the known constraints.  It is understood that regulations may change, and a potential compromise would be to state the current issues associated with these algorithms within the different regulatory regions, followed by a statement (and pointer to a reference) showing where one might go about finding the current regulations.

2nd submittal rejection reason: The 802.11-1999 specification does not indicate the exportation of WEP. Also, the base standard does not list all regulatory bodies.  Regulatory issues go beyond the scope of IEEE 802.11i.

Proposed Change

The 802.11-1999 standard, along with many recent addendums are specifically attempting to address regulatory issues related to the standard.  Specific cases of this include 802.11h and 802.11j.  Although the original standard did not provide regulatory information regarding the exportability of WEP, it probably should have, and this, in my opinion, was in error.  Export issues related to encryption are particularly sensitive to government bodies, and it should be clearly stated within this specification where this information can be most readily located.

The 802.11 standard has set a precedent by including regulatory information within it.  802.11i should either follow this precedent, or all the regulatory information should be removed from the pages of the 802.11 specification.  Removing this regulatory information would be clearly outside the scope of the 802.11i task group, therefore I believe the only recourse is for 802.11i to include information relating to regulatory requirements.  Specifically, a statement should be made regarding the exportability of the AES algorithm that has been defined and adopted within the 802.11i specification.
Resolution

Beyond the scope of IEEE 802.11i.
Keith Amann (1st Recirc)

Comment

(DUPLICATE) This specification addresses a subject matter that is regulated by some governmental bodies, yet the text appears to contain no references to any of the regulations that may impact the ability of this standard to be used in a "global" sense.

The task group rejected this comment with the following reason: Encryption export rules vary from country to country. It is the responsibility of the 

vendor to identify rules which apply to their situation.

I believe this comment remains valid based on precedence that has already been set within the 802.11 standard itself.  802.11-1999 contains regulatory information regarding the PHY, why should security be exempted from this requirement?

Proposed Change

At a minimum, provide reference information to describe where one can go to determine what constraints or restrictions may exist on the exportability of this standard, or make a statement that defines a position as to the exportability of the various encryption algorithms defined within this specification under the known constraints.  It is understood that regulations may change, and a potential compromise would be to state the current issues associated with these algorithms within the different regulatory regions, followed by a statement (and pointer to a reference) showing where one might go about finding the current regulations.
Resolution

The 802.11-1999 specification does not indicate the exportation of WEP. Also, the base standard does not list all regulatory bodies.

Regulatory issues go beyond the scope of IEEE 802.11i.
Keith Amann (Sponsor Ballot)
Comment

This specification addresses a subject matter that is regulated by some governmental bodies, yet the text appears to contain no references to any of the regulations that may impact the ability of this standard to be used in a "global" sense.

Proposed Change

At a minimum, provide reference information to describe where one can go to determine what constraints or restrictions may exist on the exportability of this standard, or make a statement that defines a position as to the exportability of the various encryption algorithms defined within this specification under the known constraints.  It is understood that regulations may change, and a potential compromise would be to state the current issues associated with these algorithms within the different regulatory regions, followed by a statement (and pointer to a reference) showing where one might go about finding the current regulations.

Resolution

Encryption export rules vary from country to country. It is the responsibility of the 

vendor to identify rules which apply to their situation.

Comment

Dear Sirs,

During a conference call with the 802.11 TGi task group on Tuesday April 20th we reviewed the comments I had submitted during prior ballot rounds. As a result of that call, all but one of the issues previously raised I now consider satisfied.

The remaining issue remains a source of disagreement between this reviewer and the TGi group. 

After exploring the topic during the call, both sides agreed that we have a significant difference in viewpoints. It became apparent during the call that further discussion of the issue was unproductive as neither viewpoint is likely to change enough to satisfy the other. Therefore, we agreed to disagree - with the result being that my remaining concern will be carried forward through the Sponsor Ballot process.

Therefore, I have to formally inform you that I do not consider the TGi to be acceptable as currently written and so I have to maintain my vote as “disapprove”.

The remainder of this document is a historical record of the exchanges between myself and the 802.11 TGi group regarding the disputed issue; this document constitutes the negative comment to be carried forward in the balloting process.

Sincerely,


David Bagby

Response
Reject for same reasons as in the second recirculation. (See below for past reasons for rejection in green.)
Response to the 802.11 TGi positions provided as part of 

the 2nd TGi recirculation sponsor ballot

David Bagby

Calypso Consulting

8-Apr-2004

I have reviewed the responses of the 802.11 TGi group provided in this second recirculation ballot to the concerns I have raised with the proposed TGi Draft.

I have to inform you that the responses provided still do not adequately address the issues raised. Therefore, I have to maintain my vote as “disapprove”.

For each of the comments I submitted as part of the SB review, the Task group’s responses to my concerns in this area are reproduced below and I have commented inline to the TG’s response.
We are still dealing with the same four comments, so I will continue the prior format and present the groups latest response to my concerns and insert into the group’s response my comments. TGi RC2 responses are in italics.

TGi RC2 response to Bagby Technical Disapprove, issue 1 (re Authentication and Association sequence):
To the TG, it appears this is a difference of opinion around what architecture should be adopted. 
A difference of opinion – certainly. But the difference is not about what architecture to adopt. The difference is about TGi making significant (negative in my opinion) changes to the architecture that existed prior to TGi.  I find these changes to be highly undesirable and unnecessary.

TGi was not charted to revise the core architecture of 802.11, it was charted to improve the security of 802.11. Admittedly there is some grey area – it is this reviewer’s opinion that TGi created additional problems for 802.11 as side effects of taking a technical approach that is based on flawed and unnecessary assumptions. 

My prior comments have pointed out how the TGI functionality can be accomplished with out breaking the class 1,2,3 frame distinctions. Since this seems to me to accomplish all the TGi functionality w/o the current side effects, I again request that TGi correct the problems pointed out with a revised draft. 

Given these concerns, I am not willing to vote to approve the current TGi draft.

IEEE 802.11 TGi voted to adopt IEEE 802.1X, in order to minimize the amount of work that had to be done and to minimize the duplication of work with other WGs, and also the TG.  IEEE 802.1X requires that authentication be encapsulated in data frames. 
The TG argument is mixed up. The term “data frames” needs to be put in context. The use of the generic term “data frame” is misleading. As we are talking about the impacts of doing Authentication after Association, the TG is talking about data frames on the DSM – not 802.11 data frames on the WM.  This distinction is important – 802.1x does not say anything about 802.11 WM data frames. The assumption that there is a required 1:1 mapping of 802.11 WM data frames to DSM data frames is incorrect.  

The need to pass authentication data into the DS does NOT imply a need to complete 802.11 Association first.  It would be easy to select the information needed for 802.1x authentication from the 802.11 information flow (this is what management frames were designed for) and allow that information to “transit” an AP (that is what the DS authentication service was designed to do). Once the 802.1x process is complete, then the STA would be in state 2 (authenticated) and then the 802.11 Association process can be done. This would result in all the currently proposed TGi functionality without the problems related to doing authentication after association.

 TGi analyzed the issues relating to pre-authentication and protection of Class 2 data frames very thoroughly (for example, see submission 11-02-389r1-I, “802.1X Pre-Authentication”).  
Then the TG analysis must be flawed. There is clearly a need for class 2 frame protection – as evidenced by the existence of two proposals to do so which have  been presented in TGk meetings. In fact, both of those proposals have been presented as “being necessary because TGi does not protect anything other than class 3 frames” – and I note that at least one of the authors was an active participant in the TGi group.

I also note that there appears to be some significant dissent within TGi on this issue. I have had private conversations with several active TGi participants about this issue of authentication before association. Each of them has told me that they believe that my comments on this issue are technically correct, but that TGi as a group (paraphrasing here) “just wants to be done and is not interested in correcting the problem”.  

Having chaired multiple 802.11 TGs over the years I can understand that attitude. But I also totally disagree with allowing it to reduce the technical quality of TG results. Desire to be done should not be allowed to impact the technical quality of a standard.

Let us examine each of the comments in detail:

Class 1 and Class 2 distinction loss. IEEE 802.l1i does not eliminate 802.11 authentication as specified in the 1999 standard. In fact, 802.11i requires 802.11 authentication as defined in the 1999 standard. Aside from shared key authentication, 802.11i has not removed any functionality.
Please do not provide specious arguments. Prior to TGi there were three types of authentication that 802.11 was designed to support:


1) “open authentication” – a fancy name for “no authentication”.

2) Shared key: – the type removed by TGi.

So with the proposed TGi draft we are left with only “no authentication” possible before Association. Therefore, the statement “Aside from shared key authentication, 802.11i has not removed any functionality.” is equivalent to “with TGi we have mandated that only ‘no-authentication’ is possible before association”. That’s not really the result implied by the phrase “…802.l1i does not eliminate 802.11 authentication as specified in the 1999 standard”.
And on a historical note – there was originally a third type - 


3) public key: The original TGi authentication mechanism supported bi-directional challenge-response handshakes with dynamic generation of session keys– which is essentially what the TGi “four way handshake” accomplishes. . 

The Public key authentication was unfortunately removed prior to initial publication in 1997 as “no one needs that type of security” (this was in the mid 1990s). However, the removal was carefully done so that all hooks necessary to support this could be added back later. Therefore I am quite certain that there is at least one method (management frames) by which TGi authentication goals could be accomplished prior to Association - and so I must reject all arguments along the lines of “we can only do it after association”.

Only class 3 frames are protected.  IEEE 802.11 never imposed any requirement for protecting anything but class 3 data frames. 
It is also true that 802.11 never mandated “TGi shall only protect data frames”.

In making this determination, IEEE 802.11 TGi analyzed the issues relating to protection of class 2 frames thoroughly and determined that the required changes could not be easily implemented 
Ease of specification is not the issue.
and were outside the scope of the PAR. 
I do not believe this argument. Please show me the wording in the TGi PAR that restricts TGi protection to only class 3 frames. Even if such a sentence existed, it is not relevant to this interaction. I am commenting on the TGi draft as a member of the Sponsor Ballot pool. The sponsor ballot pool members are not required to know anything about PARs or other details of how a WG does its work. The Sponsor pool is asked to do a technical review of a proposed draft – I did and provided my technical concerns.
In order to be able to protect class 2 frames consistently, it would be required to support 802.1X Class 1 data frames (e.g. ToDS=0, FromDS=0) sent within State 1.  However, IEEE 802.11 does not permit the sending of Class 1 data frames within an ESS, only within an IBSS.  The IEEE 802.11 TGi PAR did not permit making such a change to the specification and so this modification was out of scope.  Moreover, discussions within the Task Group disclosed that the ability to run Class 2 frames through the encryption/integrity engine was not widely supported.  
Again then the TG judgment was in error – see prior comments about the need being recognized and resulting in proposals to do just this. 
Due to these issues, the overwhelming majority of the input from the larger WG was for IEEE 802.11i to not protect other classes of frames. Hence, protections for class 3 data frames only became the design center.
To my knowledge (as also a long term member of 802.11), the WG never gave any such input to the TG.  

If the requirements have now changed, this is the proper subject of a new PAR.

No, it is properly the subject of TGi. 

I do not find it acceptable to impose the problems that I have pointed out. Doing so will result in other TGs doing extra work to compensate for TGi’s reluctance to do a complete job. 

I do not subscribe to the attitude of it being OK to introduce problems now (that will last for multiple years) because someone else can fix it later.

No pre-authentication. The IEEE 802.11i pre-authentication mechanism is defined explicitly in Clause 8.4 of the draft.  This mechanism does allow a STA to authenticate to multiple APs. 

No action frames. Action frames were introduced in 802.11h. IEEE 802.11h chose not to protect action frames, with the available protection mechanism. IEEE 802.11h made no requirements to protect these frames.
Action frames are more than a TGh issue - as I have said in prior comments.
The TG believes that the commenter’s concerns can be best addressed in a new PAR, such as 802.11 TGr.
This makes no sense to me – what does the work of a new TG on roaming have to do with the problems of “auth after assoc”? Are you proposing that TGr should rework TGi security mechanisms? That seems an odd stance to take for a group that has just written several paragraphs that attempted to argue “the TGi par would not allow that”… What arguments so you suppose would be made if TGr attempted to revise TGi in that way?
<other technical comments later satisfied have been edited out>

Response:

Discussed with commenter. Agreed to disagree.(See below for past responses in green.)

Comments on draft 8.0 and the 802.11 TGi first recirculation ballot

David Bagby

Calypso Consulting

11-March-2004

Dear Sirs,

I have reviewed the responses of the 802.11 TGi group to my Sponsor ballot comments. I have to inform you that I do find the responses to review comments provided by TGi do not adequately address the issues I raised. Therefore, I have to maintain my vote as “disapprove”.

For reference the comments I submitted for the original ballot are included at the end.

For each of the comments I submitted as part of the SB review, the Task group’s responses to my concerns in this area are reproduced below and I have commented inline to the TG’s response.
Bagby Technical Disapprove, issue 1:
Authentication and Association sequence

As nothing has changed in the draft to address this major concern, my vote will remain “disapprove”.
1. The 1999 802.11 standard makes the assumption that there is no session oriented information until after 802.11 Association.  A security association cannot be constructed without the presence of a session.
This statement by TGi is clearly not correct. The 1999 standard does contain the concept of state and hence session oriented information. The state diagram in section 5.5 clearly calls out the relationship between MAC state and services. It is in section 5.5 that class 1, 2 and 3 frames are defined. It is precisely this distinction of frame class that TGi has lost – and that loss is at the core of my technical objection. In fact the purpose of the authenticated state is precisely to create the session that TGi claims is needed. What is important is that this is done BEFORE data flow is allowed in the Associated state. 

TGi draft 8 does not specify any changes to section 5.5 of 802.11. Therefore the resulting merged 802.11 document (with TGi) would be a self-inconsistent document. 


2. Pre-authentication would not be forwardable across the DS if authentication were to occur using 802.11 MAC authentication frames.  This would limit the flexibility of pre-authentication design.
This statement makes little sense to this reviewer. There is no need for the 802.11 frame to be forwarded across a DS as part of pre-authentication. Pre-authentication is solely an action taken between two STAs. When one of the STAs happens to be an AP, there could be some AP to AP communication which results from the 802.11 link event – but that is a matter for DS design (which is not part of the functionality specified by the 802.11 document). 

The TG comment about limiting the flexibility of pre-authentication design sounds to this reviewer to be specious. What is this supposed to mean? 

3. The task group felt is was advantageous to utilize the existing 802.1X EAPOL frames for authentication rather than invent new 802.11 specific frames for this purpose.  When 802.11 1999 was passed, there was no standard for 802 authentication.  However, since then 802.1X has been passed and 802.11i has decided leverage that standard.  
The idea of leveraging the EAPOL frames is fine so far as it goes. That desire to leverage the frames does not have to result in either 1) the removal of any distinction between authenticated and associated states or 2) the collapse of those states into a single state. The EAPOL frames could have been used to implement the TGi desired type of authentication, and at the completion of the TGi EAPOL authentication steps you would have the Authenticated state given in section 5.5.

And this could be still be done (and is my preferred requested solution to the problems). I think this would result in exactly the authentication operation that TGi desires without the introduction of the problems related to collapsing states 2 and 3 of section 5.5.

4. The task group felt it was important to remove authentication from the MAC since 802.11 is not the appropriate place to define authentication mechanisms.
Why is authentication in the MAC “not appropriate”? Is that some type of belief statement on the part of TGi?  I strongly disagree. 

As pointed out above, TGi has introduced problems that are not present when the authentication step is part of the MAC state. Therefore I conclude that the TGi conclusion re “inappropriate” must be incorrect.
<other technical comments later satisfied have been edited out>

--------

I am sorry to say that based on the TGi responses to my review comments to date, my vote must remain “disapprove”.

David Bagby

Response:

To the TG, it appears this is a difference of opinion around what architecture should be adopted. IEEE 802.11 TGi voted to adopt IEEE 802.1X, in order to minimize the amount of work that had to be done and to minimize the duplication of work with other WGs, and also the TG.  IEEE 802.1X requires that authentication be encapsulated in data frames.  TGi analyzed the issues relating to pre-authentication and protection of Class 2 data frames very thoroughly (for example, see submission 11-02-389r1-I, “802.1X Pre-Authentication”).  Let us examine each of the comments in detail:

Class 1 and Class 2 distinction loss. IEEE 802.l1i does not eliminate 802.11 authentication as specified in the 1999 standard. In fact, 802.11i requires 802.11 authentication as defined in the 1999 standard. Aside from shared key authentication, 802.11i has not removed any functionality.

Only class 3 frames are protected.  IEEE 802.11 never imposed any requirement for protecting anything but class 3 data frames. In making this determination, IEEE 802.11 TGi analyzed the issues relating to protection of class 2 frames thoroughly and determined that the required changes could not be easily implemented and were outside the scope of the PAR. 

In order to be able to protect class 2 frames consistently, it would be required to support 802.1X Class 1 data frames (e.g. ToDS=0, FromDS=0) sent within State 1.  However, IEEE 802.11 does not permit the sending of Class 1 data frames within an ESS, only within an IBSS.  The IEEE 802.11 TGi PAR did not permit making such a change to the specification and so this modification was out of scope.  Moreover, discussions within the Task Group disclosed that the ability to run Class 2 frames through the encryption/integrity engine was not widely supported.  Due to these issues, the overwhelming majority of the input from the larger WG was for IEEE 802.11i to not protect other classes of frames. Hence, protections for class 3 data frames only became the design center. 

If the requirements have now changed, this is the proper subject of a new PAR.

No pre-authentication. The IEEE 802.11i pre-authentication mechanism is defined explicitly in Clause 8.4 of the draft.  This mechanism does allow a STA to authenticate to multiple APs. 

No action frames. Action frames were introduced in 802.11h. IEEE 802.11h chose not to protect action frames, with the available protection mechanism. IEEE 802.11h made no requirements to protect these frames.

The TG believes that the commenter’s concerns can be best addressed in a new PAR, such as 802.11 TGr.

The Comments to accompany Disapprove vote on P802.11i Draft 7.0 sponsor ballot.

David Bagby

Calypso Consulting

17-Dec-2003

The following are the primary reasons I have had to vote “Disapprove” for this ballot. Acceptable correction of these issues would be required to change my vote to “Approve”.

Technical Disapprove, issue 1:

Authentication and Association sequence

TGi has made a major change to the operation of the 802.11 MAC which I believe to have been unnecessary to accomplish TGi’s goals for enhanced security. Unfortunately, the change causes additional problems for other work going on within 802.11.

A short TGi history (as I understand it):

I the early days of TGi (back when it was still part of TGe) the group explored using 802.1x for authentication. This authentication approach lead to some thinking that Association had to be competed (in order to pass info to 802.1x) before Authentication was possible – leading to the reversal of the Authentication and Association sequence given in the MAC state machine diagram (figure 8, 2003 edition of 802.11). 

As work progressed in TGi, the 802.1X facility was moved from above the MAC SAP, to below the MAC SAP (as currently shown on page 13 of the 7.0 TGi draft). 

However, for some reason, the authentication mechanism for an RSN is still performed AFTER Association. This reversal effectively collapses states 2 and 3 (of figure 8) into one state for stations in an RSNA.

This creates several serious problems – 

a) Class 1 and Class 2 distinction loss:

It is no longer possible to tell the difference between Class 1 and Class 2 frames. Yet none of the language about the state diagram or the expected behavior for frames by class has been revised by the TGi Draft. Technically, with TGi’s changes it appears to be impossible under TGi to get from state 1 to state 3 – hence a station can never be Associated.

b) Only Class 3 protected:

No protection is provided by TGi for anything other than Class 3 frames. I suspect that TGi did not think this was important as the group probably only thought of the class 2 management frames for Authentication and Deauthentication (since TGi does not appear to intend to utilize these management frames, they may have perceived that this does not matter). However it does matter… as it is important for Class 2 frames to be protected.

c) No Pre-authentication:

The ability to pre-authenticate to multiple APs is no longer possible with TGi. Since authentication can only occur after association, it is impossible to be authenticated to multiple APs. The fact that a STA can only be associated to a single AP at any given instant prevents multiple authentications for and RSN. This impairs roaming abilities as authentication cannot be set up prior to a Reassociation. 

I believe that this will be a serious limitation for the new fast handoff group and that TGi should not reduce Reassociation abilities as a side effect.

d) Action frames etc:

The apparent loss of state 2 (authenticated state) for an RSN means that there is no protection provided by TGi for any frames of class < 3. This includes the action frames defined by 802.11h. 

Other TGs are also about to be, or are in process of, inventing new Class 1 and/or 2 frames;

Examples are:

TGk: for RR measurements,

Mesh SG: (I suspect) to set up and maintain a mesh, 

Fast handoff group: to set up context and SA before handoff, 

Proposed managed services group: many services talked about would be system level and likely to be done between authenticated (i.e. identified with and ESS) stations. 

Each of these groups are (or are likely to want to) desire to utilize frames of classes 1 or 2. Unfortunately, all such frames are unprotected by TGi. 

This would force those groups to either 

1) Accept the risk profile that comes from using unprotected frames (a high security risk in some cases) or 

2) Invent a TG specific security mechanism for the TG frames (resulting in a mish mash of potentially incompatible security mechanisms for 802.11).

The obvious (and I think simplest) solution to this situation is to put the order of Authentication and Association back to the usual industry sequence of Authentication before Association. It is imperative that there remain a distinct “authenticated” STA state as this would allow the TGi security mechanisms to be used for all “post-authentication” frames. This would be a huge functional improvement over the TGi draft 7.0 functionality, and would be of great benefit to the work of multiple other 802.11 task groups.

I see no technical reason this can not be done – in fact I am aware of TGi conversations where the use of management frames was considered to implement the proposed authentication mechanisms. I have heard that the reasons this approach was not taken were not technical but political (e.g. certain companies did not want to change preliminary TGi implementations they had already started). Assuming what I have heard to be true, I believe that the problems caused by this fundamental sequence issue should far outweigh the cost associated with the early implementation risks voluntarily taken by some companies. I note that the same 4 way authentication handshake used by TGi could still be employed (perhaps carried in newly defined management frames if need be). 

TGi resolution requested:

To consider changing my vote to Approve on this topic it will be necessary for TGi to maintain the distinction of an authenticated state, one that is prior to and separate from the Associated state; and for the TGi security enhancement mechanisms to be applicable to frames allowed after authentication (currently loosely referred to as Class 2 frames) as well as the class 3 frames currently protected by the TGi draft mechanisms.

<other technical comments later satisfied have been edited out>

Response:

1. The 1999 802.11 standard makes the assumption that there is no session oriented information until after 802.11 Association.  A security association cannot be constructed without the presence of a session.

2. Pre-authentication would not be forwardable across the DS if authentication were to occur using 802.11 MAC authentication frames.  This would limit the flexibility of pre-authentication design.

3. The task group felt is was advantageous to utilize the existing 802.1X EAPOL frames for authentication rather than invent new 802.11 specific frames for this purpose.  When 802.11 1999 was passed, there was no standard for 802 authentication.  However, since then 802.1X has been passed and 802.11i has decided leverage that standard.  

4. The task group felt it was important to remove authentication from the MAC since 802.11 is not the appropriate place to define authentication mechanisms.

Daniel Bailey (Sponsor Ballot)
	Comment
	Proposed Change
	Resolution

	CCM suffers from three efficiency flaws, as noted in http://www.cs.ucdavis.edu/~rogaway/papers/ccm.pdf.  The most notable of these is that CCM can't begin to process data until all data has been received. 
	I will change my vote to yes if my other comments are satisfied and AES-CCM is replaced by a better mode of operation such as EAX.  EAX is defined in http://www.cs.ucdavis.edu/~rogaway/papers/eax.html, and is likewise patent-free.
	Rejected: The TG has selected and reviewed AES-CCMP as the mandatory to use cipher suite. Cipher suite selectors are available for vendor extensions, so that additional ciphers can be added to the protocol as specific needs arise. In addition, we have been told by NIST that CCM will be an approved FIPS mode. We do not have such assurances regarding EAX.

	The standard currently requires too many frames to be exchanged to support vehicle to vehicle, vehicle to roadside, and voice-over-IP applications.
	I will change my vote to yes if my other comments are satisfied and the standard is updated to include a method to support efficient roaming of stations from one access point to another, such as that suggested by William Arbaugh, et al.
	Rejected: The ammendent includes pre-authentication to address roaming. Also, a distinct task group has been created to resolve this issue.

	The current draft offers the minimal suggestion that devices in an ad hoc network could pre-share keys.  But that doesn't appear to robustly support both peer to peer and group keys.
	I will change my vote to yes if my other comments are satisfied and the standard offers a robust solution for key establishment and management in ad hoc networks.  A better solution would be adopt an ad hoc security model similar to 802.15.3 where one peer device adopts the role of Key Distribution Center or "Security Manager" for group keys.  Naturally, this topic can't be thoroughly treated in a comment like this, but the idea is that the Security Manager shares a symmetric management key (or Key Encrypting Key) with each peer and is responsible for changing and distributing the group key when the composition of the group changes.
	Rejected: The proposed IBSS solutions, including both PSK and 802.1X EAP authentication do support unicast and group keys. See clauses 8.4.4, 8.4.9 and 5.9.3.
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