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Abstract

Several issues on the 802.11i Draft 9.0 were raises during the course of the first WPA2 plugfest.  This document lists those issues.

1) PMKID's and PMK caching (especially in the area of 8.4.1) seem to be written exclusively with 802.1X in mind; the PSK case really isn't addressed.  As an example, take a look at the following text from 8.4.1.2: "Similarly, if the STA fails to send a PMKID the STA and AP must perform a full IEEE 802.1X authentication." Even if PSK is being used?

2) Some current AP implementations, in the PSK case, are including the PMKID of the PSK in the first handshake of the 4 way handshake, even if the STA didn't include a PMKID in the (re)authentication request.  It can be argued that it's actually a good thing that PMKIDs should be used in this case; it would help to make a determination earlier in the association/authentication process that the PSKs don't match.

3) What should be put into the Key Length field in GTK update messages: zeroes, or the group key length?  The behavior is unspecified in the standard.

4) There is no way to specify that no group key cipher will be used.  Wireless Distribution Systems don't want (and can't use) group keys, since they'll never broadcast.  Also, there is no way to specify a group cipher of "Open".

5) EAPOL key message replay counter is incremented on every retry.  This could result in a race condition, where, for example, the AP sends a message with one replay counter value, and then times out and retries the message.  Meanwhile, the STA, being really slow, finally gets around to replying to the original message, and uses the replay counter of the original message in the reply.  The AP will receive this reply, and since the replay counters don't match, discard the reply.  The suggestion is that replay counters should not incremented for retries…

6) What priority should EAPOL-Key messages and pre-authentication messages be sent in?  We have this spiffy priority field to use; we probably should use it.  Which raises an even more interesting question; WME only allows you to negotiate a priority upon association; if EAPOL-Key messages are to be sent at a high priority, does that mean that all EAPOL-Key users need to negotiate a high TSPEC?

7) We need to research this more, but the claim has been made that, according to 802.1X-REV, 802.1X units must accept EAPOL versions greater than what they are expecting.  This could lead to some forwards compatibility issues.   (Note that we are talking about EAPOL version numbers here, not the EAPOL-Key version; the two are different.)

8) 8.4.6: "NOTE (informative): When a STA (re)associates with an AP without a PMKSA in the PMKSA cache, the AP’s Authenticator will force a full IEEE 802.1X authentication. In the case where the STA has recently pre-authenticated with the AP and the AP has the PMKSA in the PMKSA cache, the AP’s Authenticator may proceed directly to key management in response to the STA’s Supplicant’s EAPOL-Start."  It has been stronglt suggested that allowing this optional behavior is A Bad Thing, in that there is then no way for a supplicant to force an authentication.
9) Should the security policy be consistent across an ESS?
10) If a unit has a BSSID over multiple interfaces (a/b/g), it must use a single shared authenticator across the BSSID; it must not use a separate authenticator for each interface.  Otherwise, pre-authentication will have issues.
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