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Abstract

Commentary offered by the IEEE 802.11 Working Group on the security issues raised in the article “Weakness in Passphrase Choice in WPA Interface”, authored by Robert Moskowitz. 
The concerns raised in the recent paper “Weakness in Passphrase Choice in WPA Interface”, authored by Robert Moskowitz, highlight security advisory information included in the IEEE 802.11i Draft Standard.  In particular, the PSK authentication method is recommended only when stronger methods, using Authenticated Key Management based on EAP methods, are impractical or unavailable.  Any hash mechanism that converts a pass-phrase to a key is subject to dictionary attacks.  Users are advised to select high quality pass-phrases that are substantially resistant to dictionary attack.

Annex I.5 of the IEEE 802.11i Draft 7.0 says, in part:

 “The RSNA Pre-Shared Key consists of 256 bits, or 64 octets when represented in hex. It is difficult for a user to correctly enter 64 hex characters. Most users, however, are familiar with passwords and pass-phrases, and feel more comfortable entering them than entering keys. A user is more likely to be able to enter an ASCII password or pass-phrase, even though doing so limits the set of possible keys. This suggests that the best that can be done is to introduce a pass-phrase to preshared key mapping.

This clause defines a pass-phrase to preshared key mapping that is the recommended practice for use with Robust Security Network Associations. This pass-phrase mapping was introduced to encourage users unfamiliar with cryptographic concepts to enable the security features of their WLAN.

A pass-phrase typically has about 2.5 bits of security per character, so the pass-phrase mapping converts an n octet password into a key with about 2.5n + 12 bits of security. Hence, it provides a relatively low level of security, with keys generated from short passwords subject to dictionary attack. Use of the key hash is recommended only where it is impractical to make use of a stronger form of user authentication. A key generated from a pass-phrase of less than about 20 characters is unlikely to deter attacks.
The pass-phrase mapping defined here uses the PBKDF2 method from PKCS #5 v2.0: Password-based Cryptography Standard.”

The issues raised here are not a security flaw, in terms of a defect in the algorithms, but rather an inherent limitation in the utilization of keying material that is manually provisioned by humans.  

Clause 8.5.1.2 of the Draft says, in part:

“The method used to configure the PSK is outside this specification, but one method is via user interaction. If a passphrase is configured then a 256-bit key is derived and used as the PMK otherwise the Pre-Shared Key is used directly as the PMK. Implementations may support different Pre-Shared Keys for each pair of communicating STAs.”

Also, clause 8.4.3 of the Draft, states, in part:

“Informative Note: When an ESS uses Pre-Shared Keys, STAs negotiate a Pairwise cipher. However, any STA in the ESS can derive the pairwise keys of any other that uses the same Pre-Shared Key by capturing the first two messages of the 4-Way Handshake. This provides malicious insiders with the ability to eavesdrop as well as the ability to establish a man-in-the-middle.”

The limitation of using a single PSK within an ESS, with respect to derivation of PTKs by malicious insiders is also acknowledged in the IEEE 802.11i Draft Standard, and hence the draft makes allowances for the use of per-STA PSKs. Customers who are concerned about the potential for malicious insiders (i.e. authenticated users) should ensure that per-STA PSKs are used, or better yet, require the use of IEEE 802.1X based Authenticated Key Management.

In summary, the security properties of PSK are well understood, and accurately described in the IEEE 802.11i Draft Standard. The publication of best current practice information, as exemplified by the Moskowitz paper, is a valuable service to the networking community. The IEEE 802.11 Working Group welcomes this type of constructive review. 
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