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Minutes of the 802.11 Task Group I meetings held October 14th through 16th 2003 at the TrueSecure offices in Herndon, Virginia.
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Tuesday, October 14, 2003
Call to Order and Agenda 

Meeting called to order on Tuesday, October 14, 2003 at 9:15AM by chair Dave Halasz.

Chair:

We have received the comments, but do not have official results of Letter Ballot 61 yet.  Tim has addressed some of the editorial and non-controversial comments.  We also need to agree on an approach to resolve the comments and provide uniformity throughout the document.
Agenda:

· Approve Agenda
· Chair’s Status

· OUI’s Discussion

· Letter Ballot 61 results
· Editorial/Non-controversial

· Approach to take to resolve comments

Chair: Any objection to the agenda?
Comment: Is there a goal to go to re-circulation at the end of this meeting?

Chair: Yes, we will discuss that later.
Chair: Any other discussion on the agenda?

None

Chair: LB61 received 811 comments, which is slightly less than the previous LB.  There are many more editorial comments this time, and they are much more detailed.
Chair: I wanted to see if we can go to Sponsor Ballot (SB) in November.  In this meeting we have been pre-approved.  We do not have to address every comment, however we would have indicate to the LMSC Exexutive Committee (ExComm) why.
Comment: Are we going to give a reason why we rejected a voter’s comments?

Chair: Yes, that is now in the spreadsheet.

Chair: There were comments about referencing a draft standard.  There is now an RFC that we can reference.  There were also comments on Annex E.
Chair: In order to go to SB, we have to get past ExCom.  ExCom members are the WG chairs.
Comment: Every no vote not addressed now (in LB) or in SB, will need to be explained to the Review Committee (RevCom).  It is better to address them now than later.  In a previous SB I was involved with, we attached a letter stating why we chose to address comments in the way that we did.
Comment: Annex E is a problem – it is non-maintainable.  We cannot remove it because there are normative references throughout the draft.  
Chair: One person in ExCom has already removed it.

Comment: What about removing Annex E as a whole?
Chair: That was brought up in the WG closing meeting.
Comment: We are doing better, but the 15 day ballots do not provide enough time to review the larger drafts (TGe  TGi) properly.
Chair: The direction we decided to take was to finish the draft, not split the TG.
Comment: We know we are going to authorize another ballot in the November meeting.  If it is another 15 day ballot, I’m afraid the voters will revolt.

Comment: We could issue a new Letter Ballot to get rid of the comments from previous re-circulations.  TGe did this.
Comment: TGe was forced to issue another LB because they dropped below 75%.

Chair: A draft can only go to SB in Plenary meetings.  November is a Plenary.  If we miss November, we have to wait 4 months.  We could go to SB at an interim meeting, but we would have to have the draft all ready at the plenary with the exception of a specific item.
Comment: The number of comments we receive on the next re-circulation should be much smaller because the comments are of higher quality.  The rules need to change because the process is taking too long.
Chair: What do you propose?

Comment: To allow voting at the ad-hoc meetings.

Comment: The quality of the draft has been greatly improved.  Many of the comments now have to deal with polishing the draft.  Some people are never going to be happy.
Chair: At this point in time, it would be a mistake to make significant changes.  Doing so would only increase the number of comments we receive.  Also, if we did, the WG would say that we overstep our bounds for what we were pre-approved to do, and would not pre-approve us for such work in the future.
Comment: It is probably fair to say that draft 6 is the first draft that should have passed LB.  I suspect there will be one more iteration of very good comments.
Comment: Changes to make the architecture clearer may result in more comments because people will now understand it.  This was my experience when I made the definition of TSN clearer.
Comment: What needs to be done to make the architecture more clear?  Simple search & replace?
Comment: We do not use the terms STA & AP or Supplicant and Authenticator properly.  This hides the fact that we have unresolved issues.
Chair: We are getting ahead of ourselves on the agenda.  Let’s table this discussion for now.

OUI Discussion

Chair: The chair has been discussing this with Tony Jeffries (802.1 chair).  The issue is our use of OUI 00:00:00 in cipher suites which has been allocated to Xerox.  RFC 1042 uses 00:00:00, but they received permission from Xerox.  My plan is to specify TBD with a note to ExCom that this will be filled in after SB since it is an IEEE assigned number.
Comment: What happed with the discussion of using longer identifiers?
Chair: There is a minority that would like to use longer identifiers.
Comment: Have you considered asking Xerox to use 00:00:00?
Chair: The permission to use 00:00:00 in RFC1042 was a grandfather issue because it was already in use.  Here, we know about it so we should do the right thing and get our own OUI.
LB61 results:

Our approval rate improved slightly and the comments dropped slightly.

Editorial/Non-controversial Comments Discussion
Presentation:– Tim Moore - Summary of Comments and Proposed Draft 6.1

Summary
· 811 comments

· 284 technical – 35%

· 527 Editorial – 65%

Clause 6.1 Comments
· Spelling mistakes, spaces, font type
· Reference to RFC 3610 (CCMP)

· Consistency

· AKM, (P)airwise, unicast cipher->Pairwise cipher

· PMK caching -> PMKSA caching

· SA (Supplicant) -> SPA

· Between state machines and description of machines (variables, states)

· (Re-)association -> (Re)Association

· Capitalized on association, etc

· Open System authentication

· Infrastructure BSS -> ESS

· (IEEE) 802.1X/(IEEE) 802.11

· Lots of grammar changes thanks to Thomas

· Doc 495 not completely added

· Pseudo-code for tx/rx, specify which variables to increment

· Missing character in CCMP test vectors

· Higher/lower MAC address in 2 4-way handshakes inconsistent

· Pre-auth ending with 4-way -> removed

· Clarify that PMKID in (Re)Association is 0 or more and is what the SME believes is valid and what the SME wants to use

· Order of 2 RSN IEs in message 3

· And added a sentence to specify what to do with second RSN IE
· KeyID moved from key information field to GTK IE, fixed all the places in the document

· Tidied up the description of the key data field in various places to make it clearer when encrypted, what encrypted

· Add a diagram similar to 11e showing layering of integrity/encryption MPDU/MSDU, replay protection, etc.

· Added uncontrolled port on figure 11

· OUI 00:00:00 changed to XX:XX:XX and added note to be allocated once in Sponsor ballot

· Added note to EtherType saying to be allocated once in Sponsor ballot

· Deleted figures 41, etc – example countermeasures in Annex I

· Tidied text to use PMKSA rather than PMK, key information, etc

· Master Key/MSK definition

· Deleted Master Key (not used)

· Figures 2-4 fixed for supplicant/authenticator

· Changes a lot of places to use correctly

· SME, Supplicant, Authenticator, AP, STA, etc.

· To explain who did what

· Changed clause 11 description so that the SME calls MLME-DeleteKeys when PTKSA/GTKSA deleted rather than as a side affect of association, deassoc/deauth, etc

· Tidied text that uses MLME-SetKeys as the point when protect/unprotect starts

· Should be MLME-SetProtection 

· Clarified what does what in TKIP countermeasures – STA, supplicant/authenticator

· Also fixed ESS/IBSS

· Removed aHaveGTK/PTK not used anymore with Deletekeys tidy up and setprotection tidy up

· Fixed 2 errors in the MIB, not attached to ieee802dot11

· Consistency of Pairwise ciphers in beacon/probe response in IBSS

· they are in beacon but not checked during 4-way handshake

· Added text to 8.5.2 explaining how to process RSN IE in message 2/3 in IBSS 

· Changed 802.1X reference to 802.1X-REV

· This is the new name for 802.1aa

· Figure 1/2 had text about uncontrolled port

· removed

· In IBSS generally made change that before initiating a security association with another STA shall find out its security association, using Probe Request if necessary

· And not to setup a security association if Group cipher or AKMP doesn’t match

· Added MLME indication to report to SME Dropped Protected frames (in Pseudo code)

· This allows SME to decide to find out the security policy for a STA and then to initiate a security association with it

· Reworked the text about “No Pairwise” capability yet again

· Reworked text about the security association setup time, to try to make it clearer

· Removed use of level 6 headers

· Used bold headers without clause numbers instead

· Changed places where we say increment counter to specify the MIB variable

· Added a MIB variable to count 4-way handshake failures

· Changed several places where we talk about 1X ports, filtering/blocking 1X. To describe controlled/uncontrolled, which MSDUs go where, and what happens

· Added text to Rx MSDU pseudo code also to say where MSDUs go Uncontrolled port or both

Clause 6.2 Comments
· IEEE 802.1X ((U)ncontrolled) (P)ort

· Add text explaining that an 802.1X port consists of a controlled and uncontrolled port

· Clarify uncontrolled is not just 802.1X. I copied text from 802.1X-REV, added/replace text in all places where behavior of uncontrolled port is described

· Data frames include IEEE 802.1X data frames from the IEEE 802.1X Uncontrolled Port shall be sent in the clear if no pairwise keys have been established by the AKMP. If temporal keys are established and MLME-SETPROTECTION.request has been invoked, they shall protect the data frames including IEEE 802.1X data frames. 

· 5.4.2.2, 5.4.2.3, 5.4.3.1, 5.9.1, 8.4.5

Rejected Comments
· Remove strike/underline

· Need for 802.11 editor

· Use EAP name for PMKID

· What about PSK name?

· MAC comparison – big/little endian

· Make CCMP not mandatory

· Mandate RSN IE is transmitted by RSN STA

· Required now

· Add a “no encryption” to allow IBSS mixed RSN/open

· 802.1aa is amendment

· Incorrect, it’s a revision

· Allocate IE numbers for GTK encapsulate IE, etc.

· Reject, no reason not to use 221 IE and 802.11i OUI

· Sentence about only TSN MAC needing to filter and delete

· RSN requires 802.1X to “filter”, pre-RSN may need MAC to “filter”

· Modify pseudo code to drop frames from/to DS before setprotection called

· 802.1X controlled port below DS in figure 11 so not needed

· What happens in IBSS with both supplicant and auth owning port

· Described in 802.1X so do not need to describe here

· Controlled/uncontrolled mix-up

· Controlled has authorized/unauthorized, uncontrolled does not

· How does Supplicant get AP list for pre-auth

· Supplicant driven by SME, SME gets list by MLME-SCAN

· How does 802.1X tell MAC that pre-auth complete so MAC can associate

· MAC doesn’t decide to associate, SME does

· DS doesn’t allow wireless backhaul for pre-auth

· Wireless backhaul is a wireless DS so included

· Warning about MITM attack on credentials only applies to certs

· Applies to any credentials with this problem

· Error code for invalid PMKID

· Not needed since AP will just start an 802.1X auth

· AP needs to advertise support for caching PMKSA

· AP can always initiate 802.1X auth if it doesn’t have any PMKIDs matching it ins cache (including the empty case)

· Only allow PMKSA caching for Reassociation

· No reason for this, if the AP wants new PMKSA on Association then just initiate 802.1X auth

· Delete PMKSA when all stas Disassociate

· This removes capability for PMKSA caching

· Change key data field to allow multiple IEs

· Already supported

· Draft 6 removed information note about AP advertising other than TKIP during countermeasures

· Comment wanted it mandatory, so we removed comment so APs did normal behavior

· Commenter didn’t see that removing comment made the behavior mandatory

Remaining Comments
· PMK/Key Information sharing

· Include CCM protocol into draft

· Do not refer to rfc3610

· Reject?

· Delete CCM reference code

· Yes?

· Comparison of MAC addresses

· Little/Big Endian

· Scan during association

· Removed in draft 6

· could make it optional if do not know security policy, consistent with IBSS then?

· Priority

· Remove, refer to 802.11e, etc.

· EAP security association

· Do not refer to EAP keying doc so not defined

· SME/Supplicant/Auth/STA separation

· Do not believe I found them all

· No Annex C

· Reject?

· TKIP countermeasures should stop WEP and Open

· PMK naming / EAP naming

· Current PMKID problem for PSK

· Use of 802.1X/802.11 when MAC and Supplicant/Auth separated e.g. Wireless switches

· Pre-auth

· Can’t assume know MAC address of authenticator is BSSID 

· don’t see how non-pre-auth 802.1X works if this assumption fails

· remove

· Use of shared auth in RSN

· IBSS support - remove

· STAKey – Remove

· TSC in Michael MIC failure report

· make it mandatory

· Clauses with “shall” not in PICs

· Added some clauses to relevant areas, don’t believe I found them all

· STAKey not in PIC – added as optional

· Support open at the same time as RSN

· Remove 2nd RSN IE in message 3

· Remove “use group” key support

· Remove IP statement for RSA

· Size of MPDU in CCMP

· Does confidentiality include integrity or not

· Inconsistent comments 

· There is a left over in the Tx MSDU code

// Else we didn’t find a key but we are protected, so handle the default key case or discard

// But 1st, the following covers the case of an AP in a BSS with encryption, that accepts

// non-protected STAs into the BSS and so must transmit broadcasts as plaintext.
if (MSDU has a group RA and the Privacy subfield of the Capability Information field in this BSS is set to 0) then


the MSDU is transmitted without protections

· Should this be deleted, I think so

Summary
· 811 comments

· 284 technical

· 527 Editorial

· 6.1 proposed draft

· 709



87.42%

· Propose Rejecting

· 29



3.58%

· Not done

· 64



7.89%

· PMK/Key sharing

· 9



1.11%

Split of remaining comments
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Remaining Comments by Clause
· G

· remove IBSS

· remove STAKey

· remove Pre-auth

· not meet lb60

· unified arch

· 3

· definition of pre-RSNA equipment

· 5.4

· confidentially and integrity confusion

· 5.9

· clarify STA/Supp/Auth/AP/SME etc

· why 2 4-way in IBSS

· 7

· define shared auth in RSN

· RSN and no encrypt

· remove use group key

· 8.1

· document bad thinks to do, dup with 11

· 8.2

· remove RSA IP statement

· 8.3

· Priority confusion – MSDU priority/priority/QC-TID/traffic class 

· include CCM, 

· describe TKIP weakness, 

· no WEP/open in countermeasures, 

· TSC in Michael failure report, 

· redundant define of Michael  failure report, 

· PN0-5 on figure 27, 

· size of MPDU

· nonce capitalization

· 8.4

· EAP security association

· use of SSID for PSK and null SSID

· mix up of auth/supp/SME/STA

· sync of SA?

· dup text of 1x for PSK in ESS

· Pre-auth

· 8.5

· compare MAC addresses

· “no Pairwise” note to discourage

· naming PMKID/EAP

· STAkey – when SA setup

· remove 2nd RSN IE

· 8.7

· Pseudo-code about not encrypt AP broadcast

· 11

· scan

· A

· sections with shall not in PICS

· C

· no formal spec

· I

· remove CCM code

Discussion:

Comment: There was some discussion at a recent 802.1 meeting that if we forward 802.1X frames over the DS, then it is not 802.1X.
Comment: This is true.  We don’t refer to it as 802.1X.
Chair: I am waiting for a response from 802.1 on this topic.
Tim: I changed Clause 11 so that when an SA is deleted, the SME calls MLME-DeleteKeys.  I did this as alternative to adding new interfaces.
Comment: Is there ever a need to delete the SA and keys independently?

Tim: I don’t believe so.

Tim: We don’t say how keys are refreshed.  Do we simply delete & add?
Comment: The MAC does not need to know the PTKSA.
Tim: I had to add a new interface to the SME to report protected data frames that are dropped with their Source Address.  This is needed for the SME to initiate a Security Association with the peer.
Comment: Is a legacy device that is upgraded to TKIP but does not implement CCMP compliant with this spec?
Comment: No

Tim: Adding a “no encryption” cipher suite and have the protected bit be independent of the cipher suite has been voted on at least twice before.
Comment: We need this to address the unencrypted hot-spot with legacy equipment issue.
Comment: The disabling of WEP and Open Authentication during countermeasures indicates that they both would have to be enabled.
Comment: The issue of separating the controlled port from the Supplicant/Authenticator is an issue not just an 802.11 problem.  The same issue applies to an Ethernet NAS.  This is out of scope.
<break for lunch>
Approach to comment resolution
Chair: There are about 90 comments that Tim has not already addressed.

Chair: Do we want to break into subgroups?
Comment: The changes recommended in draft 6.2 need to be reviewed.

Comment: Perhaps we should break into sub-groups to address the 90 comments, and then re-group and address the architectural framework.
Chair: Upon reviewing 6.2, if there are any changes required, let Tim know.  Tim will then make a 6.3 if necessary and we will vote on that.
Revised Agenda:

· Divide into sub-groups (Tuesday)

· Review 6.2

· Approve/Disapprove 6.2 (Wednesday morning)

· Include follow-on motions  (Wednesday morning)
· Discuss rejections and explain in spreadsheet (Wednesday morning)
· EAP joint meeting (Wednesday afternoon)

· Follow-up motions (Thursday morning)

· Motion to prepare draft (Thursday morning – 4 hour rule)

· Consistency review (Thursday afternoon)
· Text for rejections (Thursday afternoon)

· Motion for re-circulation (Thursday before we leave)
Chair: any objections to the agenda?
None

Motion by Fred Haisch

Characterize the code in Annex I.4.1 as an example and leave the code in the TGi draft.
Second: Marty Lefkowitz

Discussion:

None

Vote: 16-0-1 Passes

Motion by Clint Chaplin
Reject the LB 61 comment 371 regarding Annex C and state the same reason as given for LB60 comment 336.
Second: Dorothy Stanley
Discussion:

None

Vote: 14-0-0 passes

Motion by Tim Moore
Reject Letter Ballot 61 Comment 182.
Second: Dave Nelson
Discussion:

None
Vote: 13-0-0 Passes
Sub-group leads by Clause are as follows:

Dave Halasz/Frank Ciotti: 
Clauses General, 3, 5.4, 5.9, 7, 8.1, 8.2, 8.7, 11, Annex A, Annex C, Annex I

Dorothy Stanley:


Clause 8.3

Dave Nelson:


Clause 8.4


Tim Moore:



Clause 8.5
Chair: Any objection to breaking into sub-groups and working in an ad-hoc fashion until 4:45pm?
None

<recess for ad-hoc @ 2:50pm>
<resume at 4:45pm>
Chair: Are there any changes for Tim?
Comment: Our group has a few.

Comment: We also have an issue to discuss with the group.

Discussion on disabling WEP/Open during TKIP Countermeasures
Comment: This is a potential downgrade attack if WEP and TKIP are both supported.  Attacker could force STA to move from TKIP to WEP by invoking TKIP Countermeasures, and then attack WEP session.
Comment: If a STA allows WEP under any circumstance, then it is not secure.
Motion by Dorothy Stanley

Reject Comment 411, 413, and 415 with the reason that Countermeasures apply to TKIP only, WEP and un-encrypted traffic are not protected, and no additional protection is provided for or implied for WEP and un-encrypted traffic.
Second: Fred Haisch
Discussion:

None

Vote: 14-0-1 Passes

Tim has a revised 6.3 draft available.

Recessed @ 5:02pm until 9:00am tomorrow.
Wednesday, October 15, 2003

Resumed @ 9:04am

Chair: It seems we may finish in time go to re-circulation.

Chair: Any objection to moving the agenda item of discussing rejections and putting text into the spreadsheet to Thursday?
None

Chair: We now have a draft 6.3.  Do we want to vote on adopting that as our draft?  Or we can make motions on the sub-group resolutions.
Comment: Motions from sub-groups
Motion by Frank Ciotti - Comment 547

In Clause 8.5.2, Page 84, line 22 replace the following text:

· STAKey (bit 12). This bit is set if the Key is to be used to secure STA to STA communication. The Key Type bit shall be 0. A pairwise key is used to protect unicast traffic between a STA and an AP, or between two STAs in an IBSS. A STA key is used to protect traffic sent directly between two STAs which are associated with the same AP. The STAKey shall be different from the GTK.

With:

· STAKey (bit 12). This bit is set if the Key is to be used to secure STA to STA communication. The Key Type bit shall be 0. A STA key is used to protect unicast traffic sent directly between two STAs which are associated with the same AP. The STAKey shall be cryptographically separated from the GTK.

Second: Jesse Walker
Discussion:

None

Vote: 14-0-0 Passes

Motion by Frank Ciotti - Comment 548

Remove pre-authentication from the TGi draft.
Second: Nancy Cam-Winget
Discussion:

Comment: For: TGi has asked for a SG to address the Fast Roaming issue.  It would be wrong to leave it in unless we rescind our request for a SG.

Comment: Against: What if the SG decides that cached PMKs are sufficient; we may have a hole in the spec.
Comment: Against: the SG may not come up with any recommendations.  There are comments that say we need to address Fast Handoff in TGi.
Chair: 802.1 is working on a paper to indicate if this is the direction TGi should take.
Comment: There is a concern that the SG will fail to produce a PAR.
Comment: By leaving pre-authentication in the draft, it will further delay the draft.

Comment: Against; TGi will come out soon and establish a baseline.  The SG will start at that baseline.  We need a way to provision a key for the first time you roam, and pre-authentication provides that.
Comment: We need to consider what we gain Vs. lose in comments if we were to remove it.
Chair: If 802.1 decides that we shouldn’t do this, ExComm could block us.
Comment: Why is 802 looking into this?
Chair: A result of joint 802.1 and 802.11 meetings.
Comment: There are concerns within 802.1 of forwarding 802.1X datagrams onto the DS.  A new Ethertype was suggested.
Comment: 802.1 has 5 voters.  If they have issues they should submit them as comments.

Comment: There are routing concerns among 802.1 with using a new Ethertype.
Comment: Since we cannot predict the outcome of the Fast Roaming SG, we should provide a complete solution and leave it up to the SG to resolve any issues.  If we remove pre-authentication, we will get more comments.
Comment: Bridges by default should forward Ethertypes that are unknown so I don’t see where the routing problem is.
Call the question

Any objection?

Yes

Vote on calling the question 10-2-1 Passes

Vote on motion: 6-6-4 Fails
Discussion on RSNA Capable Equipment - Comment 392
In Clause 3, page 5, line 6, replace:

RSNA Capable Equipment: A STA is said to be RSNA Capable Equipment if it is capable of creating Robust Security Network Associations.  Such a device may actually use pre-Robust Security Network Associations due to the configuration of other STAs.

With:

RSNA Capable Equipment: A STA is said to be RSNA Capable Equipment if it is capable (due to configuration or design) of creating Robust Security Network Associations.  Such a device may actually use pre-Robust Security Network Associations due to the configuration of other STAs.

Comment: A RSN capable device should be allowed to join a pre-RSN network by turning RSN off.
Comment: We should state that RSN is mandatory to implement, but optional to use.

Comment: Security is optional according to the PICS.  But if you implement it, it must be RSN for RSN capable device.
Comment: There is equipment that can support TKIP, but not RSN.

Comment: There are two different types of pre-RSN equipment; one which has been upgraded to TKIP, and one which has not.

Discussion on Comment 573 (Dorothy Stanley)
Dorothy: The commenter wanted the reporting of the TSC value to be mandatory.  However, there is an attack that can be exploited using directional antennas if the AP does not count multiple MIC failures with the same TSC.

Comment: The correlators between STAs are different.  Two different STAs will see noise differently.

Comment: So we now have a way to shut down the net with a single multicast?

Motion by Dorothy Stanley – Comment 573
In Clause 8.3.2.3.2, replace

A single multicast frame could trigger multiple Michael MIC Failure Reports. To prevent a single frame from forcing a deauthentication at the AP, the Michael MIC Failure Report may provide the TSC value detected in the multicast frame in the first six octets of the EAPOL-Key RSC field. If the TSC value is not reported then the EAPOL-Key RSC field shall be set to zero. The AP may discard subsequent Michael MIC Failure Reports if the RSC fields are the same but not zero.
With:
A single multicast frame could trigger multiple Michael MIC Failure Reports.  The Michael MIC Failure Report may provide the TSC value detected in the multicast frame in the first six octets of the EAPOL-Key RSC field, to provide additional information about the failed frame.  If the TSC value is not reported then the EAPOL-Key RSC field shall be set to zero.
Second: Clint Chaplin

Discussion:

None
Vote: 12-1-0 Passes
Dave Nelson presented the changes from his sub-group incorporated into draft 6.3.
Motion by Tim Moore

Adopt proposed draft 6.3 as the 802.11i draft 6.3.
Second: Jesse Walker

Discussion:

None

Vote: 15-0-1 Passes
Motion by Dave Nelson

All approved motions since Start of Business this morning and prior to the motion to adopt draft 6.3 be applied to draft 6.3.
Second: Clint Chaplin

Discussion:
None

Vote: 13-1-0 Passes

Chair: Are there any further discussions or motions from sub-groups?

None

Chair: Any objection to working in ad-hoc until 11:30am?
None

<Recessed at 10:18>
<Resumed at 11:30am>
Chair: We will be having a joint meeting with the EAP working group at 1:30pm

Tim Moore presented changes to draft 6.3
<Recessed for lunch>
<Resumed at 1:40pm>
Joint session with IETF EAP Working Group

Agenda for joint session
Preliminaries (10 minutes)

· Agenda Bashing

· Bluesheets

· Minutes

Document Status

IETF Document Status and Process (15 minutes), Jari Arkko & Bernard Aboba

IEEE Document Status and Process (15 minutes), Dave Halasz

Specific Technical Issues

Key Scoping & Fast Handoff (30 minutes - Bernard ABoba

Authorization & Fast Handoff (20 minutes) - Jari Arkko

Fast Roaming implementation results (30 min) Bill Arbaugh
EAP issues in 11i draft (30 min) – n.n.

Open Discussion

Conclusion and next steps

Document Status – Bernard Aboba
Bernard: There do not appear to be any items blocking 802.11i at this point.
Dave: We are trying to go to re-circulation here, and SB in November.  If we don’t make November, there will be a 4 month gap before we can try again.  RevCom meets in March.

Bernard: When do you need the number for RFC 2284bis?

Dave: The earliest would be March.
Comment: Is 802.11i aware of rule 10 to go to SB in Jan?
Dave: Yes, but this would require us to be done with the exception of a specific item.

Bernard: The last call needs to get started so that we do not miss the deadline.
Presentation: Key Scoping – Bernard Aboba – doc: www.drizzle.com/~aboba/EAP/int-03/Key Scoping.ppt
From a AAA perspective, the wireless switching architecture is considered a single NAS.
Comment: What is the “grouped MAC Address”?
Bernard: A MAC address that would be common among all entities within the NAS device.

Comment: How does this help with cached PMKs?

Bernard: It gives a hint to the STA that the AP may have a cached PMK for it.  The STA will not know if an AP has a cached PMK for it until it queries, however the STA will know that an AP does not have a cached PMK for it if the STA never sent one to it.
Bernard: New AAA attributes would be required to communicate the key scoping parameters.

Comment: the STA, NAS and AS must all know the key scope and agree upon it.
Bernard: This is only an issue because the STA is trying to re-use the key cache.  If the STA authenticated each time, this wouldn’t be an issue.
Presentation- Authorization, EAP and Fast Handoffs – Jari Arkko – doc: www.drizzle.com/~aboba/EAP/int-03/eap_oct03interim_agenda.ppt
Comment: If an original authentication did not allow simultaneous interface usage, a subsequent 4-way handshake using a cached PMK with that same AP may take place over simultaneous interfaces.  To enforce this, PMK caching would need to be disabled.
Comment: Does this have to be in DIAMETER?
Jari: It could specify it in RADIUS as well once we are finished with DIAMETER.

Comment: We have some LB comments stating that the PMK ID that we use should be synchronized with EAP.
Jari: We have not agreed upon the PMK ID yet.
Presentation: Bill Arbaugh – Proactive Key Distribution to support fast and secure roaming - doc www.cs.umd.edu/~waa/ad-hoc.pdf
Bill: the issue with Pre-authentication is that you can’t get past the Access Router.
Comment: VLANs can be configured to overcome this.
Bill: Agree, but you cannot change PHYs
Comment: If you don’t trust any AP’s then why do you roam?
Bill: The AP is not trusted until you associate with it.

Comment: You trust the AP you just roamed from to not distribute the key.
Comment: We don’t share the PMK with other AP’s currently.  We establish a new PMK via pre-authentication.

Bill: I know of some implementations that actually share the PMK.  The 802.11i spec does not preclude this.
Bill: The AP cannot calculate PMK’s for other AP’s because it does not have the MK.

Bill: The results our testing are available at www.cs.umd.edu/~waa/pro-key.pdf.  We measured 20ms avg re-authentication time in lab.  This is the time up to, but not including, the 4-way handshake.
Comment: If TGi desires to support multiple fast-roaming schemes, would multiple roaming bits be needed?
Bill: No, the current bit can be used for both.

Comment: 802.1X-REV draft 7.1 
Comment: EAP State machine – doc: drafts-ietf-eap-statemachine-00.pdf

Comment: What is the next step?
Comment: This joint meeting was a response to questions we received from TGi at the Portland meeting.

Comment: At this point, EAP will be finishing the state machines and key hierarchy.  But the key hierarchy will probably be done after 802.11i.
Comment: 802.11i depends only on RFC 2284bis, which has been completed.

Comment: The presentations about authorizations may not fit within 802.11i scope
Comment: You might want to put in a note.
Comment: The purpose of this meeting was because 802.11i asked the EAP WG some questions. The EAP WG has now answered these questions.
Done with EAP WG/802.11i joint meeting.

Motion by Tim Moore
Accept proposed draft 6.4 as TGi draft 6.4

Second: Jesse Walker

Discussion:

None

Vote: 12-0-2 Passes
Annex A discussion by Tim Moore

Clause 3 has a definition with “shall”.  We should not include this in the PICS.

Many other places have “shall”.

Clause 8.7.2 is the pseudo code.  This is not in the PICS, but should be

Motion by Tim Moore

Replace the 3 instances of “shall” in clause 5.9.3.2 & 5.9.3.3 with “should” and to add clauses 5.4.3.3, 8.7.2,11.3,11.4,8.3.1 to annex A for “robust security network association”
Second: Clint Chaplin
Discussion:

None

Vote: 14-0-1
<Recessed to work in ad-hoc fashion>
<Resume at 6:00pm>
Chair: All the subgroups have motions ready.
Motion by Frank Ciotti - Comment 388
In clause 3, add the following definition:
Liveness – A demonstration that the peer is actually participating in this instance of communication.

Second: Dorothy Stanley
Discussion:

None
Any objection?

None 

Motion passes
Motion by Frank Ciotti
In Clause 5.9.2 of draft 6.3, replace:

1. Prior to any use of IEEE 802.1X, the Authenticator and Authentication Server authenticate each other and they optionally establish a secure channel using an authentication protocol (e.g., IPSec, TLS). The security of the channel between the Authenticator and the Authentication Server is outside the scope of this specification. 

With:

1. Prior to any use of IEEE 802.1X, IEEE 802.11 assumes the Authenticator and Authentication Server establish a secure channel. The security of the channel between the Authenticator and the Authentication Server is outside the scope of this specification. 

Second: Jesse Walker
Discussion:

None
Any objection?

None

Motion passes

Motion by Frank Ciotti – Comment 500
In clause 7.2.3.10, replace the following text:

Only Authentication frames with Authentication Algorithm set to Open System authentication may be used within an RSNA.  
With:

Only Authentication frames with Authentication Algorithm set to Open System authentication may be used within an RSNA.  RSNA STAs shall not associate if Shared Authentication was invoked prior to RSN association.
Second: Dorothy Stanley
Discussion:

None
Any objection?

None

Motion passes

Motion by Tim Moore
Delete the following text from 8.7.2.1

// Else we didn’t find a key but we are protected, so handle the default key case or discard
// But 1st, the following covers the case of an AP in a BSS with encryption, that accepts

// non-protected STAs into the BSS and so must transmit broadcasts as plaintext.

if (MSDU has a group RA and the Privacy subfield of the Capability Information field in this BSS is set to 0) then
the MSDU is transmitted without protections

else

and the following endif

Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion passes

Motion by Tim Moore

In Clause 11.3.2, add the following bullet before bullet e

If the SME decides to initiate an RSNA and it does not know the security policy of the peer, it may issue a unicast Probe Request to the peer by invoking an MLME-SCAN.request to find out the peer’s security policy.

Second: Fred Haisch
Discussion:

None

Any objection?

None

Motion passes

Discussion on Authenticator Key Scope Identifier (Tim Moore)
Comment: This group has voted to move fast-roaming to a separate study group, and this has to do with fast roaming.
Comment: This is not about fast roaming; it provides a mechanism for APs with multiple BSSs to share a PMKSA.
Comment: Why not use the existing Key Id?
Tim: If the STA has many cached keys, which one does it use when roaming?

Tim: The IETF docs state this can be done.  If we don’t specify something here, people will try to implement this as defined by IETF.
Tim: RADIUS states all Authenticators with the same RADIUS client share the security information.
End of discussion
Chair: We shall present motions for the remaining comments tomorrow morning.
Recessed at 7:05pm

Thursday, October 16, 2003
Resume 9:05AM

Chair: Yesterday we left off with Tim ready to make a motion, but some people wanted to review some things before the motion was made.
Presentation: Tim Moore – Key Scope

Tim: The problem is that 802.11 states that the Authenticator MAC address is the BBSID.  This does not work in the environment where we have an AP with multiple radios.
Comment: Why not use the MAC address of the Ethernet port for the Authenticator MAC address?

Comment: the Supplicant only knows the BSSID.  We would need to communicate the Ethernet MAC address (or some other unique value) to the supplicant.
Tim: The draft is fuzzy in this area.  This helps define the behavior for the Supplicant and will resolve interoperability issues that will arise without this.
Tim: The three options to fix this problem are:

1. 802.11i specifies that each BSSID must have a separate AAA client

2. 802.11i specifies that a PMK can only be used in 1 PMKSA and a AA client will need to select
3. Make NAS scoping available to the STA i.e. Beacon/Probe Response

Chair: If we vote to include these fixes, there is no way we will make Sponsor Ballot in November.
Tim: The problem exists because of PMK caching.  WPA does not have this problem because it does not have PMK caching.

Comment: Then we should remove PMK caching from the spec.

Comment: Bill Arbaugh’s presentation yesterday defined the parameters of Fast Roaming, and we have elements to allow this in our current spec with PMK caching and pre-authentication.
Comment: Do we have a study of mobility habits of a typical user to determine how many keys need to be cached for a work day?
Comment: Why limit the caching by time?  What is the bound?
Comment: The number of PMKs that can be cached, or some period of time.
Comment: It sounds like there will be some type of Authenticator scope information in the beacon ultimately, so why not simply add it now.
Motion by Tim Moore
Incorporate the changes specified in EAPchanges1.doc into the TGi draft
Second: Fred Haisch
Discussion:

Comment: This document indicates to include the ID in the RSN IE (third option).
Comment: I don’t see this as being more significant than other changes we have made.

Comment: Approving this will reset us to LB
Comment: Why, I see this as cleaning up key caching?

Vote: 4-8-5 Fails

Motion by Tim Moore

Add a sentence to clause 8.4.1.1 indicating that PMK’s shall not be copied to more than one PMKSA.

Second: Mike Moreton
Discussion:

Comment: For: Adds clarity.  People who do not like this will comment on it.

Comment: Against: It is better to have a scalable solution than one which will break implementations.  Approving this will increase the number of no votes.

Vote: 2-12-3 Fails

Discussion on MSDU priority

Comment: Our draft does not indicate from where the 2 byte for priority field is obtained or derived.

Comment: We do not want to reference TGe, but we want to leave a placeholder for them.
Motion by Dorothy Stanley – Comments 513, 514, 516, 517, 518, 675
Adopt the following changes into the TGi draft:

In Clause 8.3.2.1, List item 1, change sentence from:

A transmitter calculates a keyed cryptographic message integrity code, or MIC, over the MSDU source and destination addresses, the priority (See Clause 8.3.2.3.1), and the MSDU plaintext data.

To:
A transmitter calculates a keyed cryptographic message integrity code, or MIC, over the MSDU source and destination addresses, MSDU priority (See Clause 8.3.2.3.1), and the MSDU plaintext data.

In Clause 8.3.2.3.1 Definition of the TKIP MIC, change:
Michael operates on each MSDU plus additional fields of priority, 3 reserved octets, source address and destination address.

To:
Michael operates on each MSDU including the priority, 3 reserved octets, source address and destination address.

Below figure 18, change:
The priority field shall be 0 and reserved for future use for the IEEE 802.11 traffic class.

To:
The priority field shall be 0 and reserved for future use with IEEE 802.11 frame prioritization.
In Clause 8.3.3.3.2, change:

QC – The Quality of Service Control, if present in the MPDU. If an MPDU contains a QC field, it shall be included in the AAD such that all bits of the QC are masked to zero except the QC-TID, which is preserved.

To:

QC – The Quality of Service Control, a two-octet field that includes the MSDU priority, reserved for future use. 

Below figure 28, change from:
The Nonce has an internal structure QC-TID || A2 || PN (“||” is concatenation), where

· This Priority octet is reserved for the QoS traffic class and shall be set to the fixed value 0 (0x00 hex) when there is no QoS traffic class. Construction of the Nonce when QoS traffic class is available as specified in Clause 8.3.3.5.1.  

· MPDU address A2 occupies octets 1 through 6. This shall be encoded with the octets ordered with A2 octet 0 at octet index 1 and A2 octet 5 at octet index 6.

The PN occupies octets 7 through 12. The octets of PN shall be ordered such that PN0 is at octet index 12 and PN5 is at octet index 7.

To:
The Nonce has an internal structure Priority Octet || A2 || PN (“||” is concatenation), where

· The Priority Octet shall be 0 and reserved for future use with IEEE 802.11 frame prioritization.
· MPDU address A2 occupies octets 1 through 6. This shall be encoded with the octets ordered with A2 octet 0 at octet index 1 and A2 octet 5 at octet index 6.

· The PN occupies octets 7 through 12. The octets of PN shall be ordered such that PN0 is at octet index 12 and PN5 is at octet index 7.

In list item 3, below Figure 28, change:
The Nonce value is constructed from A2, the PN, and Priority (when QC field is available, see Clause 8.3.3.5.1).

To:
The Nonce value is constructed from A2, the PN, and Priority Octet, when the QC field is used.
In Clause 8.3.3.5 change from:
8.3.3.5 CCMP processing with QoS Control (Informative)

The CCMP processing protects fields in the MPDU header.  This clause describes the additional processing requirements for CCMP when the MPDU contains the QoS Control (QC) field.

8.3.3.5.1 CCM Nonce with QC-TID

The QC-TID occupies bits 0 to 3 of the first octet of the Nonce. This field is reserved for the QoS traffic class and shall be set to the fixed value 0 (0x00) when there is no QC field. When there is a QoS traffic class, the traffic class is encoded in bits 0, 1, 2 and 3 of the Nonce priority octet.  Bits 4, 5, 6 and 7 are reserved, and they are always set to zero.

8.3.3.5.2 Replay detection with QoS

The recipient shall maintain a separate replay counter for each known transmitter’s IEEE 802.11 traffic class, and shall use the PN recovered from a received frame to detect replayed frames subject to the limitation of the number of supported replay counters indicated in the RSN IE Capabilities Field (see Clause 7.3.2.9). A transmitter shall not use IEEE 802.11 traffic class without ensuring that the receiver supports the required number of replay counters required. A replayed frame is said to have occured when the PN extracted from a received frame has been repeated or is not greater than the current replay counter value for the MPDU’s traffic class. The replay counter accommodates frames that may be delayed due to traffic class priority values.

To:
8.3.3.5 CCMP processing with QC (Informative)

The CCMP processing protects fields in the MPDU header.  This clause describes the additional processing requirements for CCMP when the MPDU contains the QoS Control (QC) field.

8.3.3.5.1 CCM Nonce with Priority Octet
The MSDU priority occupies bits 0 to 3 of the Priority Octet. Bits 4, 5, 6 and 7 are reserved, and they are always set to zero. The Priority Octet is reserved for IEEE 802.11 frame prioritization and shall be set to the fixed value 0 (0x00) when there is no QC field. 

8.3.3.5.2 Replay detection with QoS

The recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU priority, and shall use the PN recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN Capability Information Field, as described in Clause 7.3.2.9. A replayed frame occurs when the PN extracted from a received frame is less than or equal to the current replay counter value for the frame’s MSDU priority. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The separate replay counters per MSDU priority accommodates frames that may be delayed due to MSDU priority.
In Annex I.7.4, Test vectors 3,4,5,6,8 and 9, change the values in the QC related fields to 0 as indicated below:
Test vector 3

From:
Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

To:
Type     = 2   SubType  = 11  

From:
QC = 0x8520
To:

QC = 0x0000

From:
QC-TID  = 0 (0x0)  QC-bit-4 = 0

QoS-AckP = 1     QoS-TXOP/QL = 0x85

To:
MSDU Priority  = 0 (0x0)  

Test vector 4

From:
Type     = 2   SubType  = 10  QC&Data+CF-Ack+CF-Poll

To:

Type     = 2   SubType  = 10  

From:
QC = 0xa567

To:

QC = 0x0007
From:
MSDU Priority  = 7 (0x7)  QC-bit-4 = 0

QoS-AckP = 1     QoS-TXOP/QL = 0x85

QoS-AckP = 3     QoS-TXOP/QL = 0xa5

To:

MSDU Priority  = 7 (0x7)  

Test vector 5

From:
Type     = 2   SubType  = 8  QC&Data+CF-Ack+CF-Poll

To:

Type     = 2   SubType  = 8  

From:
QC = 0x194b
To:

QC = 0x000b

From:
MSDU Priority  = b (0xb)  QC-bit-4 = 0

QoS-AckP = 2     QoS-TXOP/QL = 0x19

To:

MSDU Priority  = 0 (0x0)  

Test vector 6

From:
Type     = 2   SubType  = 8  QC&Data+CF-Ack+CF-Poll

To:

Type     = 2   SubType  = 8  

From:
QC = 0x6a3d
To:

QC = 0x000d

From:
MSDU Priority  = 13 (0xd)  QC-bit-4 = 1

QoS-AckP = 1     QoS-TXOP/QL = 0x6a

To:

MSDU Priority  = 13 (0xd)  

Test vector 8

From:
Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

To:

Type     = 2   SubType  = 11  

From:
QC = 0x552a
To:

QC = 0x000a

From:
MSDU Priority  = 10 (0xa)  QC-bit-4 = 0

QoS-AckP = 1     QoS-TXOP/QL = 0x55

To:

MSDU Priority  = 10 (0xa)  

Test vector 9

From:
Type     = 2   SubType  = 10  QC&Data+CF-Ack+CF-Poll

To:

Type     = 2   SubType  = 10  

From:
QC = 0x804a
To:

QC = 0x000a

From:
From

MSDU Priority  = 10 (0xa)  QC-bit-4 = 0

QoS-AckP = 2     QoS-TXOP/QL = 0x80

To:

MSDU Priority  = 10 (0xa)
Test vector 11

From:
Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

To:

Type     = 2   SubType  = 11  

From:
QC = 0x623d
To:

QC = 0x000d

From:
MSDU Priority  = 13 (0xd)  QC-bit-4 = 1

QoS-AckP = 1     QoS-TXOP/QL = 0x62

To:

MSDU Priority  = 13 (0xd)  

Second: Fred Haisch
Discussion:

None
Any objection

None 

Motion passes

Motion by Dorothy Stanley – Comments 670
In Clause 8.2.1.4.2, insert the following text from footnote 6 in the IEEE 802.11 1999 standard after “RSA Security, Inc.,” renumbering the footnote as appropriate.

“Details of the RC4 algorithm are available from RSA. Please contact RSA for algorithm details and the uniform RC4 license terms that RSA offers to anyone wishing to use RC4 for the purpose of implementing the IEEE 802.11 WEP option. If necessary, contact the IEEE Standards Department Intellectual Property Rights Administrator for details on how to communicate with RSA.”
Second: Jesse Walker
Discussion:

Comment: This is in order because many vendors are unaware they need to obtain a license for RC4.

Comment: There are public domain versions available.
Vote 14-1-2 Passes

Motion by Dorothy Stanley – Comment 680
In Clause 8.3.3.3.5 and 8.3.3.4.1, change

Nonce; the nonce is 13 octets, and it is constructed as described in Clause 8.3.3.3.3.

To:
Nonce; the Nonce is 13 octets, and it is constructed as described in Clause 8.3.3.3.3.

Second: Henry Ptasinski
Discussion:
None

Any objection?

None

Motion passes

Motion by Dorothy Stanley – Comment 678
In Clause 8.3.3.3.5, replace list item 3

Frame body; the frame body of the MPDU (1-2312 octets).

with:
Frame body; the frame body of the MPDU (0-2296 octets. 2296 = 2312 - 8 MIC octets - 8 CCMP header octets.)
Second: Fred Stivers

Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

In Clause 8.4.1.1, in the third paragraph (describing the PMKSA), add the following text as the next to last bullet-item:

“A means to reference any PTKSAs that are derived from this PMKSA.  This information is important to allow PTKSAs to be deleted when their respective PMKSA is deleted or its lifetime expires.”
Second: Nance Cam-Winget
Discussion:

Comment: This seems to be an implementation detail.

Vote: 4-5-6 Fails
Discussion on PTKSA parameters:

Comment: This change will require the PTKSA state to be updated on every frame

Comment: Anonce and Snonce are part of the SA.  This is only needed upon failure.
Comment: Replay counters are part of the SA.
Comment: The replay counters live in the MAC, and the SA lives in the SME.  The SA is the state that the two parties agree upon.  The replay counters cannot be agreed upon.
Motion by Dave Nelson

In Clause 8.4.1.1, in the fourth paragraph (describing the PTKSA), delete the first bullet item:

“Anonce and Snonce”

And add the following text as new bullet items:

“TSC (TKIP) or PN (CCMP)”

“TSC Replay Counters (TKIP) or PN Replay Counters (CCMP)”

Second: Nancy Cam-Winget
Discussion:

None

Vote: 0-6-9 Fails
Motion by Tim Moore
In Clause 8.4.1.1, in the fourth paragraph (describing the PTKSA), delete the first bullet item:

“Anonce and Snonce”

Second: Dave Nelson
Discussion:

None

Vote: 9-1-7 Passes

Chair: Is there any objection to a 10 minute recess?
None

<10 minute recess>

<resumed>

Chair: Is there any objection to extending the recess to 11:30am?
None

<recessed>

<resumed>
Motion by Dorothy Stanley – Comments 392, 597

In the Clause 3 definitions, change:

RSNA Capable Equipment: A STA is said to be RSNA Capable Equipment if it is capable of creating Robust Security Network Associations.  Such a device may actually use pre-Robust Security Network Associations due to the configuration of other STAs.

Pre-RSNA Equipment: A device is said to be Pre-RSNA Equipment if it is not capable (due to configuration or design) of creating Robust Security Network Associations.

To:
RSNA Capable Equipment: A device is said to be RSNA Capable Equipment if it is able to create Robust Security Network Associations.  Such a device may actually use pre-Robust Security Network Associations because of configuration.
Pre-RSNA Equipment: A device is said to be Pre-RSNA Equipment if it is not able to create Robust Security Network Associations.
Change Clause 8.1.2 from:
8.1.2 RSNA Equipment and RSNA Capabilities

Pre-RSNA Equipment may implement WEP and IEEE 802.11 authentication but does not implement the mandatory RSNA algorithm CCMP, and does not include the RSN IE in their Beacons, Probe Responses, and (Re)association Requests. When RSN is enabled, devices shall include the RSN IE in its Beacons, Probe Responses, Association and Reassociation Requests, and in the second and third messages of the 4-Way Handshake. RSNA capable devices shall implement CCMP and therefore the CCMP cipher suite selector is included in the Pairwise cipher suite list and may be the Group cipher. See Clause 7.3.2.9.

To:

8.1.2 RSNA Equipment and RSNA Capabilities

RSNA capable equipment can create RSNAs.  When dot11RSNAEnabled is true, RSNA capable equipment shall include the RSN IE in its Beacons, Probe Responses, (Re)Association Requests, and in the second and third messages of the 4-Way Handshake.  Pre-RSNA Equipment is not capable of creating RSNAs.
Second: Henry Ptasinski
Discussion:

None

Vote: 12-2-3 Passes

Motion by Al Potter
Instruct the editor to prepare IEEE 802.11i draft 7.0 for re-circulation letter ballot.
Second: Fred Stivers

Discussion:
None

Vote: 17-0-0 passes

Chair: We need to review the comment sheet to ensure we have addressed all the comments.
Presentation – Mike Moreton – 802.1Q Architectural Model

Suggest a formal request to 802.1 for an update of the 802.1Q bridge protocol figure
Motion by Mike Moreton:

Instruct the TGI Chair to request clarification from the IEEE 802.1X-REV TG of the location (or locations) of the controlled and uncontrolled port functions within the IEEE 802.1 architecture. If possible include a modified version of Figure 8-3 from IEEE Std 802.1Q-1998.

Second: Dave Nelson 

Discussion: 
Comment: Is a timeframe needed?

Comment: Before or after sponsor ballot?

Comment: Will impact the draft either way.

Comment: Leave to Chair’s discretion. May not control the timeframe.

Chair: Is this sufficient direction?

Comment: Yes. I will talk to Tony Jeffree, he hoped to have a joint session in November.

Vote: 10-0-1 Motion passes.

Chair: OUI clarification request to 802.1. Tony sent back a response. TBD, will be provided during sponsor ballot. Dave will create a submission to share the info. Need to put together a tutorial on how these OUIs are used.

Chair: More comment rejection reasons.

Review the Comment resolution document, to ensure that the reasons are complete. 

Motion for Re-circulation of IEEE 802.11i-D7.0
Believing that comment responses in 11-03/808 and IEEE 802.11i draft 7.0 satisfy WG 802.11 rules for letter ballot re-circulation, authorize a 15-day LB re-circulation to conclude no later than November 7, 2003. The LB re-circulation shall ask the question “Should the attached IEEE 802.11i draft 7.0 draft be forwarded to SB?”
Movers: TGi: Marty Lefkowitz /Henry Ptasinski 

Result: 11-0-0 Motion Passes

Any objection to adjourning? 
No objection.

Meeting adjourned.
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