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Abstract

Proposed draft text for inclusion into the TGi draft.

Change clause 8.4.4 lines 12-14

From:

Informative Note: When an IBSS network uses pre-shared keys, STAs can negotiate a unicast cipher. However, any STA in the IBSS can derive the pairwise keys of any other that uses the same pre-shared key by capturing the first two messages of the 4-Way Handshake.

To:

Informative Note: Warning. When an IBSS network uses pre-shared keys, STAs can negotiate a unicast cipher. However, any STA in the IBSS can derive the pairwise keys of any other that uses the same pre-shared key by capturing the first two messages of the 4-Way Handshake. This provides malicious insiders with the ability to eavesdrop as well as the ability to establish a man-in-the-middle.

Add the following paragraph to section 8.4.3

Informative Note: Warning. When an IBSS network uses pre-shared keys, STAs can negotiate a unicast cipher. However, any STA in the IBSS can derive the pairwise keys of any other that uses the same pre-shared key by capturing the first two messages of the 4-Way Handshake. This provides malicious insiders with the ability to eavesdrop as well as the ability to establish a man-in-the-middle

Add the following text to the draft at a location to be determined by the editor

Informative Note: The use of EAP authentication methods where server and client credentials can not be differentiated reduces the security of the method to that of a pre-shared key due to the fact that malicious insiders can masquerade as servers and establish a man-in-the-middle.
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