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1. Introduction
This contribution identifies some of the implicit requirements that 3GPP is placing on the WLAN black box.  Some of them are stable requirements; others are more points for consideration as it is currently unclear what the decision and consequent requirement will be.

The objective of this document is to bring these together in one document, point out that there is a need for further work to clarify what is and is not a reasonable requirement and to decide whether this work is for 3GPP SA2 or the WLAN standardization bodies.

It is hoped that this document will allow all groups concerned to come to an agreed solution on the way forward for a generic interworking interface.

2. Network Association

· It is understood that 3GPP wants the WLAN to provide information about itself and which operators it holds roaming agreements with so that the UE can decide whether to attach to the network or not.  TS 23.234 [1] suggests using the SSID (Service Set ID) in the beacon signal for 802.11.  It is unclear exactly how this would work and by being specific to the individual standards (e.g. 802.11, Hiperlan2), 3GPP are not considering the WLAN as a black box.

The detail is in the section of [1] about interworking with 802.11.  As yet there is no information in the sections for other types of WLANs, though these must be taken into account at some stage.  There are equivalent parameters in other standards, such as NOP id (Network Operator Identifier) in Hiperlan2 and HiSWANa, but these are not mentioned in [1].  

· 

3. Requirements implied by Wr Interface

· It is unclear whether the protocol to carry authentication signalling can be RADIUS or Diameter or whether 3GPP is mandating that it must be Diameter.  Some tdocs specify Diameter, whilst areas of [1] and other tdocs say either RADIUS or Diameter.  These two protocols are not interchangeable and the specifications need to be clearer about what is mandated and who would be expected to provide an interworking function (if one is required).

WLAN Technologies:

· The specification of 802.11 (in particular 802.11i) makes very specific references to the use of RADIUS.

· HiSWANa also uses RADIUS to carry its authentication signalling.
· Hiperlan2 already uses Diameter so there isn’t a problem for that standard.
· Some Diameter specific messages (e.g. Diameter_Abort_Session_Request) are specified as being carried across this interface.  The WLAN has to support these messages, even if it is RADIUS based, in which case are there corresponding RADIUS messages?

Some of these messages are network initiated (e.g. for re-authentication) which RADIUS doesn’t support, so a RADIUS based WLAN may have to have an alternative mechanism for dealing with these messages (e.g. periodically initiate re-authentication to satisfy the AAA server’s request for re-authentication).

Again this may be a problem for RADIUS based WLANs.

· 3GPP authentication signalling specifies the use of EAP to perform the authentication exchange.
This may be a problem for HiSWANa, which currently defines its own authentication signalling by reusing the CHAP fields in a RADIUS message.  It doesn’t support EAP exchanges.  This is not purely a RADIUS issue because RADIUS is capable of carrying EAP (though there may be some restrictions on this).  The problem is that HiSWANa doesn’t use ordinary RADIUS or EAP.

· The 3GPP AAA server and the WLAN UE can optionally perform re-authentication.  The WLAN has to have the ability to facilitate this re-authentication, if/when the server or UE performs it.  
· The WLAN may not always be able to/required by 3GPP network to send authentication signalling directly to the home network.  For example, there may be roaming agreements between 3GPP networks such that not all of them have roaming agreements with the particular WLAN, but that 3GPP users can still use that WLAN via a visited network.  The WLAN must have some way of knowing where to send authentication signalling for these home networks.  This requirement also applies to traffic being sent over the Wb interface.

This may be an issue for WLAN operators.

4. Requirements implied by Wb Interface

· Again it is unclear whether there is a requirement to support Diameter over this interface, in which case a RADIUS interworking function will be required or whether both Diameter and RADIUS will be supported by 3GPP.

· The WLAN must be able to collect charging information and send it across this interface to the home AAA server.  There is a suggestion, however, that the Packet Data Gateway (PDGW) should collect charging information.  This would require all user plane traffic to go across the Wn interface, which would force closer coupling of the WLAN to the 3GPP network than loose coupling.  This limits charging opportunities for the WLAN operator.  Is this a fixed requirement, as it would have a large impact on WLAN interworking?

In addition, what level of granularity of charging information should the WLAN collect and send over the Wb interface? 

5. Requirements implied by Wn Interface

· Some user traffic may be routed through the home/visited network to reach its destination.  This is enabled by the use of the PDGW.  Whether this is compulsory or not is not clear.  

In either case it requires tunnelling which has an impact on the WLAN.

Tunnelling can be network based or client based (end2end).  Both have an impact on the WLAN:

· If it is network based then the WLAN has to implement it.  Its means of forwarding the packets on to the UE then depends on whether the UE has a WLAN assigned address or a home network assigned address (which may require layer 2 addressing).

· If it is client based then the WLAN has to use filtering and make sure that the tunnelling is happening correctly.  Again, where the address is assigned may complicate the issue, particularly if the WLAN is behind a NAT.
Closely related to this issue is the issue of who assigns the UE its IP address - the WLAN, the home network or the visited network (see 6).

It is currently unclear what 3GPP are going to mandate on this issue.

6. IP Configuration

· The UE requires an IP address.  This address could be assigned to it by the WLAN (e.g. via DHCP) or by its home (or visited) network.  Both of these will have an impact on the WLAN and tunnelling aspects.  For example, if it is assigned by the home network, there could be a problem in the WLAN with ingress filtering.

It is currently unclear which entity will assign IP addresses.

· The use of EAP-TLV has been suggested as a means of separating authentication and authorization issues.  This also provides a mechanism for setting up tunnels; e.g. the UE can indicate its tunnel preferences to the home network.  Whether TLV is used or not the WLAN has to be able to understand the tunnel configuration and set-up information (whether the tunnels are network based or not and whether they are compulsory or not).

It is currently not clear what will be mandatory.

7. Conclusion

The current 3GPP specification places some implicit requirements on the WLAN blackbox.  The aim of this document is to highlight these and point out that there is a need for further work to clarify what is and is not a reasonable requirement and for continued liaison between SA2 and the WLAN standardization bodies.

[1] TS 23.234 v 1.3.0 


