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Abstract

This submission contains a brief description of the “NoAck” problem, and two suggested resolutions.
The NoAck Problem
One of the aims of any security solution must be to limit (as far as is practicable) the number of tools in the attacker’s toolkit.  Even if it is not clear what threat an individual tool poses to this solution, a future attacker may be able to combine tools in a way that was not predicted at the time the solution was designed.

TGi have included protection against replaying valid frames, an attack that is possible under WEP.   It does this by deploying cryptographic methods to validate that frames are received in the same sequence they were transmitted in.  Obviously such mechanism will have problems with any MAC mechanisms that can legally cause frames to be received out of order.

Traffic queues are handled by having different encryption sequence number spaces for each queue.  BurstAck is handled by only validating the sequence after BurstAck reordering has taken place.  Expiration of the retransmission counter can be handled by adding a small window to the validation function.

However, NoAck causes a bigger problem.  As there is no MAC layer acknowledgement, there is no MAC level retransmission either.  As a result, the transmitter may send an arbitrary large number of frames without being aware that the receiver has not received any of them.  The MAC validation function has to be capable of dealing with arbitrarily large jumps in the encryption sequence number.
The same problem exists with broadcast frames, but as said before that doesn’t justify adding a unicast replay attack to the attacker’s toolkit.

Conclusion
TGe could consider the following solutions:

(1) Remove NoAck, if there is no pressing application need for it.

(2) Add a bound to the number of consecutive frames that can be sent with the NoAck bit set.
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