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Abstract

This document provides text for MIB sections that are currently not provided in TGi D2, together with proposed modifications to the existing 802.11 MIB.  Motions to add/modify the text are also included.

Issue 1: 

Unlike legacy WEP, all RSN keying is now done internally in the MAC. The MLME-SetKeys primitive can be used to configure all keys internally. There is no need anymore to expose these keys in the MIB. The only key that needs to be exposed in the MIB for RSN is the pre-shared key, if RSN PSK is used as the authentication suite. 

Motion: Remove section 8.3.2.3 referring to TKIP state that augments the dot11WEPDefaultKeysTable and the dot11WEPKeymappingsTable.

Issue 2: 

Need variable to indicate whether RSN is implemented and whether it’s activated.

Motion: Add the following attribute to the dot11StationConfigTable:

dot11RSNOptionImplemented OBJECT-TYPE


SYNTAX

TruthValue


MAX-ACCESS

read-only


STATUS

current


DESCRIPTION



"This variable indicates whether the entity is RSN-capable."


::= { dot11StationConfigEntry 24 }

Motion: Add the following attribute to the dot11PrivacyTable

dot11RSNEnabled OBJECT-TYPE


SYNTAX

TruthValue


MAX-ACCESS

read-write


STATUS

current


DESCRIPTION



"When this object is set to TRUE, this shall indicate that 



 RSN is enabled on this entity. The entity will
 advertise the 

RSN Information Element in its Beacons and



 Probe Responses. Configuration variables for RSN operation



 are found in the dot11RSNConfigTable. 

This object requires that dot11PrivacyInvoked also be set

to TRUE.“

Issue 3:

802.11-1999 has a variable dot11PrivacyInvoked, which currently means that WEP is invoked. In current 802.11 implementations, the privacy bit in Beacon/Probe response and the WEP bit in the Capability Information follow directly from the value of this variable. This means we cannot change it and we must assume dot11RSNEnabled also requires dot11PrivacyInvoked to be set to TRUE. 

This introduces a problem, because if dot11RSNEnabled is set to TRUE, we only want RSN (no WEP) and we want to explicitly use another variable to indicate that legacy WEP is also allowed (dot11RSNConfigTSNEnabled is used for this purpose). The description of dot11PrivacyInvoked still suggests WEP is used though.

Solution:

Propose to change the description of dot11PrivacyInvoked to not mean that WEP is invoked, but that ‘some level of security’ is invoked. In combination with dot11RSNEnabled this would mean RSN security is invoked. It is not allowed to change the semantics of a variable in a MIB definition, but for legacy equipment the semantics do not change, as the only security mechanism they are aware of is WEP.

Motion: Change the DESCRIPTION clause of object dot11PrivacyInvoked from:


        "When this attribute is true, it shall indicate that the IEEE


        802.11 WEP mechanism is used for transmitting frames of type


        Data. The default value of this attribute shall be false."



To:



“When this attribute is TRUE, it shall indicate that some level of

 

  security is invoked for transmitting frames of type Data. For 

   

  802.11-1999 clients, the security mechanism used is WEP. 

For RSN-capable clients, an additional variable dot11RSNEnabled indicates whether RSN is enabled. If dot11RSNEnabled is FALSE,

the security mechanism invoked  is WEP; if dot11RSNEnabled is TRUE, RSN security mechanisms invoked are configured in the dot11RSNConfigTable. The default value of this attribute shall be FALSE.”

Issue 4: We need a MIB to configure RSN, when RSN is enabled

Motion: Remove all MIB additions currently defined in Annex F of Tgi draft 2.3.3 and incorporate the following text as the IEEE 802.11i MIB (in the correct Annex: D)

--

--  IEEE 802.11i MIB

--

IEEE802dot11i-MIB DEFINITIONS ::= BEGIN


IMPORTS



MODULE-IDENTITY, OBJECT-TYPE, Integer32, Unsigned32, Counter32




FROM SNMPv2-SMI



DisplayString, MacAddress, TruthValue




FROM SNMPv2-TC



ieee802dot11 




FROM IEEE802dot11-MIB



InterfaceIndexOrZero




FROM IF-MIB;

ieee802dot11i MODULE-IDENTITY


LAST-UPDATED "0209100000Z"


ORGANIZATION "IEEE 802.11"


CONTACT-INFO 



"WG E-mail: stds-802-11@ieee.org



Chair: 
Stuart J. Kerry



Postal: Philips Semiconductors, Inc.




1109 McKay Drive




M/S 48 SJ




San Jose, CA 95130-1706  USA



Tel: +1 408 474 7356



Fax: +1 408 474 7247



E-mail: stuart.kerry@philips.com



TGi Chair: David Halasz



Postal:



Tel:



Fax:



E-mail: dhala@cisco.com



Technical Editor: Jesse R. Walker



Postal:



Tel:



Fax:



Email: jesse.walker@intel.com



"

    DESCRIPTION

        "The MIB module for 802.11 entities implementing 802.11i (RSN/TSN)."

    ::= { ieee802dot11 7 }

--

--  Robust Security Network (RSN (and TSN)) Configuration

--

dot11RSNConfigTable OBJECT-TYPE


SYNTAX

SEQUENCE OF Dot11RSNConfigEntry


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION




"The table containing RSN/TSN configuration objects."


::= { ieee802dot11i 1 }

dot11RSNConfigEntry OBJECT-TYPE


SYNTAX

Dot11RSNConfigEntry


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"An entry in the dot11RSNConfigTable."


INDEX { dot11RSNConfigIndex }


::= { dot11RSNConfigTable 1 }

Dot11RSNConfigEntry ::= 


SEQUENCE {



dot11RSNConfigIndex


InterfaceIndexOrZero,



dot11RSNConfigVersion


Integer32,



dot11RSNConfigPairwiseKeysSupported
TruthValue,



dot11RSNConfigMulticastCipher

INTEGER,



dot11RSNConfigGroupRekeyMethod

INTEGER,



dot11RSNConfigGroupRekeyTime

Unsigned32,



dot11RSNConfigGroupRekeyPackets

Unsigned32,



dot11RSNConfigGroupRekeyStrict

TruthValue,



dot11RSNConfigPSKValue


OCTET STRING,



dot11RSNConfigPSKPassPhrase

DisplayString,



dot11RSNConfigTSNEnabled

TruthValue



}

dot11RSNConfigIndex OBJECT-TYPE


SYNTAX

InterfaceIndexOrZero


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"Each 802.11 interface is represented by an entry in the



 ifTable. If this index is zero, the information in this 



 table shall apply to all 802.11 interfaces."


::= { dot11RSNConfigEntry 1 }

dot11RSNConfigVersion OBJECT-TYPE


SYNTAX

Integer32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The highest RSN version this entity supports."


::= { dot11RSNConfigEntry 2 }

dot11RSNConfigPairwiseKeysSupported OBJECT-TYPE


SYNTAX

TruthValue


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"This object indicates whether the entity supports pairwise keys



 for RSN. When FALSE, it only supports (four) default keys."


::= { dot11RSNConfigEntry 3 }

dot11RSNConfigMulticastCipher OBJECT-TYPE


SYNTAX

INTEGER { wep(1), tkip(2), wrap(3), ccmp(4) }


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"This object indicates the multicast cipher suite the entity is 



 currently using. The multicast cipher suite in the RSN 



 Information Element shall take its value from this variable.



 With the information from the unicast cipher suites table and 



 the variable dot11RSNConfigTSNEnabled, the entity will often be 



 able to deduce the least common denominator and set the multicast



 cipher suite accordingly. Therefore, this object may change 



 value when either the unicast cipher suites table is modified 



 or when the variable dot11RSNTSNEnabled is modified. 



 The network administrator can always override the automatically



 selected multicast cipher suite by writing this object."


::= { dot11RSNConfigEntry 4 }

dot11RSNConfigGroupRekeyMethod OBJECT-TYPE


SYNTAX

INTEGER { disabled(1), timeBased(2), packetBased(3) }


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"This object selects a mechanism for rekeying the RSN Group



 Key. The default is time-based, once per day."


DEFVAL

{ timeBased }


::= { dot11RSNConfigEntry 5 }

dot11RSNConfigGroupRekeyTime OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


UNITS

"seconds"


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"The time in seconds after which the RSN group key must be 



 refreshed. The timer shall start at the moment the group key 



 was set using the MLME-SetKeys primitive."


DEFVAL

{ 86400 } -- once per day


::= { dot11RSNConfigEntry 6 }

dot11RSNConfigGroupRekeyPackets OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


UNITS

"1000 packets"


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"A packet count (in 1000s of packets) after which the 



 RSN group key shall be refreshed. The packet counter shall



 start at the moment the group key was set using the MLME-



 SetKeys primitive and it shall count all packets encrypted 



 using the current group key."


::= { dot11RSNConfigEntry 7 }

dot11RSNConfigGroupRekeyStrict OBJECT-TYPE


SYNTAX

TruthValue


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"This object signals that the group key shall be refreshed



 whenever a Station leaves the BSS."


::= { dot11RSNConfigEntry 8 }

dot11RSNConfigPSKValue OBJECT-TYPE


SYNTAX

OCTET STRING (SIZE(32))


MAX-ACCESS
read-write  


STATUS

current



DESCRIPTION



"The Pre-Shared Key (PSK) for when RSN in PSK mode is the 



 selected authentication suite. In that case, the PMK will 



 obtain its value from this object. 



 This object is logically write-only. Reading this variable 



 shall return unsuccessful status or null or zero."


::= { dot11RSNConfigEntry 9 }

dot11RSNConfigPSKPassPhrase OBJECT-TYPE


SYNTAX

DisplayString


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"The PSK, for when RSN in PSK mode is the selected



 authentication suite, is configured by dot11RSNConfigPSKValue.



 An alternative manner of setting the PSK uses the password-



 to-key algorithm defined in section XXX. This variable 



 provides a means to enter a passphrase. When this object



 is written, the RSN entity shall use the password-to-key 



 algorithm specified in section XXX to derive a pre-shared 



 and populate dot11RSNConfigPSKValue with this key.



 This object is logically write-only. Reading this variable



 shall return unsuccessful status or null or zero."


::= { dot11RSNConfigEntry 10 }

dot11RSNConfigTSNEnabled OBJECT-TYPE


SYNTAX

TruthValue


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"When dot11PrivacyInvoked and dot11RSNEnabled are both set to



 TRUE, signaling that RSN is enabled on this entity, this object 



 shall indicate the entity also supports pre-RSN clients (with



 or without an IEEE 802.1X supplicant), also referred to as a



 Transitional Security Network (TSN)."


::= { dot11RSNConfigEntry 11 }

--

--  Unicast Cipher Suite configuration table

--

dot11RSNConfigUnicastCiphersTable OBJECT-TYPE


SYNTAX

SEQUENCE OF Dot11RSNConfigUnicastCiphersEntry


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"This table lists the unicast ciphers supported by this entity.



 It allows enabling and disabling of each unicast cipher by



 network management. The Unicast Cipher Suite list in the RSN



 Information Element is formed using the information in this 



 table."


::= { ieee802dot11i 2 }

dot11RSNConfigUnicastCiphersEntry OBJECT-TYPE


SYNTAX

Dot11RSNConfigUnicastCiphersEntry


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"The table entry, indexed by the interface index (or all 



 interfaces) and the unicast cipher."


INDEX { dot11RSNConfigIndex, dot11RSNConfigUnicastCipherIndex }


::= { dot11RSNConfigUnicastCiphersTable 1 }

Dot11RSNConfigUnicastCiphersEntry ::= 


SEQUENCE {



dot11RSNConfigUnicastCipherIndex
Unsigned32,



dot11RSNConfigUnicastCipher

INTEGER,



dot11RSNConfigUnicastCipherEnabled
TruthValue  }

dot11RSNConfigUnicastCipherIndex OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"The auxiliary index into the dot11RSNConfigUnicastCiphersTable."


::= { dot11RSNConfigUnicastCiphersEntry 1 }

dot11RSNConfigUnicastCipher OBJECT-TYPE


SYNTAX

INTEGER { tkip(2), wrap(3), ccmp(4) }


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"A supported unicast cipher."


::= { dot11RSNConfigUnicastCiphersEntry 2 }

dot11RSNConfigUnicastCipherEnabled OBJECT-TYPE


SYNTAX

TruthValue


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"This object enables or disables the unicast cipher."


::= { dot11RSNConfigUnicastCiphersEntry 3 }

--

--  The Authentication Suites Table

--

dot11RSNConfigAuthenticationSuitesTable OBJECT-TYPE


SYNTAX 

SEQUENCE OF Dot11RSNConfigAuthenticationSuitesEntry


MAX-ACCESS 
not-accessible


STATUS 

current


DESCRIPTION



"This table lists the authentication suites supported by this



 entity. Each authentication suite can be individually enabled



 and disabled. The Authentication Suite List in the RSN IE



 is formed using the information in this table."


::= { ieee802dot11i 3 }

dot11RSNConfigAuthenticationSuitesEntry OBJECT-TYPE


SYNTAX 

Dot11RSNConfigAuthenticationSuitesEntry


MAX-ACCESS 
not-accessible


STATUS 

current


DESCRIPTION



"An entry (row) in the dot11RSNConfigAuthenticationSuitesTable."


INDEX { dot11RSNConfigAuthenticationSuiteIndex }


::= { dot11RSNConfigAuthenticationSuitesTable 1 }

Dot11RSNConfigAuthenticationSuitesEntry ::= 


SEQUENCE {



dot11RSNConfigAuthenticationSuiteIndex

Unsigned32,



dot11RSNConfigAuthenticationSuite

INTEGER,



dot11RSNConfigAuthenticationSuiteEnabled
TruthValue }

dot11RSNConfigAuthenticationSuiteIndex OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"The auxiliary variable used as an index into the 



 dot11RSNConfigAuthenticationSuitesTable."


::= { dot11RSNConfigAuthenticationSuitesEntry 1 }

dot11RSNConfigAuthenticationSuite OBJECT-TYPE


SYNTAX

INTEGER { dot1X(1), psk(2) }


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"An authentication suite. Note that dot1X(1) and PSK(2) may



 not be enabled simultaneously. These are mutually exclusive."


::= { dot11RSNConfigAuthenticationSuitesEntry 2 }

dot11RSNConfigAuthenticationSuiteEnabled OBJECT-TYPE


SYNTAX

TruthValue


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"This variable indicates whether the corresponding



 authentication suite is enabled/disabled."


::= { dot11RSNConfigAuthenticationSuitesEntry 3 }

--

--  RSN/TSN statistics 

--

dot11RSNStatsTable OBJECT-TYPE


SYNTAX

SEQUENCE OF Dot11RSNStatsEntry


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"This table maintains per-STA statistics for SN. The entry



 with dot11RSNStatsSTAAddress set to FF-FF-FF-FF-FF-FF shall



 contain statistics for broadcast/multicast traffic."


::= { ieee802dot11i 4 }

dot11RSNStatsEntry OBJECT-TYPE


SYNTAX

Dot11RSNStatsEntry


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"An entry in the dot11RSNStatsTable."


INDEX { dot11RSNConfigIndex, dot11RSNStatsIndex }


::= { dot11RSNStatsTable 1 }

Dot11RSNStatsEntry ::= 


SEQUENCE {



dot11RSNStatsIndex


Unsigned32,



dot11RSNStatsSTAAddress


MacAddress,



dot11RSNStatsVersion


Unsigned32,



dot11RSNStatsSelectedUnicastCipher
INTEGER,



dot11RSNStatsTKIPICVErrors

Counter32,



dot11RSNStatsTKIPMICFailures

Counter32,



dot11RSNStatsWRAPFormatErrors

Counter32,



dot11RSNStatsWRAPReplays

Counter32,



dot11RSNStatsWRAPDecryptErrors

Counter32,



dot11RSNStatsCCMPFormatErrors

Counter32,



dot11RSNStatsCCMPReplays

Counter32,



dot11RSNStatsCCMPDecryptErrors

Counter32  }

dot11RSNStatsIndex OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


MAX-ACCESS
not-accessible


STATUS

current


DESCRIPTION



"An auxiliary index into the dot11RSNStatsTable."


::= { dot11RSNStatsEntry 1 }

dot11RSNStatsSTAAddress OBJECT-TYPE


SYNTAX

MacAddress


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The MAC address of the station the statistics in this



 conceptual row belong to."


::= { dot11RSNStatsEntry 2 }

dot11RSNStatsVersion OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The RSN version which the station associated with."


::= { dot11RSNStatsEntry 3 }

dot11RSNStatsSelectedUnicastCipher OBJECT-TYPE


SYNTAX

INTEGER { tkip(2), wrap(3), ccmp(4) }


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The unicast cipher the station selected during association."


::= { dot11RSNStatsEntry 4 }

dot11RSNStatsTKIPICVErrors OBJECT-TYPE


SYNTAX

Counter32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"Counts the number of TKIP ICV errors encountered when 



 decrypting packets for the station."


::= { dot11RSNStatsEntry 5 }

dot11RSNStatsTKIPMICFailures OBJECT-TYPE


SYNTAX

Counter32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"Counts the number of Michael MIC failure encountered when



 checking the integrity of packets received from the station."


::= { dot11RSNStatsEntry 6 }

dot11RSNStatsWRAPFormatErrors OBJECT-TYPE


SYNTAX

Counter32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The number of MSDUs received with an invalid WRAP format."


::= { dot11RSNStatsEntry 7 }

dot11RSNStatsWRAPReplays OBJECT-TYPE


SYNTAX

Counter32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The number of received unicast fragments discarded by the replay



 mechanism."


::= { dot11RSNStatsEntry 8 }

dot11RSNStatsWRAPDecryptErrors OBJECT-TYPE


SYNTAX

Counter32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The number of received fragments discarded by the OCB decryption



 mechanism."


::= { dot11RSNStatsEntry 9 }

dot11RSNStatsCCMPFormatErrors OBJECT-TYPE


SYNTAX

Counter32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The number of MSDUs received with an invalid CCMP format."


::= { dot11RSNStatsEntry 10 }

dot11RSNStatsCCMPReplays OBJECT-TYPE


SYNTAX

Counter32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The number of received unicast fragments discarded by the



 replay mechanism."


::= { dot11RSNStatsEntry 11 }

dot11RSNStatsCCMPDecryptErrors OBJECT-TYPE


SYNTAX

Counter32


MAX-ACCESS
read-only


STATUS

current


DESCRIPTION



"The number of received fragments discarded by the CCMP 



 decryption algorithm."


::= { dot11RSNStatsEntry 12 }

-- 

--   TBD: OBJECT-GROUPs and MODULE-COMPLIANCE statements

--

END
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