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Abstract

This document provides proposed text for sections that are currently missing from D2.

Motion:

Instruct the editor to add the text below into sections 8.3.4.3 and 8.3.4.4.
8.3.4.3 CCMP State

CCMP privacy uses a MIB array called the dot11CcmpKeyMappings. This support zero, one, or two entries for each MAC address pair with which the STA maintains secure associations. The size of the dot11CcmpKeyMappings array is implementation-specific. A global MIB variable dot11CcmpKeyMappingLength indicates the number of entries in the array.

Each entry of the dot11CcmpKeyMappings groups together the following state:

1. A dot11CcmpReceiveAddress and a dot11CcmpTransmitAddress, indicating that this entry applies to all MPDUs being sent between this pair of addresses.

2. A dot11CcmpKeyID, indicating the KeyID into which this entry maps. Note that the KeyID can only take on a non-zero value when default keys are used.

3. A 128-bit key called the dot11CcmpUnicastTemporalKey, referred to informally as the temporal key. This is the derived key as specified in Section 8.5 (verify correct section number in Jesse’s next version) for unicast, and the temporal key for broadcast/multicast. This key shall be configured by IEEE 802.1X.

4. A 128-bit key called the dot11CcmpBroadcastTemporalKey, referred to informally as the broadcast temporal key. This is the derived key as specified in Section 8.5 (verify correct section number in Jesse’s next version) for broadcast/multicast. This key shall be configured by IEEE 802.1X.

5. A set of 48-bit counters called the dot11CcmpTrafficClassNPacketNumber, for constructing the next initial block. N ranges from 0 to15, with one traffic class defined for each QoS service class. When QoS is not used, only dot11CcmpTrafficClass0SequenceCounter is used.

6. A set of 48-bit replay windows called the dott11CcmpTrafficClassNReplayWindow, for detecting replays. N ranges from 0 to15. When QoS is not used, only dot11CcmpTrafficClasse0ReplayWindow is used.

7. A boolean flag called dot11CcmpEnableTransmit, to indicate when the temporal key can be used for transmitting MPDUs.

8. A boolean flag called dot11CcmpEnableReceive, to indicate when the temporal key can be used for receiving MPDUs.

9. A 32-bit counter dot11CcmpFormatErrors, to indicate the number of MPDUs received with an invalid format, initialized to zero.

10. A 32-bit counter dot11CcmpReplays, to indicate the number of received unicast MPDUs discarded by the replay mechanism, initialized to zero.

11. A 32-bit counter dot11CcmpDecryptErrors, to indicate the number of received MPDUs discarded by the CCMP decryption mechanism, initialized to zero.

12. A 48-bit counter dot11CcmpRecvdMPDU, to track the total number of protected MPDUs received.

Note 1: A broadcast/multicast entry does not utilize the replay window. This is because it is impossible to detect broadcast/multicast replays using symmetric key techniques. In particular, any party holding the broadcast/multicast key can masquerade as any other member of the group, so can intrude on another’s sequence space without detection.

Note 2: As an optimization, implementations may compute and maintain the AES-CCM key schedule rather than maintain the temporal key.

8.3.4.4.CCMP Replay State

1. CCM Packet Number (PN) values shall correspond to MPDUs.

2. The PN (48 bit counter) shall be selected from a single pool by each transmitter for each temporal key. Each transmitter has its own unique counter for each temporal key established.

3. The PN shall be implemented as a 48-bit monotonically incrementing counter, initialized to zero when the corresponding CCMP temporal key is initialized or refreshed.

4. The CCMP format carries the least significant 16 bits of the 48-bit PN. The remainder of the PN is carried in the Extended IV.

5. The recipient shall maintain a separate replay window for each 802.11 Traffic Class, and shall use the PN recovered from a received frame to detect replayed frames. A replayed frame occurs when the PN extracted from a received frame is repeated or not greater than the current Traffic Class replay window value for the frame’s traffic class. The replay window accommodates frames that may be delayed due to traffic class priority values.

6. A receiver shall maintain a separate set of PN replay windows for each MAC address it receives CCMP traffic from. The receiver initializes the replay window whenever it resets the temporal key for a peer.

7. In order to accommodate burst ACK, the CCMP receiver shall check that the received PN (48 bit counter) is no smaller than 15 less than the greatest CCMP replay window value for the MPDU’s temporal key. When combined with the prohibition on correctly decrypting more than one MPDU under a given <temporal key, PN> pair, this provides replay protection and accommodates frames that may be delayed due to message class priority values, with a window size of 16.
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