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· Ignoring basic operational parameters and configuration parameters
· Some of MIB parameters are optional
· SNMPv2 is the most prevalent implementation

· SNMPv3 which supports better security and access control is rarely implemented
· Basic SNMP operations are:
· Manager issues GET {OID}: Device Returns the Value if no error
· GETNEXT {OID}

· GETBULK, etc..
· Device sends TRAPs: unsolicited notification. Configurable within trappable variables.
· OID’s are numerical representation of MIB variables, hierarchically arranged.
· Runs on UDP port 161(Request Listener at Devices), 162 (Trap Listener at Manangers)
· Most parameters are Per-Interface. Not per STA. 

Generally, there is no distinction between AP and STA. However, STAs rarely have SNMP enabled. AP’s tend to keep track of aggregates in BSS.

· 802.11a,b

Dot11CountersEntry ::= SEQUENCE {

            dot11TransmittedFragmentCount       Counter32,

            dot11MulticastTransmittedFrameCount Counter32,

            dot11FailedCount                    Counter32,

            dot11RetryCount                     Counter32,

            dot11MultipleRetryCount             Counter32,

            dot11FrameDuplicateCount            Counter32,

            dot11RTSSuccessCount                Counter32,

            dot11RTSFailureCount                Counter32,

            dot11ACKFailureCount                Counter32,

            dot11ReceivedFragmentCount          Counter32,

            dot11MulticastReceivedFrameCount    Counter32,

            dot11FCSErrorCount                  Counter32,

Dot11StationConfigEntry ::=

        SEQUENCE {

             dot11StationID                     MacAddress,

             dot11MediumOccupancyLimit          INTEGER,

             dot11CFPollable                    TruthValue,

             dot11CFPPeriod                     INTEGER, 

             dot11CFPMaxDuration                INTEGER,

             dot11AuthenticationResponseTimeOut Unsigned32,

             dot11PrivacyOptionImplemented      TruthValue,

             dot11PowerManagementMode           INTEGER,

             dot11DesiredSSID                   OCTET STRING,

             dot11DesiredBSSType                INTEGER,

             dot11OperationalRateSet            OCTET STRING,

             dot11BeaconPeriod                  INTEGER,

             dot11DTIMPeriod                    INTEGER,

             dot11AssociationResponseTimeOut    Unsigned32,

             dot11DisassociateReason            INTEGER,

             dot11DisassociateStation           MacAddress,

             dot11DeauthenticateReason          INTEGER,

             dot11DeauthenticateStation         MacAddress,

             dot11AuthenticateFailStatus        INTEGER,

             dot11AuthenticateFailStation       MacAddress,

             dot11MultiDomainCapabilityImplemented TruthValue,

             dot11MultiDomainCapabilityEnabled  TruthValue,

             dot11CountryString                 OCTET STRING

         }
dot11SMTnotification OBJECT IDENTIFIER ::= { dot11smt 6 }

dot11Disassociate NOTIFICATION-TYPE

OBJECTS { ifIndex, dot11DisassociateReason, dot11DisassociateStation

dot11Deauthenticate

dot11AuthenticateFail 
dot11AuthenticateFailStation 
Dot11OperationEntry ::= SEQUENCE {

            dot11MACAddress                 MacAddress,

            dot11RTSThreshold               INTEGER,

            dot11ShortRetryLimit            INTEGER,

            dot11LongRetryLimit             INTEGER,

            dot11FragmentationThreshold     INTEGER,

            dot11MaxTransmitMSDULifetime    Unsigned32,

            dot11MaxReceiveLifetime         Unsigned32,

            dot11ManufacturerID             DisplayString,

            dot11ProductID                  DisplayString}

Dot11PhyTxPowerEntry ::= SEQUENCE {

            dot11NumberSupportedPowerLevels  INTEGER,

            dot11TxPowerLevel1               INTEGER,

            dot11TxPowerLevel2               INTEGER,

            dot11TxPowerLevel3               INTEGER,

            dot11TxPowerLevel4               INTEGER,

            dot11TxPowerLevel5               INTEGER,

            dot11TxPowerLevel6               INTEGER,

            dot11TxPowerLevel7               INTEGER,

            dot11TxPowerLevel8               INTEGER,

            dot11CurrentTxPowerLevel         INTEGER}
Dot11PhyDSSSEntry ::= SEQUENCE {

             dot11CurrentChannel    INTEGER,

             dot11CCAModeSupported  INTEGER,

             dot11CurrentCCAMode    INTEGER,

             dot11EDThreshold   Integer32}

Dot11SupportedDataRatesTxEntry ::= SEQUENCE {

            dot11SupportedDataRatesTxIndex  Integer32,

            dot11SupportedDataRatesTxValue  Integer32}

Dot11SupportedDataRatesRxEntry ::= SEQUENCE {

            dot11SupportedDataRatesRxIndex  Integer32,

            dot11SupportedDataRatesRxValue  Integer32}

· Bridge MIB

Per Port: Some AP’s consider one RF interface as a port, thus port statistics are per interface. Some AP’s assign logical ports to each STA, thus port statistics are per STA.

Dot1dTpPortEntry ::=

              SEQUENCE {

                  dot1dTpPort

                      INTEGER,

                  dot1dTpPortMaxInfo

                      INTEGER,

                  dot1dTpPortInFrames

                      Counter,

                  dot1dTpPortOutFrames

                      Counter,

                  dot1dTpPortInDiscards

                      Counter

              }

· 802.11e

In  “dot11Counters Table” of Annex D, insert  the following text to the  end  of Dot11CountersEntry sequence list:

dot11QosTransmittedFragmentCountTC[0..7]
Counter32,

dot11QosFailedCountTC[0..7]


Counter32,

dot11QosRetryCountTC[0..7]



Counter32,

dot11QosMutipleRetryCountTC[0..7]


Counter32,

dot11QosFrameDuplicateCountTC[0..7]

Counter32,

dot11QosRTSSuccessCountTC[0..7]


Counter32,

dot11QosRTSFailureCountTC[0..7]


Counter32,

dot11QosACKFailureCountTC[0..7]


Counter32,

dot11QosReceivedFragmentCountTC[0..7]

Counter32,

dot11QosTransmittedFrameCountTC[0..7]

Counter32,

dot11QosDiscardedFrameCountTC[0..7]

Counter32,

dot11QoSMPDUsReceivedCountTID[0..15]

Counter32,

dot11QoSRetriesReceivedCountTID[0..15]

Counter32,

dot11FECFragmentsCorrectedCount


Counter32,

dot11FECUncorrectableCount



Counter32,

dot11QoSDiscardedFragmentCount


Counter32,

dot11AssociatedStationCount


Integer,

dot11QosCFPollsReceivedCount


Counter32,

dot11QosCFPollsUnusedCount



Counter32,

dot11QosCFPollsUnusableCount


Counter32,

dot11QosTXOPRequestCount



Counter32,

dot11QosTXOPRequestRetryCount


Counter32,

dot11QosCCOPCount




Counter32,

dot11QosCCOPUsedCount



Counter32,

dot11QosCCOPCollisionCount



Counter32,


-- dot11QosStationConfigTable ::= {dot11smt 8}

In “SMT Station Config Table” of Annex D, insert the following text to the  end  of dot11StationConfigEntry sequence list:

dot11QoSOptionImplemented

TruthValue,

dot11AssociateAsQSTA

TruthValue,

dot11FecOptionImplemented

TruthValue,

dot11FecImmAckOptionImplemented
TruthValue,

dot11BurstAckOptionImplemented
TruthValue,

dot11QAPCSOptionImplemented
TruthValue,

dot11DirectOptionImplemented
TruthValue



























































Insert the following changes to the 802.11 MIB in Annex D, before the MAC Attribute Templates:

















Dot11QosStationConfigEntry ::=

SEQUENCE {

dot11CWmin[0..7]


INTEGER,

dot11CWmax[0..7]


INTEGER,

dot11AIFS[0..7]


INTEGER,

dot11EDCFCFBLimit[0..7]

INTEGER,

dot11ACsAvailable


INTEGER,

dot11CAPLimit



INTEGER,

dot11HCCWmin



INTEGER,

dot11HCCWmax



INTEGER,

dot11HCAIFS



INTEGER,

dot11PeerLivenessTimeout

INTEGER,

dot11ADDTSResponseTimeout

INTEGER,

dot11MissedBeaconThreshold

INTEGER,

dot11APMobilityScanRate

INTEGER,

dot11APMobilityScanInterval
INTEGER }





































	
	
	
	
	


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




















































































































































































































































































· 802.11f




















































































iappAPTableEntry ::= SEQUENCE {

      iappAPTableIndex                                Integer32,

      iappAPIPAddress                                 IpAddress,

      iappAPMACAddress                               MacAddress,

      iappClientServerPortNumber                      Integer32,

      iappAPRoundTripTime                             TimeTicks,

      iappAPRTO                                       TimeTicks,

      iappMoveNotifySent                              Counter32,

      iappMoveNotifyRetransmissions                   Counter32,

      iappMoveNotifyReceived                          Counter32,

      iappMoveResponseSent                            Counter32,

      iappMoveResponseReceived                        Counter32,

      iappMoveNotifyMalformed                         Counter32,

      iappMoveNotifyUnAuthentic                       Counter32,

      iappMoveResponseMalformed                       Counter32,

      iappMoveResponseUnAuthentic                     Counter32,

      iappMoveNotifyBadService                        Counter32,

      iappMoveResponseBadService                      Counter32,

      iappMoveNotifyPendingRequests                     Gauge32,

      iappMoveResponsePendingResponses                  Gauge32,

      iappMoveNotifyTimeouts                          Counter32,

      iappUnknownType                                 Counter32,

      iappMoveNotifyPacketsDropped                    Counter32,

      iappMoveResponsePacketsDropped                  Counter32

}





















































































































































































































· 802.11g

	
	
	

	

	
	
	

	

	
	












	

	

	
	












	

	
	
	

	
	
	

	
	
	

	

	






















































































· 802.11h






Add the following elements to the end of the dot11StationConfigEntry element definitions behind dot11AuthenticateFailStation

dot11SpectrumManagementCapabilityImplemented OBJECT-TYPE







dot11SpectrumManagementCapabilityEnabled OBJECT-TYPE


























dot11SpectrumManagementCapabilityEntry ::=

SEQUENCE {

dot11SpectrumManagementCapabilityIndex Integer32,

dot11FirstChannelNumber Integer32,

dot11NumberofChannels Integer32,

dot11MitigationRequirement Integer32,

dot11StartupTestPeriod Integer32,

dot11StartupTestValid Integer32,

dot11OperatingTestPeriod Integer32,

dot11OperatingTestCycle Integer32,

dot11MaxDataOperationsPeriod Integer32,

dot11MaxManagementOperationsPeriod Integer32,

dot11ChannelSwitchTime Integer32}
















































































· 802.11i

Update following MIB entries in Annex D:

Dot11WEPDefaultKeysEntry ::= SEQUENCE {

dot11WEPDefaultKeyIndex INTEGER,

dot11WEPDefaultKeyValue WEPKeytype,

dot11WEPDefaultKeyIV Integer32,

dot11WEPDefaultKeyIVMax Integer32,

dot11WEPDefaultKeyThreshold Integrer32}






































































Add the following items to Annex D:

-- Enable the key owner to find out the unicast and multicast cipher

-- suites that will be used so the key owner can optimize the size of the

-- derived TSKs. This is done using two MIB variables added to the

-- Station Configuration table.

-- Modify Dot11StationConfigEntry

Dot11StationConfigEntry ::= SEQUENCE {

dot11StationID



MacAddress,

dot11MediumOccupancyLimit


INTEGER,

dot11CFPollable



TruthValue,

dot11CFPPeriod



INTEGER,

dot11CFPMaxDuration



INTEGER,

dot11AuthenticationResponseTimeOut
INTEGER,

dot11PrivacyOptionImplemented

TruthValue,

dot11PowerManagementMode


INTEGER,

dot11DesiredSSID



OCTET STRING,

dot11DesiredBSSType



INTEGER,

dot11OperationalRateSet


OCTET STRING,

dot11BeaconPeriod



INTEGER,

dot11DTIMPeriod



INTEGER,

dot11AssociationResponseTimeOut

INTEGER,

dot11DisassociateReason


INTEGER,

dot11DisassociateStation


MacAddress,

dot11DeauthenticateReason


INTEGER,

dot11DeauthenticateStation


MacAddress,

dot11AuthenticateFailStatus

INTEGER,

dot11AuthenticateFailStation

MacAddress,
dot11UnicastCipher



Integer,

dot11BroadcastCipher



Integer

}



































· 802.1x, aa

It’s possible to get per port data transfer statistics this way.
No APs to my knowledge implement this mib yet.

-- ---------------------------------------------------------- --

-- The Authenticator Session Statistics Table-- ---------------------------------------------------------- --

dot1xAuthSessionStatsTable OBJECT-TYPE    SYNTAX      SEQUENCE OF Dot1xAuthSessionStatsEntry    MAX-ACCESS  not-accessible    STATUS      current    

DESCRIPTION        "A table that contains the session statistics objects        for the Authenticator PAE associated with each Port.        An entry appears in this table for each port that may        authenticate access to itself."    REFERENCE        "9.4.4"    ::= { dot1xPaeAuthenticator 4 }

dot1xAuthSessionStatsEntry OBJECT-TYPE    SYNTAX      Dot1xAuthSessionStatsEntry    MAX-ACCESS  not-accessible    STATUS      current    DESCRIPTION        "The session statistics information for an Authenticator        PAE.  This shows the current values being collected for        each session that is still in progress, or the final        values for the last valid session on each port where        there is no session currently active."    INDEX { dot1xPaePortNumber }    ::= { dot1xAuthSessionStatsTable 1 }

Dot1xAuthSessionStatsEntry ::=    SEQUENCE {    


    
dot1xAuthSessionOctetsRx             Counter64,        
dot1xAuthSessionOctetsTx             Counter64,
dot1xAuthSessionFramesRx             Counter32, 
      
dot1xAuthSessionFramesTx             Counter32, 
dot1xAuthSessionId                   SnmpAdminString,        
dot1xAuthSessionAuthenticMethod            INTEGER,        
dot1xAuthSessionTime                  TimeTicks,        
dot1xAuthSessionTerminateCause        INTEGER,        
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